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Preface

The Axcient Web Application User Guide describes how to monitor the protection solution in an organization through a single
Axcient Web Application (Web App).

Intended Audience

This guide is intended for administrators who manage or monitor Axcient services.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 4



Introduction

This chapter describes how the Axcient Web Application fits in to the Axcient Data Protection solution. The Axcient Web
Application is a web-based management portal that allows you to manage and monitor all Sites, Services, appliances, and
devices in the organization.

Architecture and Terminology

The Axcient Web Application is designed to provide summary information of, and access to, all levels of the Axcient Protection
Solution.

The Axcient Protection Solution includes the following elements:
« Web Application—the highest view of the Axcient protection solution hierarchy. You can monitor, manage, protect, and
perform disaster recovery tasks from the Web Application.
« Site(s)—specific locations or organizations with Axcient services.
o Service(s)—Axcient services registered to your account.
o Appliance(s)—the physical or virtual machines located at a Site that run the Axcient service and protects devices.

» Device(s)—the machines that are protected by the Axcient appliance.

Administration

The Axcient Web Application includes various management and administration pages to help facilitate the management of
the Axcient protection solution.

The Axcient Web Application includes the following pages:
« Dashboard—displays summary information across all Sites, including health status information, activities of interest,
and other relevant notifications.

o Services—summary list view of all registered Services. You can click a Service to view the Service Details page, where
you can perform management, recovery, and configuration actions.

« Sites—summary view of all registered Sites. Click a Site to view the Site Details page, where you can perform
management, recovery, and configuration actions.

» Events—a detailed and searchable view of all events that occur across all Sites, Services, and devices.

o Users—list of all user accounts with access to the Axcient Web Application. The master user can create, delete, edit,
and deactivate accounts as necessary.

« Reports—generate configurable reports detailing replication job analysis, hardware usage, network activity, and

more.

All Axcient appliances are served and managed by the Axcient Web Application regardless of software version.
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Figure 1 - Axcient Architecture and Terminology
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Web Application Walkthrough

Logging in to the Axcient Web Application

After you register with Axcient, Axcient Support will send an email containing information necessary for you to begin
leveraging the Axcient protection solution.

In this email, you will find default login credentials for the Axcient Web Application. If you did not receive this email, please
contact Axcient Support.

Changing Your Password and Configuring Multifactor Authentication

As a best practice, we suggest changing your password when you access the Axcient Web Application for the first time.

Additionally, we recommend enabling Multifactor Authentication (MFA) for improved security. When MFA is configured, you

will be required to enter a one-time passcode generated by a mobile authenticator app during login.

To change the password and set up Multifactor Authentication:
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AXcient

STEP 1
A)'(C IENT Please provide your credentials to login.
In your preferred browser, navigate to
https://my.axcient.net (US) or https://ca.axcient.net admin
(Canada).

Log in to the Axcient Web Application using the login
credentials provided by Axcient Support. () Remember Me

LOGIN Forgot password?

AXCIENT"

DASHBOARD SERVICES SITES. EVENTS USERS REPORTS My Account | Help | Feedback | Logout

STEP 2

On the Axcient Web Application, click the My Account link.
The My Account dialog box displays.

STEP 3

In the My Account dialog box, update your password.

USERNAME® [an - )
Optionally, click to toggle on Multifactor Authentication. A
QR code image will display for configuring your preferred e
authenticator app. EMAIL®

PASSWORD™

CONFIRM PASSWORD™

I
[ .
|
[
MULTIFACTOR AUTHENTICATION - )

SAVE Cancel
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STEP 4

Open an authenticator app on your smartphone and scan USERNANE® [ e 210 @
the QR code to configure the MFA token. NANE [Re_211_org
EMAIL* I IRE_2.11_org@efefdewfew.fewfw
PASSWORD* I o @
CONFIRM PASSWORD* [ CIR .tocor Auhenscaion (MFA) adds

an additional layer of security to your
account by requiring more than one
form of authentication. It requires you
fo enter a unique security code in
addition fo your password during sign-
in.

MULTIFACTOR AUTHENTICATION

Scan the below QR code with an authenticator mobilg
app. Then, enter the code provided by the app in the
below text box. Click here for more details.

MY ACCOUNT
STEP 5

When your authenticator app is configured, return to the
RMC and enter the generated MFA Token in the LERAE I IRE_2.11_org 2
Authentication Code field.

NAME | IRE_2.11_org

Click the Save button when you are finished. .
EMAIL I IRE_2.11_org@efefdewfew.fewfw
PASSWORD* ’ o @
CONFIRM PASSWORD™ [ ®

MULTIFACTOR AUTHENTICATION )

Scan the below QR code with an authenticator mob
app. Then, enter the code provided by the app in the
below text box. Click here for more details.

AUTHENTICATION CODE™ I
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STEP 6 Axcie Nt Please enter Multi Factor Authentication

code to complete login.

When logging in, you will now be prompted to to enter a
one-time passcode generated by your mobile

authenticator app in addition to your password.

[ Authentication code (7]

Note: If you are locked out, please contact an org manager Cancel
to temporarily disable MFA.
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Web Application Dashboard
The Axcient Web Application Dashboard embodies Axcient’s Manage by Exception philosophy.

The Manage by Exception philosophy emphasizes the need to surface alerts, notifications, and activities that most urgently
require your attention. In this way, you are able to resolve the most critical issues first, and ensure devices stay fully

protected.
Figure 2 - Web Application Dashboard

AXCIENT

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

2 g
Welcome! Here's what's happening:

1 Activity of Interest Across All Sites ORGANIZATION AT A GLANCE

4SITES
Last device added 10 months ago
1 site requires attention

5 SERVICES

1 new

ONLINE HELP
For all Axcient services

CONTACT SUPPORT
Getin touch with Axcient Support

FORUMS

The Axcien! community message

board

KNOWLEDGE BASE

Technical ariicles fo help resolve

Osite Health Status Display

This panel displays the health status, alerts, notifications, and activity across all Sites and Services are displayed. A complete

list of health status descriptions can be found below.

OBrowse Sites

Click the Browse Sites button to view the Sites page, which lists all provisioned Sites.

Organization at a Glance

This panel displays a summary view of all Sites and Services registered to your account with direct links to the Sites and

Services pages.

© Axcient Tools
This panel provides links to Axcient's online documentation, support pages, and a link to the Axcient Support page.

Site Health Status Descriptions

« Activities of Interest—this panel lists important activities across all Sites and Services. Each individual alert includes

direct links to the corresponding activity.
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« Requires Attention—this panel, which is also referred to as Troubled, displays a list of devices that have fallen out of
the protection threshold as configured in the Protection Policy. Devices that have failed the Cloud replication will be

listed here as well. Each individual alert includes direct links to the corresponding device.

o Warning—this panel lists appliances or devices that have lost connectivity for an extended period of time as
configured in the Protection Policy. This panel will also display alerts when a local or Cloud replication job completes

with warnings. Each individual alert includes direct links to the corresponding device or appliance.

o Protected as Expected—this panel lists devices that are healthy and do not need attention at this time. Expand the

alert and click Browse to view each protected Sites.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 12



Services Page

The Services page provides a summary of all Axcient physical and virtual appliances registered to your account. The list view

offers at-a-glance information such as health status, tunnel status, and important identifying information.

On the left-hand side of the page is a search and filter tool, which you can use to sort through the Services list. The Services
list can be sorted by:

o Tunnel Status

o Service Alias

o Package (Service Type)

o Service ID

o Health

« Site

Click a Service to view the Service Details page.

Figure 3 - Services Page

FILTER SERVICES All 2 Services

Search TUNNEL  SERVICE ALIAS PACKAGE SERVICE ID HEALTH  SITE &
(] AX-LAB Backup Enterprise 97ox | | Axcient Internal Usage
SITE (1] AX-LAB VApp Enterprise 3199 n Axcient Internal Usage

Type or select a site n

SERVICE TYPE

[ Appliance

D Virtual Appliance
[]  Directto Cloud
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Service Details Page

The Service Details page allows you to configure the appliance, take protection and recovery actions, view storage

summaries, view Service entitlements, view a hardware description of the appliance, and reboot the appliance.

Figure 4 - Service Details Page

o g
£} CONFIGURE SERVICE
AX-LAB Backup Appliance Service L |
7, ENTITLEMENTS AT A GLANCE
SERVICE 1D e
CL0UD STORAGE 335 U8B Bockup s asocioted with e
E R Ervprise andamantpockoge.
10CAL STORAGE g0 NN =
storace
TUNNEL/CONNECTION @ Cannected 1000 68 eca wersgn
Appliance AX.LAB Backup is protaciing 14 davices. LocaLvMs
e
Nosscive
Appliance not connected. soreenon
Last detected connection was on April 15th, 2013 ot 2:49am. Last checked 2 minutes ogo. Velimied servers
g e s

& Cloud Storage Summary

Consuming 667 GB of 2 TB Cloud Storage

HARDWARE AT A GLANCE

$r& A20-TE-1000
Entifled Storage: 1000 GB

08 1000 6B o Using: 803 GB
o 80% full
& Local Storage Summary Consuming 803 GB of 1000 GB Entitled Storage
SERIAL NUMBER HODEL HUMBER
AHOTZAD210420002  A20-TE-1000
PROVISIONED
January 30k, 2014 ot 7:58pm
0 Mg 50068 1000 6B v e
2,406,113 Files Protected REGISTERED

Protection Snapshot

Janvary 30, 2014 o 8:08pm

IP ADDRESS: (AUTODETECTED)

DATA DISTRIEUTION - % OF USED SPACE STORAGE USAGE HISTORY - LAST 12 MONTHS
0.10.21.201
17 SOFTWARE
- Version AXOS 6.0.0

o
Applianc prfo-dole
1 " Opied Out of Avtomatic Updates

14 devices protected by 970x - AX-LAB Backup

HEATH ¥ DEVICE NAKE DEVICE TYPE REPLICATON DATA LAEST 10CAL BF LATEST CL000 P
@  axsssaon Server wr2ce 2yeoniage 2yeors ogo
@  coguenslopiop Lapiop 734408 2yeoniage Naver
® o Server 25568 4 months ago 4monts ago

oAppliance Details

This panel displays summary information for the Service, including the ability to log in to the appliance UMC, recover devices,
protect devices, and reboot the appliance.

2] Connectivity Alert

This panel displays a dated alert when the appliance loses connection.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 14



Cloud Storage Summary

This panel displays summary of the appliance’s Cloud storage usage. This section will show the most recent cloud replication

attempt and the most recent successful Cloud replication.

OLocal Storage Summary

This panel displays a summary of the local storage usage with a breakdown of total files protected and storage used per

device.
Opevice List
This panel displays a summary list of devices being protected by the appliance. Click a device to view the Device Details page.

o Configure Service

This button launches the Configure Service page, where you can configure service settings, alerts, replication schedules, and

software updates. For more information, please reference the Axcient BRC Protection Guide.

oEntitlements at a Glance

This panel displays entitlements allotted to the Service, including appliance protection type, the amount of storage available,

the total virtualized machines running, and the total number of devices that can be protected.

oHardware at a Glance

This panel displays hardware summary information, including the IP address, the serial number, hardware capacities, and

the current AxOS software version.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 15
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Sites Page

The Sites page displays each Site, which can be physical locations or companies, based on your preferences as the

administrator. The Sites page shows summary information about each Site, including:

o Health status
o Total number of devices protected

o Total number of Services for the Site

Sites can be filtered using the Filter Sites panel on the left side of the page. Sites can be filtered by health status or searched

by name.

If you are viewing the page in Grid view, click the Details button to view the Site Details page for the specified Site.

Alternatively, if you are viewing the page in List view, click the View Site button to view the Site Details page.

Figure 5 - Sites Page (Grid View)

=+ ADD SITE Showing 209 of 8,578 Sites
. Axcient Internal Usage . Axcient Operations Client

uxcieni
AVMS -- VMG
HEALTH DEVICES 10 troubled of 14 total DEVICES 26 troubled of 35 total
Troubled
\:‘ 8 Trouble SERVICES 1 total SERVICES 2 total
\:‘ & Wamed
D O Unprotected
D ® Heclthy
[J® Parked . Axcient Support Client DETAILS . Axcient Support Fusion DETAILS
AVMS -- AVMS 2
Clear all filters
DEVICES 2 troubled of 2 total DEVICES 8 troubled of 8 toral
SERVICES 1 total SERVICES 1 total
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Sites Details Page

The Site Details page displays a detailed view of the health status of protected devices and also provides tools to help you

recover and protect devices.

Figure 6 - Site Details Page

2 !
HQ (SF Bay Area) Troubled

ACCOUNT AT A GLANCE

Activity of Interest for HQ (SF Bay Area) 2 SERVICES

15 devices require attention
14 DEVICES

All protected

1 warning was issued

SETTINGS

CLOUD VIRTUALIZATIONS

None Aive.

1 device is healthy and happy Browse Devices

COMBINED LOCAL STORAGE 19%

Using 229 GB of 27 T8 onsite siorage

COMBINED (L0UD STORAGE 6%

Using 307 GB of 49 T8 cloud sterage

ONLINE HELP

For oll Axcient sarvices

CONTACT SUPPORT
@atin touch with Axcient Support

FORUMS
The Axcient community message
boord

KNOWILEDGE BASE
Technical orficles to help resolve

©Device Health Status Display

This panel displays the health status, alerts, notifications, and activities across the Site. A complete list of health status

descriptions can be found below.

oRecover and Protect

This panel includes tools to help you protect new devices or recover protected devices.
Account at a Glance

Click the Settings button to configure the Protection Policy. You can also use this panel to view all devices and Services

associated with the Site by clicking the appropriately titled links.
oVirtualizations

This panel displays all currently running virtualizations, both locally and in the Cloud.
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o Storage Summary

This panel displays a combined storage capacity summary across all appliances associated with the Site, both locally and in
the Cloud.

oAxcient Tools

This panel displays links to online support resources, including online help, support contact information, forums, and the

knowledge base.

Device Health Status Descriptions

« Activities of Interest—this panel lists important activities across all Sites and Services. Each individual alert includes
direct links to the corresponding activity.

o Requires Attention—this panel, which is also referred to as Troubled, displays a list of devices that have fallen out of
the protection threshold as configured in the Protection Policy. Devices that have failed the Cloud replication will be

listed here as well. Each individual alert includes direct links to the corresponding device.

o Warning—this panel lists appliances or devices that have lost connectivity for an extended period of time as
configured in the Protection Policy. This panel will also display alerts when a local or Cloud replication job completes

with warnings. Each individual alert includes direct links to the corresponding device or appliance.

o Protected as Expected—this panel lists devices that are healthy and do not need attention at this time. Expand the

alert and click Browse to view each protected Sites.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 18



Devices Page

The Devices page can be accessed by clicking the Browse Devices link where available. This page lists all devices protected

under the Site and allows you to recover devices and protect new devices.

The Device List displays summary information about each device, including:

o Health status

o Device name

o Service protected under

o Totalreplicated data

o Last successful local replication
o Last successful Cloud replication

The Device List also allows you to view devices based on health status. You can then quickly isolate and address devices with

issues that need to be resolved.
« Troubled—devices that are outside of the Protection Policy Threshold for the freshest recovery point. These devices
are marked with a red health status symbol.

o Warned—devices that are outside of the Protection Policy Threshold for loss of connectivity, or the most recent cloud
replication occurred with errors. These devices are marked with an orange health status symbol.

o Healthy—devices that are within the Protection Policy Threshold and have had no Cloud replication issues. These
devices are marked with a green health status symbol.

o Parked—devices that have been previously protected and are still registered by the appliance, but no replication jobs
are currently running. These devices are essentially on standby.

« All Protected—devices protected by the Service regardless of health status.
o Local VMs—all running Local VMs with the ability to start, stop, and discard.

« Unprotected Devices—devices registered to the appliance but not currently protected.

Click a device to view the Device Details page.

Copyright © 2020 Axcient, Inc. All Rights Reserved. 19
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Figure 7 - Device List Page

aplotnikov_site Devices

Troubled Warned local VMs Unprotected
HEALTH & DEWICE NAME SERVICE REPLICATION DATA LATEST LOCAL RP LATEST CLOUD RP
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Device Details Page

The Device Details page displays a detailed view of the health status and protection summaries. This page also allows you to

recover data and configure custom notifications for the device.

o Device Details

This panel displays information about the device, including current health status, device type, OS, Service, and the hostname
or IP address.

© Health Status History

This panel displays the health status history of the device for the last 30 days. Red and yellow blocks display if the device has
experienced health issues.

Onsite Protection Summary

This panel displays local data usage for the device.

oProtection Schedule

This panel displays the replication jobs scheduled for the device. A device can have one or more replication schedules.
Click on a job to view the Job Details page.

oRccover

This button allows you to perform data recovery actions for the device.

oProtection at a Glance

This panel displays custom alerting for the device. These alerts will override the pre-existing alerting policy for the device.
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Figure 8 - Device Details Page
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Job Details Page

The Job Details page gives you a detailed breakdown about the specified job, including:

oJ ob Details

This panel provides information about the job, including job type, the device protected by the job, the Service, and the
hostname/IP address of the device.

eThreshold Alert

This panel displays alerts when the device being protected has fallen out of the protection threshold for the specified job. If

the device is within threshold, no message will appear.

Most Recent Protection A ctivity

This panel displays a progress bar for the current or most recent scheduled replication job. When a replication job is running,
this bar displays the replication job status.

©Job Health Status History

This panel displays the health history of the replication job over the last 30 days.

oRecover

Click this button to perform recovery actions.

oJob at a Glance

This panel displays the local and Cloud Protection Policy, as well as excluded files, folders, or directories.

@j0b Settings

This panel displays custom configuration settings for the job.
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Figure 9 - Job Details Page
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Exclude Files from a Job
This feature is only available on AxOS version 6.5.1 or later.
You can exclude drives, folders, and files from replication jobs by clicking the Exclusions button in the Job Details page.

To exclude a drive, folder, or file:

1. Onthe Job Details page, click the Exclusions link found in the Job at a Glance panel. The Exclusions dialog box displays.

NOTE: By default, the Exclusions dialog box will use the § symbol instead of the : symbol. These symbols are
interchangeable and either can be used when creating exclusion and inclusion rules. The : symbol is used in this document.

2. Inthe Exclusions field, configure items to be excluded:

o Toexclude an entire drive, enter the drive letter in the following format:
<Drive Letter>:/

Example: E: /

o Toexclude a folder from a drive that is being backed up, enter the drive letter and target folder in the following
format:
<Drive Letter>:/<Folder Name>

Example: C: /Documents

« To only exclude a specific file from a drive and folder being backed up, enter the drive letter, along with the
target folder and the specific file in the following format:
<Drive Letter>:/<Folder Name>/<File Name>

Example: C: /Desktop/01d Image.png

3. Inthe Inclusions field, configure items to be included:

e Toinclude a drive, no additional step is necessary. All drives are included in the replication job as long as no
Exclusion rule is set in the Exclusions field.

o Toinclude a folder from an excluded drive, enter the drive letter along with the target folder in the following
format:
<Drive Letter>:/<Folder Name>

Example: E: /Music

« Toinclude a specific file from an excluded folder, enter the drive letter along with the target folder and the
specific file in the following format:
<Drive Letter>:/<Folder Name>/<File Name>

Example: C: /Documents/Test File.docx

4. When all of the exclusion and inclusion rules are configured, click the Save Exclusions button.
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Figure 10 - Exclusions Screen

Enter a complete path to exclude or include a file or folder

Your changes will apply to future jobs, and only if the paih exiss in this
device's file structure. Enter one path per line.

EXCLUSIONS 3ol @

E-
C:/Documents
C:/Deskiop,/Cld_Image.png

INCLUSIOHS 3ol @
C

E-/Music

C:/Documents/Test_File.docx

SAVE EXCLUSIONS Cancel

Additional Exclusion and Inclusion Notes

o When a device is added, all detected drives will populate the Inclusions section of Exclusions dialog box.

« Axcient recommends that you do not delete a drive from the Inclusions field in order to exclude it from the replication
job.

If a drive is removed from the Inclusions field but not added to the Exclusions field, it will be implicitly included in the

replication job. A drive must be explicitly listed in the Exclusions field in order to be excluded from the replication job.

Example: In the figure below, the E: / drive is not listed in the Inclusions field. Instead, the E: /Personal folder is
listed. In this case, there is no need to explicitly list a folder in the Inclusions field because the E: / drive is not
explicitly listed in the Exclusions field. Because it is not listed in the Exclusions field, the entire E: / drive will be

replicated during regularly scheduled replication jobs.

You need to list folders and files in the Inclusions field only when the containing drive and folder are listed in the
Exclusions field.
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Figure 11 - Exclusion Example

Enter a complete path to exclude or include a file or folder

Your changes will apply to future jobs, and enly if the path exists in this
device's file structure. Enter one path per line.

EXCLUSIONS 1 total €3
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INCLUSIONS 210l €
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Users Page

You can create multiple users with different authorization levels within the Axcient Web Application. This feature can be
useful for large organizations that have many system administrators with varying access needs.

It is important to only give access to trusted and trained colleagues. We recommended that all users go through the Axcient
ACE Certification program before being given Organization Admin level access.

New users can be added by clicking the Add User button and filling out the required information. Existing user accounts can
be edited or deleted at any time.

Figure 12 - Users Page

4+ ADD UsER Showing 2 of 2 Users

FILTER USERS

ACTIVE &  USERNAME

Search User (V] axciu axciu Site User
(] adoring@efolder.net Anne Doring Org Admin

USER ROLE

D

STATUS
[ @ Aciive
[} @ Inactive
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Adding a New Web App User

Organization Admin users are able to create login credentials, allowing full or limited access to the Web Application. After
clicking the Add User button, new user account information can be entered and the role set. The administrator will need to
define:

o Ausername for logging in to the Web Application.

o Arole that determines what the user can or cannot do within the Web Application.

o A name of the User for identification purposes.

e An emailassociated with the account.

o A passwordto be used when logging in to the Web Application.
You can select from the following roles:

o An Organization Admin can view, create, and edit Services, devices, and jobs. Organization Admin accounts can add
new devices to protect and use the Axcient business continuity features.

o An Organization Manager can view existing Services, devices, and jobs.

Figure 13 - Add User Screen

ADD USER

USERNAME™ | )
ROLE Org Admin v
NAME Org Admin

Org Manager
EMAIL™ |
PASSWORD™ | ®
CONFIRM PASSWORD™ | ®

SAVE Cancel
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Adding a Site-Specific User

You can create Site-specific login credentials so that the user only has access to a certain Site, rather than to the entire Web
Application.

This functionality is only available when logged in to the Web Application as a user with Organization Admin privileges.

Note

Only one Site-specific login can be created per Site.

To create a Site-specific login:

STEP 1

A)'(C IENT Please provide your credentials to login.

Log in to the Web Application as a user with Organization

Admin privileges. admin

() Remember Me

LOGIN Forgot password?

AXCIENT
DASHBOARD SERVICES EVENTS USERS REPORTS

STEP 2

Click the Site tab. The Sites page displays, listing all Sites
registered to your account.

Showing 3 of 18 Sites ﬁ‘ D=

STEP 3

HEALTH &  NAME

On the Sites page, click the List View icon, which is O  AsivappTes o 0
depicted with four parallel lines. O SupponTeuVapp 0 0
O Testbox Pradeep M. 0 0
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Showing 3 of 18 Sites

STEP 4

Locate the target Site, click the drop-down arrow, and Avsi VApp Test
select the Edit User Option. O supporTesVagp 0 o [
(o] Test box Pradeep M. 0 o Edit User

HEALTH & HAME DEVICES SERVICES

STEP 5

In the Edit User pop-up window, enter the appropriate

USERNAME |
information and click the Save button.

. . . . . USER FULL NAME |
The user will not receive a confirmation email. Instead, you

must manually distribute the login credentials to the new EMAIL |

user. PASSWORD | (2}

When logged in to the Web App using these credentials, the  conrirm passworo |
user will only be able to interactive with the Site to which

he has been assigned.

SAVE Cancel
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Reports Page
Within the Axcient Web Application, you can generate reports detailing replication job analysis, hardware usage, network

activity, and more.

Axcient offers the following reports:

o The Appliance Summaryreport summarizes general usage across Axcient Services or Sites.

o The Usage Summaryreport summarizes service information, package information, and usage information.
o The Job Status report summarizes the status of jobs.

e The Primary Jobs report summarizes local jobs that run across an Axcient Services or Sites.

o The Offsite Jobs report summarizes all Cloud replication jobs that run across Axcient Services or Sites.

o The Cloud Continuity report summarizes failovers in the Cloud. This report provides an easy way to keep track of

Cloud business continuity usage.
o The Appliance Detailreport provides details of a specific Axcient appliance.
« The Definitions page summarizes a list of predefined configurations or parameters.
o The Auditor page summarizes activities based on action taken, time, entity, and user.
o The Notifications page provides details on each notification generated in the system, including name, type, start

timestamp, end timestamp, and status.

All reports can be downloaded as CSV files.

Figure 14 - Reports Page

[ AxOS & D2C reports  Definifions ~ Auditor  Nofificafions ]

[ Appliance Summary  Usage Summary  Job Siatus  PrimaryJobs  OffsiteJobs  Cloud Confinuity  Appliance Detail ]

SEARCH v Dowload (csv)

SERVICE

- None - v

RUN REPORT
CREATE REPORT DEFINITION

Show(10 v | records

APPLIANCE DRIVE SPACE

SERVICE ID < SERVICE ALIAS CURRENT ONSITE USAGE CURRENT OFFSITE USAGE AVAILABLE APPLIANCE DRIVE SIZE FILES PROTECTED

Showing O fo 0 of O entries
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Report Definitions

You can create and save specific report definitions, or parameters, about appliance use and backup history. Report

definitions eliminate the need for you to configure the same report multiple times.
Report definitions are unique to each user.

1. When a report definition is configured, click the Create Report Definition button. The Create Report Definition screen

displays.

Figure 15 - Create Report Definition Screen

CREATE REPORT DEFINITION

KAME I Repert Definition Example

DELIVERY TYPE | Weekly v
ACTIVE o

EMAIL ADDRESS adoring@axcient.com, odmin@oxcient.com

Add up 1o 10 email addrmssas separating them by o
comma.

SAVE Cancel

2. Update the following configurations and click the Save button when finished:
o Inthe Name field, enter a name for the report definition.
o Inthe Delivery Type drop-down menu, select the frequency the report is delivered. You can choose from daily,
weekly, or monthly.

o Select the Active checkbox to activate the report. When this box is checked, the report is automatically
delivered based on the Delivery Type selected. If this box is left blank, the report definition will be saved but
will not be delivered automatically.

o Inthe Email Address field, enter one or more email addresses where the report will be delivered. Separate
each individual email address with a comma. By default, this field is pre-populated with the email address

associated with your account.
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3. Optionally, click the Definitions button to view all created report definitions. In this screen, you can view the following

information about each definition:
« Name
o Type
o Delivery Type
o Active Status

4. Optionally, using the Actions column, you can expand a drown down menu to Edit, Delete or View the specific report

definition.
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Recipient Email Address

Each active report definition will be automatically delivered to the email address(es) defined in the Email Address field. By
default, the Email Address field is automatically pre-populated with the email address associated with your account,
although you can edit and update this field as necessary.

You can optionally view or update the email address associated with your account. To view or update your email address:
1. Click the My Account button on the top right of the Web Application. The My Account page displays.

2. Review the Emailfield. The email address displayed in this field will serve as the default email address for
automatically delivered reports.

Figure 16 - Reports Definition Page

AXCIENT

DASHBOARD SERYICES SITES EVENTS USERS REPORTS Help | Feedback | Logout

‘ Appliance Summary ~ Usage Summary  Job Status  PrimaryJobs ~ OFfsite Jobs  Cloud Continuity ~ Appliance Detail ~ Auditor  Definitions

Show | 10 [ records Search
NAME - TYPE DELIVERY TYPE ACTIVE ACTIONS
Report Definiion Example Usage Report Weekly
Edit
Test Appliance Summary Daily No
Delete
Showing 1 to 2 of 2 entries
View
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Cloud Failover

In the event the local appliance is not available in a disaster situation, the Cloud failover feature in the Web Application allows
you to start virtual machines (VMs) in the Axcient Cloud of one or more protected devices. For complete instructions, please

reference the Axcient Recovery Guide.

The Axcient Cloud failover solution allows you to do the following:

o Create a Virtual Office running in the Axcient data center that matches existing server configurations
o Configure network settings for the virtual office, including:
o Provide secure access to the Virtual Office by configuring VPN
« Configure Site to Site Open VPN, allowing multiple remote networks to connect to the Virtual Office
o Allow VMs to access the Internet by enabling outbound connections (disabled by default)
o Establish Port Forwarding rules

o Start the Virtual Office VMs of each server from separate restore points

This section of the guide will cover the various Virtual Office interfaces.
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Starting the Virtual Office

To start the Virtual Office:

STEP 1

On the Axcient Web Application, click Sites.

STEP 2

On the Sites page, click the Details button for the
desired Site.
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AXCIENT

DASHBOARD

SERVICES SIT!

EVENTS USERS

Welcome! Here's what's happening:

REPORTS

My Account | Help | Feedback | Logout

S BROWSE 4 SITES

ORGANIZATION AT A GLANCE

Acivity of Interest Across All Sites

1 site requires aftention

2 sites under warning

1 site is profected as expected

AXCIENT

4SITES
Lost device added A month ago.

7 SERVICES

Nonew services.

ONUNE HELP
Forall Axcientservices

CONTACT SUPPORT
Gotin ouch wih Axcient Support

FORUMS
The Axcient community message
board

KNOWIEDGE BASE
Technical ariles o help resolve

DASHBOARD

SERVICES SITES

EVENTS USERS

HEALTH
"] M Troubled

| % Wamed
1O Unprotected
(] @ Hooliby
)@ Porked

@ HQ(SF Bay Areq)
S o
DEVICES 20 total

SERVICES 3 fotol

O Houston
MS 0
DEVICES  No devices, No data

SERVICES 1 totol

REPORTS

DETAILS

DETAILS

My Account | Help | Feedback | Logout

0
AVMS 0

DEVICES  No devices, No data

SERVICES 1 folal

O N
NS o

DEVICES  No devices, No data

SERVIES Unprotected
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AXCIENT"

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

@ NewYok v Ovenview

RECOVER PROTECT
Now York Healhy

On the Site Details page, click the Recover button.

1 SERVICE
Activity of Interest for Nlew York 1 Direct o Clowd service

© Nothing Rocent

1 DEVICES

At the moment, though, Allprotocied

SETTINGS

CLOUD VIRTUAUZATIONS
None Acive.

STEP 4

On the Recover Something screen, click the Make it

Virtual option and then select the Start a Virtual Office
option.

What type of recovery do you want to do?

5 Recover Data
Access and download files and folders from your restare
points

% Make it Virtual

Run a virtual machine on o local appliance, virtualize
entire office in the cloud, or export a VMDK

% Recover a System Image
Restore o complete Windows system image onio new

hardware by conducting a Bare Metal Restore.

© Why don't | see the type of recovery | am looking for?
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VIRTUALIZE A DEVICE
STEP 5

Select the type of local virtualization to deploy:

What sort of Virtualization is this?

o Select the Make it a Test option to test the

. . . . . .1 Run as Test
virtualization process and verify the availability of For testing the virrualization process and verifying the
. . b availability of restere points. Tasts can be starred and
recovery pOIntS in case of an emergency. ended at any fime
o Select the Put it in Production option in the event Create Test & Dev Environment
. ) . Run a test Virtual Office for testing new patches, sofrware
Of a dlsaSter. Th|5 local fa|loVer VM can be used tO b upgrades on production servers, or test driving how
applications would run in o virtualized environment on
temporarily replace production devices until a other types of server hordware

permanent replacement is ready.

Run in Production

When a disaster eceurs and you waont to spin up a virtual
o office to replicate your local envirenment. Fail-back
process can be used fo recover data from the virlugl office
before discarding it

4 BACK

START VIRTUAL OFFICE (FAILOVER)
STEP 6

Select the services you would like to fail over and

Set up the virtual environment for testing.

configure the network settings.

e il U
When configuring the network settings for the Virtual SERVICES (1) AX-LAB Backup - Service ID 970x

Office, the gateway should be the same as the default ©
gateway on the physical network that the Virtual o o o

Office is trying to replicate. +Add Another
Example: If all the devices are on the 192.168.1.xxx

network, the gateway will most likely be 192.168.1.1.

Click the Start Virtual Office button when finished.
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The Virtual Office Page

The Virtual Office page is accessible when a Virtual Office has been started. This page is the administrative page for the

Virtual Office. From here, you can take any managerial and configuration actions for the Virtual Office.

There are five main sections to the Virtual Office View page:

O virtal Office Summary

This section provides a summary of the Virtual Office, showing which Sites are being virtualized and the type of virtualization

(test or production).

Additionally, you can stop all running VMs and take steps to discard the Virtual office.

eDevice List

This section displays all protected devices under the Client as well as the device states. The three device states are

explained below.

Configure Office

This button launches the Virtual Office Configuration page where you can configure various aspects of the Virtual Office.

oResources

This section displays used and available resources across all live VMs, and information about how long the Virtual Office has

been running.

oAxcient Tools

This section displays links to Axcient support documentation and Axcient Technical Support.
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Figure 17 - Virtual Office Page

Il HQ(SFBoyArea) W Services W Viriual Office

Virtual Office QCONFIGUEE OFFICE

SITE e
STOP ALL
AINTY  Production
S orice OFFICE UPTINE

A month
Starfed ai 05:04 pm on April 14, 2015

v
20 R
production All Servers
Bof82 GB
DEVICE & Vit STATUS SERVICE SERVICE 1D o
Accounting & Running Pmlab2-App ozl -

4 OF 38 CORES

Accounting

Protectd, vinaiized i he clovd m
RESTORE PONT  04//13/2015 20:00:49 LOGIN QUICK GUIDES

Cloud Continuity Walkthrough
VNC PORT 49201 DISCARD ety roug!

VNC PASSWORD V5VZRzd8 ONLINE HELP
For all Axcient sarvices

Backup01 & Ready Pmlab2-App iz - CONTACT SUPPORT
Getin touch with Axcient Support
Backup01 FORUMS
Protected, virtualized in the cloud START The Axcient community messoge
board
ESTORE P 04/13/2015 16:00:48
. s KNOWILEDGE BASE
VNC PORT - Technicol articles o help resalve
VNC PASSWORD
CEQ Offline. Pmlab2-App oz
CEO
ﬂ Pt wrulzad o cowd
e HOSTHAME/IP domaincomputer2
TYRE LAPTOP
05 WINDOWS

Virtual Machine States

A device will be listed in one of the following states:

o The Offline state indicates that the VMs have yet to be rendered. To render a device, click the Render button.

o The Ready state indicates that the VMs have been rendered. This means that you have allocated CPU cores and RAM

to the VM. You can optionally click the Start button to start a device and make it accessible.

« The Running state indicates that the VMs are live and accessible. You can optionally click the Stop button to return the

device to a Ready state, log in to access the VM, or click the Discard button to return the device to an Offline state.
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Virtual Private Network (VPN) Settings

To configure or edit VPN settings:

AXCIENT
DASHBOARD  SERVICES  STES  EVENTS  USERS REPORTS My Account | Help | Feedbock | logou
STEP 1 @ HO(SFBoyAwal Vv Sevices ¥ Virwol Offce Tes])  Configure Vinal Ofice

On the Configure: Virtual Office page, click the Edit Configure: Virval Office

button in the VPN section. Network [ on |
ey 192.168.99.1 Conligure e network enviconment for he
s 2552552550 venol ofice These con memc the physcol
we 192.168.99.1 ofice setings.
UTROUND ACTESS O Discbled

s

@ ducbied Stondrd VPN se v lows il devices
10 connect 1o the vinual ofice in on Axcient

o — Dlicled o coner

LY None defired.
e None defired

CLENT 1P RANGE None defined

o Direct

s o

T [ o |

@ Ducbied Setthe appropeicte mapping vokes 1o encble

STEP 2
m -

In the VPN section of the screen, enter a value for one

Nose s enablng por onwording coud
e0d 10 nemwok colsons § i s 0o

or more of the following fields: e o @S
AN 1P e
o Enable the VPN setting to turn on VPN. L S e e—
o Enable the Split Tunneling setting to route the VPN mm“ o
user’s Internet access through their device. o
Alternatively, disable to route all Internet traffic I“““""“‘ o
through the Virtual Office. +Add s

o Inthe VLAN IPfield, enter the IP address that gets
assigned to the virtual network interface inside the
failover network. This address must be an unused
IP address.

o Inthe Client IP Range field, enter the range of
available IP addresses that are assigned to
connecting VPN users. This range must not conflict

with any devices in the Virtual Office.

o Inthe User Authentication section of the screen,
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select the preferred method of VPN authentication.

User Authentication

METHOD
DIRECT
STEP 3a ACTIVE DIRECTORY SERVER | |
Click the Active Directory radio button to integrate with e BRETR o
. . . DOMAIN ADMINISTRATOR UsERNAME [
Active Directory, which enables users to connect
DOMAIN ADMINISTRATOR PasswoRD [
through VPN using their known Active Directory v * e
. . . . START TLS.
credentials. If you select this option, you will be
prompted to configure the following fields:
Coneel Option 1: Active Directory Integration

o Inthe Active Directory serverfield, enter the IP

address of the Active Directory server.

o Inthe Active Directory Domain field, enter the

domain name of the Active Directory server.

o Inthe Domain Administrator Username field, enter
the username of the Active Directory administrative

user.

o Inthe Domain Administrator Password field, enter
the password of the Active Directory administrative

user.

o Inthe Connection Type field, use the radio buttons
to select your preferred connection type, including:
Unencrypted, LDAPS, or Start TLS.

Please note that if you select LDAPS or the Start
TLS method, you must also configure the Active
Directory Certificate Services role on the domain
controller. For more information, please reference

the Configuring Active Directory Certificate Services

Settings section below.
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User Authentication

METHOD ACTIVE DIRECTORY
STEP 3b

Alternatively, in the User Authentication section of the —
[

screen, click the Direct radio button to manually create
login credentials for users to connect through VPN. If Conl

Option 2: Direct

you select this option, you will be required to configure
the following fields:

o Inthe Username field, enter a username needed
for users to connect through VPN.
o Inthe Passwordfield, enter a password needed for

users to connect through VPN.

Click the Save button when you are finished.

Configuring Active Directory Certificate Services Settings

When configuring VPN connection settings, you can optionally integrate with Active Directory for authentication purposes.
This option requires that you select a connection type, including Unencrypted, LDAPS (LDAP over SSL/TLS), or Start TLS.
LDAPS and Start TLS connection types both require that you set up the Active Directory Certificate Services role on the
domain controller.

Please note that LDAPS (LDAP over SSL/TLS) is automatically enabled when you install an Enterprise Root CA on a domain
controller.

To set up the Active Directory Certificate Services role on the domain controller:

Manage Tools View Help
STEP 1 Add Roles and Features |

On the domain controller, start the Service Manager Femoe ks e featunes
and select Add Roles and Features. The Add Roles and
Features Wizard displays.
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STEP 2

In the Wizard, click the series of Next buttons until you
reach the Select server roles screen. On the Select
server roles screen, click the Active Directory Certificate
Services checkbox and then click the Next button to

continue.

STEP 3

Continue through the Wizard until you reach the Select
role services screen. On the Select role services screen,
click the Certification Authority checkbox and then click
the Next button to continue.
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AXcient

Select server roles

Before You Begin

Installation Type

Features
ADCS

Role Services

Confirmation

-

Select one or more roles to install on the selected server,

Roles

et
[ Active Directory Domain Services
[[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Application Server

[ DHCP Server

[ DNS Server

[ Fax Server

[®] File and Storage Services (2 of 12 installed)

[] Hyper-v

[] Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[ Remote Desktop Services

]

-

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
rale services that allow you to issue
and manage certificates used in a
variety of applications.

< previous | [ Weas | |

install | [ Cancel

Select role services

Before You Begin

Installation Type

Role services

Select the role services to install for Active Directory Ceriificate Services

Server Selection

Server Roles

Faztures
ADCS

Confirmatien

ority

[ Certificate Enrollment Palicy Web Service
[ Certificate Enrallment Web Service

[ Certification Authority Web Enrollment
[ Network Device Enrollment Service

[ Online Responder

Description

Certification Autharity (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.

< Previous | [ Net> | |

install | [ Cancel
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AXcient

STEP 4 Setup Type

On the Setup Type screen, click the Enterprise CA radio G Speatyhelsetlip pefitlie €A
Role Services
button and then click the Next button to continue. F EEDIS: AT O O A A SO
certificates.

Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or]

Private Key
Enterprise CA
CA Name certificate policies.

Validity Period O Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
Confitmation DS and can be used without a network connection (offline).
More about Setup Type
<Previous | [ Next> | | Configure | [ Cancel

STEP 5 CA Type

On the CA Type screen, click the Root CA radio button e Speciiymeitypelofihe; G

Role Services

and then click the Next button to continue.

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
- public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
2 own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography @ Root CA
CA Name Root CAs are the first and may be the only CAs configured ina PKI hierarchy.|

Validity Period O Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
EoritmatEn the CA above them in the hierarchy.
More about CA Type
<Previous | [ Mext> | | configue | [ Cancel
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AXcient

STEP 6 Private Key

On the Private Keyscreen, click the Create a new Credentils Specify the type of the private key
Role Services
private key radio button and then click the Next button Sewp Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
) CA Type |@ Create a new private key
to continue. Use this aption if you do not have a private key or want to create a new private key.

CrypIography ) Use existing private key
CAMzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
alidity Period () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation

() Select an existing private key an this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an altemnate source.

More about Private Key

<previous | [ New> | | configue || Cancel

DESTINATION SERVER

STEP 7 Cryptography for CA LABPKIO virtuallyBoring.com
Onthe Cryptography for CAscreen, configure the i Ll Rl Ll
Role Services
fOllOWiI’I Settin S: Setup Type Select a cryptographic provider: Key length:
g g CAType [ Rsa#Microsoft Software Key Storage Provider E |

. . 2 Select the hash algorithm for signing certificates issued by this CA:
« Inthe Select a cryptographic provider drop-down e = e
. CA Name SHA384
menu, select RSA #Microsoft Software Key Storage vy Period shast2 ﬂ
. Certificate Database IiHm IJJ
Provider. Confimation g ‘

[ Allow administrator interaction when the private key s accessed by the CA.

o Inthe Key length drop-down menu, select 2048.

o Inthe Select the hash algorithm scroll-down menu,
Select SHAl More about Cryptagraphy

<previous | [ _Next> | | coniigure | [ Cancel

Click the Next button to continue.
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STEP 8

On the CA Name screen, configure settings for the

certificate authority (CA). Click the Next button to
continue.

Continue through the Wizard until you successfully
configure the Active Directory Certificate Services role,

and then click the Close button when you are finished.

Results

The following roles, role services, or features were configured:

“  Active Directory Certificate Services

Certification Authority

@ Configuration succeeded
More about CA Configuration

For alternative instructions, please reference the LDAP over SSL (LDAPS) Certificate Microsoft TechNet article.
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AXcient

Connecting to VPN

When the VPN has been configured, the Virtual Office will generate a link that allows you to connect to the VPN. This link can
be copied and sent to the desired recipients.

@ encbled Standlrd VPN set up allows indvidual devices
STEP 1 SEUT TUMNEUNG Disabled o connect o the virual offce in an Axcient
isable

e
On the Configure: Virtual Office page, click the Login to R
VPN button in the VPN section. '

AXCIENT
STEP 2 Welcome to the b

Axcient Cloud Continuity Secure Access Service

On the VPN Access page, enter login credentials. These

Username I:' Please sign in to begin your secure session.

are the same credentials created in the User oeesswor |
Authentication field on the VPN screen.
AXCIENT o e e s et
STEP 3 L I
After logging in, click the Start button to connect to the y——

VPN and follow the prompted connection steps.
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Port Forwarding
Port forwarding is not enabled by default but can be configured to work in the Virtual Office.

Enabling port forwarding could lead to network collisions if configured on a test Virtual Office. Do not enable and configure

port forwarding for a test Virtual Office as productivity and data loss might occur.
Additionally, Port Forwarding must be enabled for Site to Site Open VPN to function.

To configure or edit the port forwarding settings:

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout
STEP 1
@ HG(SFBayAmc) ¥ Services ¥ Virkol Offica (Tes)  Configure Virtuol Offce

On the Configure: Virtual Office page, click the Edit .

button in the Port Forwarding section.
oot o]
GATEwAY 192.168.99.1 Conligure the network environment for the
NETSK 255.255.255.0 vinual office. These can mimic the physicol
we 192.168.99.1 ofice semings.
CUTROWND ACESS © Discbled

@ Dacbied Stondord VPN set up llows indhiduol devices
10 connect 1o the vinuol office in on Axcient

SUT TG Disabled P

LT None defined

NP None defired

UBNT P RANGE None defined

ETHOO Direct

S8 o

il

° Disabled Set the appropricte mopping volues 1o encble

port forwarding.

Note hot enabling pon forwarding couid
leod o network colisons # hisis o et

Port Forwarding
ST E P 2 PORT FORWARDING  © Disabled

On the Port Forwarding screen, update the following

Public IP: None Assigned

fieldS: EXT PORT. INTERNAL P INT PORT
. . [ [ [
o Enable the Port Forwarding option. At oher
o Enter the appropriate values to set the port Publc P None Asigned
forwarding rules: [m [mm ;m
« Inthe Ext Portfield, enter the external port e

number to be forwarded.

o Inthe Internal IP field, enter the internal

IP address. The internal IP address must fall
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inside one of the Virtual Office's subnets.

o Inthe Int Port field, enter the internal port
number.

o Click the Add Another button to add additional
entries. Repeat these steps as many times as

necessary.

Click the Save button to save any new configurations.
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DHCP Settings

DHCP is not enabled by default but can be configured to work in the Virtual Office environment. Please note that the DHCP

applies only to virtualized devices and not for remote user IP addresses that are assigned through the VPN settings.

To configure or edit the DHCP settings:

STEP 1

On the Configure: Virtual Office page, click the Edit
button in the DHCP section of the page.

STEP 2

On the DHCP screen, enter a new value for one or more

of the following fields:

Enable the DHCP option.

o Inthe Domainfield, enter the domain name.

o Inthe DNS Servers field, enter the host name or IP
address of the DNS server. Click the Add Another
button to add additional DNS servers.

o Inthe Rangefield, enter a range of IP addresses
that can be used by the DHCP. The range must
reside inside one of the Virtual Office's subnets.

o Optionally, in the MAC to IP field, assign an
IP address to a server by entering the MAC address
and the desired IP address.

o Click the Add Another button to add more entries.

Click the Save button to save any new configurations.
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IPSec Site to Site VPN Settings

The Internet Protocol Security (IPSec) Site to Site VPN feature allows you to establish IPSec VPN tunnels from the Virtual
Office in the Axcient Cloud to any standard compliant IKEv2 IPSec VPN gateway on your local network. Specially, you can use
this feature during a site disaster to:

o Recreate the network in an organization with two or more sites linked together in a corporate network

o Temporarily replace a connection while a machine room is rebuilt after a disaster

Note: IPSec Site-to-Site VPN is not recommended in a test environment.

To set up an IPSec Site-to-Site VPN connection, you must turn on the feature in your Virtual Office and also configure settings

on your gateway.

AXCIENT
DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout
STEP 1

@ HQ(SFBoyAmc) ¥ Sewices ¥ Virwol Office Tesf)  Configure Vinwol Offce

Enable the Port Forwarding feature according to the _
Configure: Virtual Office

instructions listed in the Port Forwarding section.

— L]

GATEAY 192.168.99.1 Configure the network environment for the

NS 2552552550 veal ofice. These can mimi the physcol

WP 192.168.99.1 ofice senings

CUTHOUND ALTESS © Discbled

© Dscbied Siordord VPN setup olows indwidod devces
10 comnact o the vewol ofice 1 on Axcet

ST TN Disobled T

L None defined

e None defined

QBT P RANGE None defined

METRO Direct

s [

.

@ Discbled Set the appropriole mopping volues 10 encble

port forwording

Note hot enabling pon forwarding couid
lead 1o nework colisons # hisis o st
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Site to site IPSec VPN
STEP 2

After Port Forwarding settings have been configured,

navigate to the Site to Site IPSec VPN section and click

the Edit button. You can configure the following options: S

o Click the S2S IPSec option to enable Site to Site

IPSec VPN settings. SITE PUBLIC 1P [34.2]3.182.71
o Inthe Site Public IP field, enter the public IP SITE LOCAL SUBNETS
adderss of the remote machine or hardware with
IPSec software (for example, Cisco ASA). A ar B
o Inthe Site Local Subnets section, enter the remote I 172.20.17.0 I 255555 9550

subnets and associated netmasks for sharing with
the Virtual Office subnets. Please note that these I 172.20.19.0 I 2552552550

subnets do not need to intersect with the Virtual
+ Add Another
Office subnets.

Click the Save button when you are finished.
SAVE Cancel

Gateway Settings

You can connect with any standard compliant IKEv2 IPSec VPN gateway. For examples and instructions, please reference the
Axcient Knowledge Base.
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