


NOTICE

UNLESS EXPRESSLY SET FORTH IN A WRITTEN AGREEMENT SIGNED BY AN AUTHORIZED REPRESENTATIVE OF AXCIENT, INC,,
AXCIENT MAKES NO WARRANTY OR REPRESENTATION OF ANY KIND WITH RESPECT TO THE INFORMATION CONTAINED
HEREIN, INCLUDING WARRANTY OF MERCHANTABILITY AND FITNESS FOR A PURPOSE.

Axcient assumes no responsibility or obligation of any kind for any errors contained herein or in connection with the
furnishing, performance, or use of this document. This document contains information that is the property of Axcient, Inc.
This document may not be copied, reproduced, reduced to any electronic medium or machine readable form, or otherwise
duplicated, and the information herein may not be used, disseminated or otherwise disclosed, except with the prior written

consent of Axcient.
The information contained in this document is subject to change without notice.

Axcient™, Uptiva™, RapidRestore™, SmartArchive™, SmartDR™, SmartCloudDR™, and ServerAlive™ are trademarks of Axcient,

Inc.

All other trademarks and registered trademarks are the property of their respective holders.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 2



Table of Contents

S tUP SUMIMaANY 5
Installation GUIdelines . 6
Device GUIdEliNes . . 8
Replication Job Guidelines . 11
Image Job ConSiderations . . . .ttt 11
File Job ConSiderations . .. . ...ttt e e e 13
Additional Job Considerations . . . . .o 14
Initial Backup Strategy . ... e 19
Laptop Replication Strategy . ... ..ol 21
Appliance Configuration Guidelines ... .. . .. 22
IS V=T BT o o 4 = 22
Monitoring Guidelines . 29
User Dashboards ... 29
LR 0T 32
Event Log and Alerts . e, 35
Troubleshooting ... . 37
Backup Problems L 38
Replication Fails Because of VS S Problem . . ..ttt e 38
Replication Fails Because of Permission Problem . . e 42
Replication Fails Because of Windows Redirection ... ... ... e 44
Replication Fails Because of Mount Problem . e 51
Replication Fails Using Samba - . el 51
Replication Fuels Due to Symbolic Links (Windows 7) ... ettt 51
Replication Hangs After Lost CoNNECtioN . . ... ...ttt ettt e et e 51
Open Files Not Replicated ... ...ttt ettt e e e e 52
Files Missing When Creating Replication (XP) ... ... ...ttt et ettt et e e e e e e e e e e e e e e e e e 53
Cannot Replicate Windows Encrypted Files . . e 53
Cannot Set On Demand Job Retention Period . ... . .. .. .. 53
Not All Active Replication Jobs RUNNING _ .. ettt et e 55
Cloud Replications Are SlOW . ettt e 55
Restore Problems . . 59
Restoring UNIX Files on Windows Device Fails ... ..ttt e e e et et 59
Restore Fails Using Samba on Mac 08 X . . ...ttt ettt ettt e e e e e e e e e e 59
Cannot Restore to Target LoCation ... ..ttt 59

Copyright © 2019 Axcient, Inc. All Rights Reserved. 3



Cannot Restore Files (Tree View Does Not EXPand) . . e 60
Virtual Machine and BMR Problems ... .. L 61
BMR Fails at Final Boot (WIiNdOWs 2003) . . . . oot e e e e e e e e e e e e e e e e e e e e e e e e 61
BMR Fails at Final Boot (Active DIireCtory SErVer) . .. .. ...ttt e et et ettt e e e e e e e e e e 61
Failover VM Pause ShUts DOWN SeIVEr . ... . et e e e e e e e e e e e e e e e e e e e e e e e 61
Exchange not Working in VM e 63
Cannot Access RUNNING VM ettt et ettt 63
Cannot Log INto Test VM L it ettt e ieiieaaaan 63
Restored Device Cannot Join Domain (Password Problem) . ... . e 65
System Problems 66
Cannot Connect to the Web Application ... e 66
System Performance SlOWS . . .. ..t e e e 67
System Time INCOITOCt L ittt et e et e e e e 67
Cannot Register AppPlianCe . . ..o 68
Cloud Progress Bars Do Not Update . ... ...t 71
Appliance Running out of Space ... .. 71
Device Problems . 73
CannOt ACCESS DOVICE . .ottt e e e e e e e e e 73
Cannot Add DeVICE .. ..ot 73

Copyright © 2019 Axcient, Inc. All Rights Reserved. 4



Setup Summary

As part of the setup process, you need to complete the following steps, ensuring that you properly configure and maintain

your Axcient protection solution:

1. Analyze protection needs - You will need to determine how much storage space is required for the locally replicated
data, and what protection services are needed. Consider the following:

o Number and size of devices to protect - Determine the number and size (disk space) of devices to protect. This
number will dictate data storage needs of the Axcient appliance. It is common to underestimate the amount of
data storage space required. While the Axcient protection solution is designed to grow as your needs grow,
making a better estimates up front reduces the need and hassle of upgrading in the future.

o Type of protection - Axcient can provide basic replication and protection for nearly any type of device, but it can
also provide business continuity for most Windows-based devices and an application-aware mailbox replication
option for Exchange servers. The number, scope, and type of replication jobs all affect the capacity and

performance requirements needed from the Axcient appliance.

o Cloud replication requirements - Replicating everything to the Axcient Cloud ensures complete disaster and
Cloud virtual office protection, but it also means transferring significant amounts of data to the Axcient Cloud

on a regular basis. Part of analyzing the protection needs is determining your Cloud requirements.

2. Install the appliance - The first task is to install the Axcient appliance at the designated site. Please refer to the

Installation Guidelines section for an overview of steps to ensure a smooth installation process.

3. Add devices - The target devices address and credentials must be entered so the appliance can log into, and backup,

those devices. Please refer to the Device Guidelines for more information on ensuring device connections work

properly.

4. Addreplication jobs - It is important to define one or more replication jobs for each protected devices. This will
determine when, and what, data is replicated. Please refer to the Replication Job Guidelines section for more

information on factors to consider when creating replication jobs.

5. Configure appliance - The appliance can run using all default settings, but it is likely you will want to customize some

aspects of the appliance. Please refer to the Appliance Configuration Guidelines for more information on configuration

options.

6. Monitor progress - When the Axcient protection solution is configured and running, monitoring operations is an
ongoing need. Please refer to the Monitoring Guidelines for more information on the options available to simplify the

monitoring process.
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Installation Guidelines

Installing an Axcient appliance is typically a simple task if the network is set up properly. For full instructions, please refer to
the Axcient Installation Guide.

Consider the following before installing the appliance:

1. The Axcient appliances comes with predetermined network settings, some of which must be updated for your
environment. Before you arrive at the installation network screen, be sure to have the correct values for the

IP address, subnet mask, gateway, domain, workgroup, DNS server and hostname. If any of the values entered in this
screen are incorrect, the appliance will not work properly.
Figure 1 - Initial Setup: Network Settings

Unified Management Console

initial setup: step 1 - network settings
Thank you for choosing Axcient!

The first step in configuring your new Axcient appliance data replication management system is to reconfigure the network settings for your
environment.

IP address 192.168.100.1

Subnet mask: 2552852550

Default gateway 192.168.100.25¢

Domain change.me

Workgroup WORKGROUP

Primary DNS Server 472371

Hostname axciant

Secondary DNS Server: 4222

Tertiary DNS Server 4223

MAC address 00:9¢:02:99:38:08

Serial #:° BE1012A0211220058
next cancel

2. The Axcient appliance requires access through an internal network to the target devices, and Internet access to an
Axcient data center, in order to provide protection. Check the firewall setting to make sure the Axcient appliance has
such access. When using a web proxy, configure the Axcient appliance for that proxy server.
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http://documents.axcient.com/Manuals/Hardware/Installation/Current/axcient-appliance-installation-guide.pdf

Figure 2 - Web Proxy Configuration Screen

Web Proxy

Settings for a web proxy

o

Web prowxy host:
Web prowxy port:

Basic authentication:
Username:

Password:

Use pre-badp ping: il
Windows Default RPC Timeout {minutes): 15
Windows VShadow Timeout (minutes): 90

cancel save

3. The Axcient appliance uses a number of ports at various times. Be sure to open ports 8,22, 53,80, 123,443 and 4015
to 4030 for the appliance.

4. Inorder to complete registration, the Axcient appliance must be able to access the Axcient Web Application, which
runs in the Axcient data center. If you receives a registration deferred message during installation, see the Cannot

Register Appliance section for possible causes and corrective actions.

Figure 3 - Deferred Registration Message
message hod

-
L1 RIMC Registration Deferred, Continue to Appliance
Dashboard...

5. The Integrated Lights Out (ILO) feature can be configured at any time, but we recommend configuring the ILO as part

of the initial installation, as enabling ILO requires physical access to the appliance. Please see the Axcient Integrated

Lights Out Guide for full instructions on how to configure the ILO. For additional information, please reference the
iDRAC User Guide.

Note: Hard disks on this appliance are encrypted using Cloud Key Management (CKMS). For security reasons, the
decryption key is not stored locally. The appliance will attempt to acquire the key during the boot process. Therefore, the

appliance must be connected to the Internet when it is powered on. In the event that Internet access is not available,
please contact Axcient Support and request a temporary key to unlock the appliance.
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Device Guidelines

The Axcient appliance must have proper access to a device in order to protect it. Note the following guidelines when
preparing, adding, or updating a device.

« Enter device credentials - When adding or updating a device, consider the following:

m  Hostname or IP - When using DHCP, it is best to enter a host name rather than an IP address. This will help you
avoid needing to edit this field when the IP address changes on the device. Additionally, you must enter a fully
qualified host name if the device is not on the same domain as the appliance. Otherwise, just the host name is

sufficient.

Fully Qualified Host Name Example: hostname . subdomain.domain.com

m Device Type - Choosing server or desktop does not affect the backup options. However, choosing laptop
causes a "backup on connect" field to appear when creating a replication job. See the Laptop Replication

Strategy for more information.

= Administrative username - For Exchange servers and some other devices, the entered name must include the

domain in the following form:

domain\name

For example, enter axcient\admin instead of just admin. In addition, the domain name must be in the

Windows domain format (axcient), not the DNS format (axcient .com)

m  Administrative password- Administrative passwords are updated periodically; you must remember to update

the password in this field or the Axcient appliance will no longer be able to access the device.
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Figure 4 - Add Device Screen

add a device

©

Hostname or [P: \

Operating systern: WET‘ECT'
Device type: -_Se_haaType- -
Administrative admin

USEMame:

(Domain name required
for Exchange Senver.
Fomat:
domsir\uzemsme)

Administrative sssssans
password:
Device alias:

Additional user "—SelectaUser— o
assigned:

cancel save

m Enable file sharing - The file sharing service must be enabled on a device before the Axcient appliance can
replicate data. To turn on file sharing, see the appropriate section for the target operating system in the
Cannot Add a Device section.
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D Axcient

m Configure Windows devices - Because Axcient uses special features on the Windows operating system to
support business continuity and other advanced features, it is necessary that each Windows device be properly
configured to work with an Axcient appliance. The best way to do this is to run the Windows and VSS

configuration scripts on each Windows device. These scripts can be downloaded from the UMC tools page.

Figure 5 - Windows Configuration Scripts

TOOLS

Tools that support the Axcient protection solution

Exchange Configuration

Download the Exchange 2003 Script
Download the Exchange 2007 Script
Download the Exchange 2010 Script

V58 Configuration
Download the WSS Script

Windows Configuration

Download the Windows Seript

Auto Prune Detection o*
Restore Points Minimum Number (to engage AutoPrune for a0

schedule)
Backup exceeded time threshold (in hours): 24
Backup will be ically lled if it ds the ime o*
threshold

cancel save

m Verify connectivity - After a device is added, it is a good practice to verify the connection. In the UMC, select the
target device and then select the test access option. Connectivity access, data access, and control access
tests are automatically performed. Device connectivity can be verified at any time.

Figure 6 - Device Test Access

192.168.99.221 - backup jobs

o

file backup Test Access Results for device: Large File Testing

Connectivity Access: OK
mailbox backup Dt A ok
Control Ancess™ 0K

i \ i kl-lp Mote™ Contrnl Access test is executed for Windows OS only.
edit device

remove device

test access

@P00® 0O
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Replication Job Guidelines

The single most important setup task is to define one or more backup jobs on each device that address your protection

needs. The following sections highlight factors to consider when creating or updating a backup job.

Image replication jobs are only compatible with Windows-based devices.

Figure 7 - Image Replication Job Configuration

Image Job Considerations
172.18.8.14 - image backup

o Image-based replication jobs are utilized by all of
e Lo Axcient's business continuity and disaster
Enabled: v (If disabled, the schedule will not be run but data will be retained indefinitely.)
Relatve Offite Prioriy: recovery tools and are the primary method of

(Enter any integer to raise this schedule's offsite priority relative to others. Larger value means higher priority.) A . . .
Disk drives: @c replicating target device data. Consider the

s &PE: following:

/P .

o Schedule type - Dictates when and how often the

Backup schedule type: <
Backup Offite: replication job runs. The default is an hourly type
petes menE that runs twice a day, at 8am and 6pm. Weigh the
Start time: B g  (7:00 PM) . . . L
On these days: ./ Monday business protection requirements when deciding

~ Tuesday

2 Tareizg on the replication job schedule. Running more

/ Satrday ication jobs i

Sunday replication jobs increases storage and

Keep backups for: 30 days (about 4.3 weeks)

performance overhead, while running less does

Enable Graduated Retention  (Restore points become less granular over time.)

Turn on Log Flushing (Pre (e.g., MS Exchange Server, MS SQLServer) t he (o] ppos ite .
Backup):

MSSQL DB Password:

« Image refresh - Configure whether to enable the

Allow Axcient to override v

VSS storage size imit for the refresh mechanism, which is turned off by default.

duration of backup:

This creates a current backup image that is

Backup scan mode:

Reminder* If Quality of Service (bandwidth throttling) is on, make sure the ime.mal service download and upload rate limits are set to 1 Gbit/sec u pdate d regu la rly W |t hout t he over he a d of S avi ng

(default value). A lower setting will cause for an image backup job.

each version (the current version is simply

Summary
B wills kit i A e overwritten at each refresh). Enabling refreshis a
good strategy for keeping an up-to-date version
during business hours.
. Retention method - Defines how long to keep old

versions. Because image jobs replicate everything on a device, retention is usually kept short. The default is one
week. Files jobs are often added for data that should be saved for longer periods. If storage space is not an issue, you
can save image jobs for longer periods of time. Relatedly, you should also consider whether you want to configure a
fixed retention period of use gradual retention. Please refer to the Additional Job Considerations section for more

information.

» Pre-backup log flushing - This feature is turned on by default and should be enabled for SQL databases. For all other

devices, having this feature enabled will not impact replication jobs in any way.
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« Allow Axcient to override VSS storage size limit for the duration of backup - This feature is turned on by default. When
this feature is enabled, Axcient will reset the VSS storage size for the duration of the backup to unlimitedto avoid
space constraints when creating the snapshot.
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File Job Considerations

File jobs have the same schedule, retention and pre-backup log flushing considerations as image jobs. In most cases, an
image job is the preferred method of replication as it will allow you to utilize all the business continuity and disaster recovery

features available.

You can only protect Linux based operating systems using a file replication job. File replication jobs can be used for both

Windows based and Linux based operating systems.

Additional considerations available for file jobs include:

« Open file manager - Allimage jobs use VSS, but file jobs for Windows devices use it only if the Open File Manager box is

checked. Always select this box if it is presented as an option.

« Preserve ACLs - Preserving ACLs is normally a good practice and should be selected. It does take significantly more

space to save, but preserving ACLs is usually worth the storage.

« Preserve System State - In contrast to preserving ACLs, saving system state is questionable because it requires
substantially more time and space to save. In most cases, the value is not worth the storage and performance cost.

Figure 8 - File Job Additional Considerations

192.168.99.220 - backup schedule
o

Create a =chedule for your backup job. Select a backup =chedule type and complete the corresponding details. An explanation
of your schedule configuration is given in the summary below.

Schedule name: |

Enabled: |i'| (if dizabled, the schedule will not be un but dats will be refsined indefinitaly )
Badkup schedule type: — Sekcta Type—
Use Open File Manager: E‘ (e.g., MS Exchange Server M5 SGLServer)
Preserve any Acoess Control [] fincreases time and size of backup stightly)
Lists {ACLs)
Save System State m (Allowe for the saving of system sfaie)
Turn on Log Flushing (Pre @ (e.g., MS Exchange Server MS SGQLSener. Select Open File Manager to enable thiz.)
Badwup):
previous save

Note

Because files can be restored from an image replication job, file replication jobs are not needed for devices protected by

an image job. However, the retention period for image jobs are typically shortened, so add a file job for data that needs to

be saved for long periods of time.
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Additional Job Considerations

You should also consider the following job configurations:

« Fixed retention vs. graduated retention - An important consideration for image and file jobs is whether to retain
backup versions for a set period of time or use graduated retention to retain backup versions for longer periods of
time. Fixed retention is sufficient for short to medium durations, but consider graduated retention in order to keep

data for longer durations.

A backup version is retained for a period of time; it is then discarded or promoted to the next higher type (for
example, from hourly to daily, based on a sliding schedule). Older versions are retained indefinitely, but the time
interval between versions grow as they are promoted to higher types. Note that the job size will continue to grow
until each applicable type is filled. You can use fixed retention for some jobs and graduated retention for other jobs,

depending on your needs.

Figure 9 - Graduated Retention Timeline

e e e fefefefede]efeafefe]ufefefe]e]n]- BEEIL
I
o ]o1o1-100000 0. B

[
[ww]w]w]w]w UGN
[

< »

Bl N |

« Data exclusion - You might want to exclude some data from an image or file job if the data is not needed. This can
substantially reduce the size and time of the replication job.

m  Exclude disk - You might exclude a disk that is dedicated to temporary or log files that do not need to be
replicated. You might also decide to exclude external USB drives; when an external drive is unplugged and then
plugged in again, the Axcient appliance will not find it if it is assigned a new letter. In addition, the Bare Metal
Restore (BMR) feature reserves X and Z drive labels, so the BMR will not work with X or Z drives. X and Z drives

should be renamed or excluded if BMR protection is needed.
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Figure 10 - Drive Exclusion/Inclusion Section of Image Job Config

192.168.99.201 - create image backup
©

Image level backup maintains an up-to-date replica of yvour system for falover andfor restore

Schedule name:

Enabled: (i dizabled, the schedule will not be run but dats will be retained indefinitely.)
Disk drives: e r rive list
i ives: o refresh drive list
[VegPE:

m  Exclude files - Exclude certain folders or directories with a drive as needed. This will decrease the total size and
time of the replication job.

Figure 11 - Exclude Files

192.168.77.233 - backup from folders

select files to backup [ - Ignore
[@ - Onsite only
[W - Onsite and Offsite
Bold italics indicate that the directory has mixed backup content
aldae
- |: ;_J Boot
[ ] Bootmgr
[ [ Bootmgr.bak
[ [} sooTnxT
8 [C O cygwin
4 |[® () Documents and Settings
# [@ () inetpub

E o
38 [T [ PerfLogs
4 [ () Program Files
3 [ () Program Files (x86)
3 [ () ProgramData
+ |: ) Users
8 [0 ) Windows
W ) E:

« Analyze job profile - When a replication job has been running for some time and the size seems too large (or too small),

you can analyze the job in question in more detail. You can run a profile report that displays detailed information
about each version of the job that allows you to analyze whether any files should be excluded to reclaim space.
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Figure 12 - Drive Exclusion/Inclusion Section of Image Job Config

Backup Job Profiles
o

Frofile Data for Backup Job 2k3 64 Image

Restore point Size

Three largest increments retained

09/15/11 62:01:00 [4.02 GE

12% WINDOWS/MENORY , DHP
% Documents and Settings/Adninistrator/filel
2% Documents end Settings/Adninistrator/fileld

09/14/11 02:00:43 :2.25 ME

0% WINDOWS/FCHealth/HWelpCtr/DataColl/CollectedData 1594,
G WINDOWS/FCHealth/Helpttr/DatacollsCollec tedbata_1S96.

09/09/11 02:06:37 :3.79 GB

L e e

5% Axcient/zkdd/SVA/187/112/C Listing.2
12% foobar/S86NTLlel
12% foobar/500Kfile2

09/08/11 20:18:55 1.15 MB

4% Program Files (xB6)/Microsoft SOL Server/MSSOL.1/MSSE
12% WINDOWS/repair/Barkup/ServiceState/Eventloge/SecEvent
12% WINDOWS/repairsBackup/BootableSystenState /Registrysso
12% WINDOWS/repair/software

Tatal i7.81 GB
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« Reduce retention - If it becomes necessary to reclaim space on the appliance, there are several ways to reduce
replication job size. As described above, you can proactively exclude data from the job, or run a job profile to identify
suspect files that can be excluded. In addition to these two methods, you can also reduce the retention period. You
can reduce retention in various ways:

m  Manually reduce retention - Manually reduce the retention period for one or more jobs. For example, you can
change the Keep backups for value from 30 to 15 days to remove half the retained version forward.

Figure 13 - Drive Exclusion/Inclusion Section of Image Job Config

IKE-EF- badkups for: 168  hours (about 7.0 -I:I-E‘_III'S-:II

Turn on Compaction (Allowz for recsfore points io be compacted over fime. )
Turn on Log Flushing {Pre J (e.g., M5 Exchange Samnver MS S0LServer)

Baokup):

m Auto prune retention - Enable pruning, which checks for free space and automatically deletes the oldest

backups if space is inadequate.

Figure 14 - Drive Exclusion/Inclusion Section of Image Job Config

Auto Prune Detection [y I

Restore Points Minimum a0 -
Number (to engage
AutoPrune for schedule)

Backup exceeded time 24 -
threshold (in hours):

Badkup will be automatically []*
cancelled if it exceeds the
time threshold

cancel save
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m  Set retention management - The UMC dashboard includes a retention management link that allows you to

quickly change the retention setting for the largest job.

Figure 15 - Drive Exclusion/Inclusion Section of Image Job Config

user dashboard

Retention Management

Drive Space Available: 116.0 GB

Predicted Usage: 1182 GB

| Reser Jl Apphy All |

Schedule: IMServ99127...

Avg Backup Sizer 0.1511 MB

Number of Retained Backups: 168

Schedule: IMServ99125...

D
Apply Retention
.- 7

Avg Backup Size: 0.4371 MB

Numbar of Retainad Backups: 168

Schedule: IMServ77229...

b

Apply Retention
)

Avg Backup Size: 4.078 GB

Numbar of Retainad Backups: 168

Schedule: IMServ99206...

T

Apply Ratention

Awg Backup Sizar 0.7895 MB

Number of Retzined Backups: 168

Schedule: FFServ99206

)

Apply Retention
a5t et

Avg Backup Size: 0.0 MB

Number of Retained Backups: 168

Schedule: FFServ99201

b

Apply Retention
P e el |

Avg Backup Size: 0.0 MB

Numbsr of Retsined Backups: 188

Schedule: IMServ99201...

75

Apply Retention

Avg Backup Size: 0.0 ME

Number of Retained Backups: 168
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Initial Backup Strategy

The time it takes to run a replication job is directly related to the available network bandwidth. If unchecked, the Axcient
appliance will use all available bandwidth when running a job. You can adjust the amount of bandwidth the Axcient appliance
can use through three parameters: two that control the upload and download rates on the internal network and one that
controls the upload rate to the Internet.

The initial run for each backup job can be lengthy, as all data must be copied. When adding a device, it is common to create
animage job and/or a large file job. The initial device backup could take days depending on the amount of data to replicate
and the speed of the network.

Consider the following in the initial backup planning:

1. Onsite Backups (internal network) - Bandwidth throttling is enabled continuously and set at 1 Gbt/second for both the
internal upload and download rates by default.

a. When creating an image job, do not set the internal throttling rates below 1 Gbit/second. Image jobs require a
minimum of 1 Gbit/second for the internal download and upload rates.

b. If there is noimage job and there is concern that the 1 Gbit/second rate might adversely affect normal internal
network traffic, restrict the rate during peak business hours. If normal Monday - Friday business hours do not
apply, consider restricting the bandwidth to something less than 1Gbit/second during the week, such as 100
Mbit/second.

¢. Turn off bandwidth throttling during the first weekend (or non-business days) and set the replication job to
start that Friday evening so the initial replication can run without throttling from Friday night through Monday
morning. Additionally, determine the slow hours for your business (typically late evening through early
morning) and consider turning off throttling during those hours to provide time for jobs that do not impact
normal business hours.

2. Offsite Backups (Internet) - Offsite backups (or Cloud replication) is limited by the Internet connection. Bandwidth
throttling is on continuously and set at 1 Mbps for external upload (Internet) by default.

a. Internet connections are typically much slower than the corporate network. If you have a slow Internet
connection, consider resetting the external upload rate to an appropriate figure during business hours.

b. All Cloud replication jobs can be run in two different methods:

1. The default method of all Cloud replication jobs placed in a queue and run sequentially at a set time
each day. Set the start time to minimize the impact on other business traffic through the Internet. This

typically means setting the start time to a time after the close of regular business.

2. Unbundled Offsites is an opt-in feature that begins a Cloud replication job as soon as a the

corresponding local replication job completes.

c. Determine the slow hours for the business and consider turning off external throttling during those hours.

Typically, the start of this period would coincide with the Cloud job start time described above.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 19



d. Determine the amount of data to be replicated in the Cloud. If the amount of data to transfer will take more
than 14 days to transfer through the Internet connection, call Axcient Technical Support and request a direct
attached storage (DAS) transfer. A DAS device is connected directly to the Axcient appliance, the data is copied
to the DAS device, and the DAS device is shipped to the Axcient data center.

Cloud upload time can be calculated as follows:

1. Determine the actual upload speed of the Internet connection in Mbps. There are a variety of tools available for free

on the Internet.

2. Determine the amount of data in GBs to be replicated to the Cloud. For an initial replication, where all jobs are to be

replicated in the Cloud, this is the total amount of data on the appliance.

3. Calculate the upload time as follows:
Time = ((Data * 1024 * 8)/Speed) /86400

Time is in days, Data is in GBs, and Speed is the upload speed in Mbps.
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Laptop Replication Strategy

Axcient requires that a device be connected to the network in order to replicate its data. However, laptop computers are
often not connected to the network. To replicate a laptop that is seldom connected to the network, consider using one of the

flowing backup strategies:

« Set "Backup On Connect" Feature - When creating a backup job for a laptop device, select the Backup on connect box,
which causes the Axcient appliance to monitor offline laptops and immediately begin a backup as soon as a laptop

connects.

On a Windows laptop, a pop-up window appears when the job begins to notify you that a job is in progress, and
cautioning you not to disconnect until the job is complete.
= Toimplement a pop-up window message for Linux or Mac OS X laptops, use the xedit application to display the

message. Add the following message command line to the smb . conf file:
message command = csh -c 'xedit %s;rm %s' &

The %s argument resolves to the file name containing the message.

« Create a UMC account for each laptop user - Add laptop users as UMC users with permission to replicate their
respective laptops. You can then create an on-demand replication job that they can execute whenever they log in to
the UMC. This gives them control to replicate their data whenever is it convenient for them. This is recommend only if
other automatic options are not feasible, because it requires that you train users on how to create a replication job
and leave the responsibilities to these users. When using this strategy, write a procedure that describes precisely

what actions to take. To implement this strategy, do the following:

a. Add a laptop owner as a new user with the following permissions: Create a Backup, Restore from a Backup,

UMC User. You can also grant additional permissions as needed.

b. Add a laptop as a device and set the Additional user assignedfield to the new user.
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Appliance Configuration Guidelines

The Axcient appliance can be configured in a number of ways. This section describes some of those options.

System Settings

The Axcient appliance comes with default settings that should work in most situations, but some features must be enabled
and others should be configured for optimal performance. The following (and most) appliance settings can be configured
through the UMC systems tab.

Quality of Service

The Quality of Service (QoS) settings determine when and how much bandwidth throttle to enforce. If QoS is turned off
completely - that is a value of zero in the field - the Axcient appliance will use all available bandwidth as needs. This is usually

a good strategy during non-business hours, which is why the default values disable throttling during non-business hours.

If throttling during business hours i needed to reduce contention, remember that image backup jobs are processing intensive
so do not reduce the internal upload or download rate below the 1000 Mbps default value for image jobs. Without image jobs,
reducing these values might not adversely affect performance, but monitor replication job speed after adjusting the value to
assess impact.

The external upload rate sets Internet bandwidth throttling. Contention for Internet bandwidth during business hours is
common, so reducing the Axcient appliance rate might be appropriate. However, this will limit the speed of Cloud jobs during
those hours, so monitor whether Cloud replication speed is acceptable after reducing this value. By default, external
bandwidth is set to 1 Mbps.
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Figure 16 - Quality of Service Configuration Screen

Quality of Service

Settings for network-bandwidth control.

Maximum bandwidth allowed: 1000Mb/s

Enter 0 to disable bandwidth control.

External service upload rate 1.9 mr
limit business hours (Mbps):

External service upload rate 0.0 d
limit non-business hours

(Mbps):

Internal service download 0.0 *
rate limit business hours

(Mbps):

Internal service download 0.0 7
rate limit non-business hours

(Mbps):

Internal service upload rate .0 '
limit business hours (Mbps):

Internal service upload rate 0.0 *
limit non-business hours
(Mbps):

cancel save

Business Hours

Select the start/stop time of your business hours.
Note: If you leave the selection blank, your non business hour bandwidth setting listed above will be used.

Sun Start: B: Stop: B:
Mon Stat: o [J: oo stop: 17 [ 00
Tue Stat: 9 EJ: o0 Stop: 17 00
Wed Start: o [J: oo stop: 17 B oo
Thu Stat: o EJ: oo stop: 17 B 00
Fri Sta: o [J: oo stop: 17 @ 00
Sat Start: B: Stop:
save
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Cloud Replication

When creating a replication job, specify what data should be saved in the Cloud as well as locally. You can specify one of two
ways by which data is replicated to the Axcient Cloud:

1. The default method of all Cloud replication jobs placed in a queue and run sequentially at a set time each day. Set the
start time to minimize the impact on other business traffic through the Internet. This typically means setting the

start to a time after the close of regular business.

Figure 17 - Default Cloud Replication Method

) ‘Welcome, admin | Options | Logout | Mar 4, 2011
AXCIENT

L] = i C3 =
Unified Man tC ‘ dashboard Ty devices L I= reports ! events "h users Oo system #= |docs

[SETCIM off-site schedule

12

network settings

Settings for off-site Backup
quality of service
Off-site backups enabled: O

Off-site backup will start at: ;

date and time cancel save

OO0

2. Unbundled Offsites is an opt-in feature which begins a Cloud replication job as soon as a the corresponding local

replication job completes.

Figure 18 - Unbundled Offsites Replication Method

. dashboard ‘% devices »7E‘ reports ! events ’iﬁ users O?s system
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Graduated Retention

When using graduated retention for some or all jobs, review the settings. The settings determine the time intervals before
replication versions are either discarded or promoted to the enet type. The default values are as depicted in the figure

below. If any of these default values are not desirable, change the value as desired.

Figure 19 - Graduated Retention Configuration Screen

Graduated Retention Defaults

Defauft Settings for the rules used for graduated retention.

Default Hourly 48
Default Daily 14
Default Weekly 5
Default Monthly 12
cancel save
Ports

As noted in the Installation Guidelines section, the Axcient appliance uses several ports which must be open. The installation
guidelines list common ports that are used but is not a complete list. See the Appliance Specifications section for a complete

description of port use.

Third Party Support

Axcient provides feature to support some third party tools:

o SNMP - Axcient supports SNMP and provides a custom Axcient MIB. To use SNMP, enter the appropriate information
by navigating to system > SNMP. SNMP is turned off by default.
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Figure 20 - SNMP Configuration Screen

SNMP Settings

Settings for the SNMP management agent. Download the Axcient MIB

Read community: public 2]
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cancel save
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o PSATool - Axcient supports the ConnectWise and Autotask PSA tool integration. This will allow you to integrate the
tool with the Axcient alert mechanism to generate tickets directly in the PSA tool. Axcient provides a custom

configuration screen for each supported PSA tool.
Figure 21 - SNMP Configuration Screen

PSA Tool

ONFIGURE USING ComectWise
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Remote Hardware Maintenance

An Integrated Lights Out (ILO) feature is built in to the Axcient hardware appliance which allows you to remotely reboot,
power off or power on an Axcient appliance. This capability can be valuable when managing an Axcient appliance from a

remote site, but is it not feasible to physically check the appliance if there is a hardware problem.

Please refer to the ILO Configuration Guide for information on how to configure the ILO. For additional information, please

reference the iDRAC User Guide.

Figure 22 - 1LO Configuration Example
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Diagnostics
| msentAgent Graceful Power Off
| +| Remote Console
(3] Virtual Media Force Power Off:
E Power Management
Server Power Force System Reset
Power Weter
Power Seftings Force Power Cycle: Cold Boot

[+ Administration
System Power Restore Settings

Automaticaly Power On Server [

9 Minmum Delay
Random up to 120 saconds
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Monitoring Guidelines

Axcient provides a number of ways to monitor the protection solution.

User Dashboards

Both the UMC and the Axcient Web Application include dashboards that appear as the first screen when you first log in.

UMC Dashboard

The UMC dashboard includes multiple sections that allow you to monitor the protection solution. Be aware that all

information displayed in the UMC is only for a specific appliance and the devices it protects.

« Devices Section - Located in upper-right hand corner, this section allows you to quickly see and access devices
protected by the appliance.

o Backup Jobs Tab - Located in the center of the dashboard, this tab contains two sections:

m Running Jobs Section - Shows what jobs are currently running and provides progress information for each job.
m /dle Jobs Section - Shows the remaining jobs and allows you to quickly start or edit any of the jobs listed.

« Virtual Machines & BMR Tab - Displays information about running virtual machines (VM) or Bare Metal Restores (BMR).
The Controlbutton allows you to quickly start, stop, or otherwise manage VMs and BMRs for each image replication
job.

« Offsite Progress Section - Displays the status information about running Cloud replication jobs. In this example, no
information is displayed, which means a Cloud replication job is not currently running.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 29



Figure 23 - UMC Dashboard

user dashboard

(2]
Backup Jobs Virtual Madhines & BMR Runming Restores Events Devices -
e 5 e 2K11sbs
Computer Job Name Job Type File Count CurmentFile  FieProgress  Elapsed Backup Size  Cancel m
exch99201 TestAL199201 Exchange Processing. e 00:5855 (in progress) cancel g exchBe200
server89221  FFServ3322 . Fie 3073 cSProgram . e 000055 (i progress) | cancel
g exch9g201
‘Add New Device
Resource Monitor o
| Idie Jobs =
9 start = edt # remove Version Information -
] Computer Job Name: Job Type Next Backup Last Backup Backup Size Senvice ID- afba *
1= B Sernal # RH1011Q046297
D serverd3127 MServa3127Ver001 Image Fri, May 25, 6:00 pm Wed, Mar7,6:06pm 45GCGB Software: Ax0OS 3.3.0
[T serversgi2s MServa9125Verd01  Image Fri May 25 5:12pm  Fri Mar23,914am 106GB 18461:18461 =
[ server7722s WServ77225Ver00!  Image Fri May 25, 510pm  Wed,Mar21, 613pm 131GB VT enabled: yes
B & = = 5 e IP address: 192.168.77.221
server29206 Senva206Ver001 X £
e Ee e R e S DNS server- 1921684422 L
[ serversa208 FFServis206 File Fri May 25,5:17pm  Mon, Apr2 7:-18pm 77.7TMB o Gateway: 192 168.77.1
MAC address:  00:30:1b:47:83:52 ~
 Disk Utilization -

onsite storage by device

W server7722915.1GB

M server39125 10 6GE

@ server99221 6.9GB

H server89127 4 5GB

O serverg9206 3.6GE

W exch33201 1 6GB

B SERVER77115 1000.0ME
3 exch@3200 513.3MB

@ servert6152 0.0B

O mac?7170 0.08

onsite storage used

; {58 1226.4 GB (39.1%) |

offsite storage

Last Status:

Last Attempt: 05/23/2012 - 5:40:25 PM
Storage Used: 12GB

offsite backup progress
Current Taski{s):

Tasks Finished:

Files Scanned:

Files Changed:

Total Time:

cancel start

Retention
Management
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Web Application Dashboard

The Web Application Dashboard provides summary health status information for all Clients, Services, and their protected
device on a single interface. The Web Application dashboard includes information about appliance and device connectivity,
and health status alerts based on the Health Status Policy configuration, which must be set in the Web Application.

The Web Application uses a Manage by Exception philosophy, escalating and notifying you whenever the health status of

services or devices change. These notifications include:

« Activities of Interest - Displays important events occurring across all Clients and Services. All individual activities
include direct links to the corresponding activity. These include any VMs, BMRs and exposed UNC mount points.

« Required Attention (Troubled) - Highest positioned health status alert. Also referred to as Troubled, these are devices
that have fallen out of protection threshold as configured in the Protection Policy. Devices that have failed the Cloud
replication will be reported here as well. The expanded list includes individual entries with direct links to help resolve

the issue.

. - Signifies an appliance or device that has lost connectivity for an extended period of time as configured in the
Protection Policy. This section also lists local or Cloud replication jobs that completed with warnings. The expanded

list includes individual entries with direct links to help resolve the issue.

« Protected as Expected - Devices that are healthy and do not need attention at this time. Expand the section and click

the Browse button to view all protected Clients.

Additionally, you can quickly navigate to the specific Clients or Services by clicking the corresponding Clients or Services link
in the top-navigation menu, or by clicking the appropriate links in the Partner at a Glance section.
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Figure 24 - Web Application Dashboard

DASHBOARD SERVICES CLIENTS EVENTS USERS REPORTS My Account | Help | Feedback | Logout
Welcome! Here's what's happening: O BROWSE 4 CLIENTS

PARTNER AT A GLANCE

2 clients under warning

|

4 CLIENTS

Florida HIDE 1 ALERT VIEW CLENT Last cdded 2 years ago
’ Nanecy App2 Offsite has never run. 5 SERVICES
Mo new services
Houston HIDE 1 ALERT VIEW CLENT
’ Acme's Appliance Appliance lost network connectivity. AXCIENT TOOLS

ONLINE HELP

For all Axcient services.

" . d d CONTACT SUPPORT
1 client is pro?ecte as expede Get in touch with Axcient Support
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Issues

No Activities of Interest Across All Clients

® Nothing Recent Whenever anything of interest is going on, you'll see it here first.
At the moment, though, it looks like there's nothing much going on.

Reports

Both the UMC and Web Application include a set of predefined reports that can be run.

UMC Reports

The UMC provides the following reports:

« Backup History - Displays a graph of total and incremental storage use.

« Job Profile - Displays job profile data and is accessed from a link in the Backup History report.
o Scheduled Backups - Displays summaries of the defined jobs.

« Backup Times - Displays a history of job runs.

« Current Disk Usage - Displays a pie graph of storage space used per job.

Copyright © 2019 Axcient, Inc. All Rights Reserved.

AXcient

32



Figure 25 - UMC Reports
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Web Application Reports

The Web Application allows you to generate the following reports based on customizable fields:

« Appliance Summary - Summarizes general usage across Axcient Clients and Services.
« Primary Job - Summarizing local jobs run across Axcient Clients or Services.
« Offsite Job - Summarizes all Cloud replication jobs run across Axcient Clients or Services.

o Cloud Statistics - Summarizes VM failovers in the Cloud. This is an easy way to keep track of usage of the Cloud VM
business continuity feature.

« Appliance Details - Detailed PDF report about a specific Axcient appliance.
« Auditor - Report summarizing activities. This report is configurable based on action taken, time, entity, and user.

« Definitions - List of predefined report configurations or parameters.

All reports can be downloaded as CSV files.

Figure 26 - Web App Reports
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Event Log and Alerts

The UMC event log provides information about each action on the Axcient appliance. To access the Event log, click the Events

tab in the top navigational menu. Here you can view across all devices protected by the Appliance.
Figure 27 - UMC Events Page

events
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Type. Date Action user Details
USER_LOGIN 01/2572016 - 2:25:26 PM User: admin logged in admin View
USER_LOGIN 0172572016 - 2:25:26 PM User: admin logged in admin View
USER_LOGIN 0172512016 - 2:25:26 PM User: admin logged in admin View
USER LOGIN 0172572016 - 2:25:26 PM User: admin logged in admin View
SYSTEM_SHUTDOWN 0172572016 - 11:31:33 AM The system s shutting Gown. All unning jobs and other processes will be stopped. system View
SERVER_ALIVE_BAGKUP_SUGCEEDED 01/24/2016 - 9:13:14 PM Backup Daily for hr Policy on hr completed Successfully { Included drives - C: ) RMGC_USER-yoavi View
BAGKUP_DATA_GHANGE 0172472016 - 9:13:14 PM Backup size for hr Policy on maching HR has changed by 37.8 KB. uss View
SERVER_ALIVE_BAGKUP_STARTED 01/24/2016 - 9:00:59 PM Backup Standard Startad for hr Policy on hr RMG_USER-yoav1 Vigw
SERVER_ALIVE_BACKUP_SUCCEEDED 0172372016 - 9:14:53 PM Backup Daly for hr Policy on hr compleied Successfuly { Included drives - C: ) RMC_USER-yoav1 View
BACKUP_DATA_CHANGE 01/23/2016 - 9:14:53 PM Backup size for hr Policy on machine HR has changed by 3.3 KB uss View
SERVER_ALIVE_BACKUP_STARTED 01/2372016 - 9:00:07 PM Backup Standard Started for hr Policy on hr RMGC_USER-yoavi View
SERVER_ALIVE_BAGKUP_SUGCEEDED 0172212016 - 9:15:48 PM Backup Daily for hr Policy on hr completed Successfully { Included drives - C: ) RMG_USER-yoav1 View
BACKUP_DATA_CHANGE 0172212016 - 9:15:46 PM Backup size for hr Policy on machine HR has changed by 35.3 KB. uss View
SERVER_ALIVE_BACKUP_STARTED 01/22/2016 - 9:00:16 PM Backup Standard Started for hr Poliey on hr RMC_USER-yoav1 View
SERVER_ALIVE_BACKUP_SUCCEEDED 01121/2016 - 9:12.22 PM Backup Daly for hr Policy on hr completed Successfully { Incluced drives - C: ) RMC_USER-yoav1 View
BACKUP_DATA_GHANGE 01/21/2016 - 9:42:22 PM Backup size for hr Policy on machine HR has changed by 101.8 KB uss View
SERVER_ALIVE_BAGKUP_STARTED 0172172016 - 9:00:25 PM Backup Standard Started for hr Policy on hr RMG_USER-yoavi View
SERVER ALIVE_BACKUP_SUCCEEDED 0172012016 - 9:08:34 PM Backup Dally for hr Plicy on hr completed Successfully { Included drives - C: ) RMC_USER-yoav1 View
BACKUP_DATA_CHANGE 0172012016 - 9:08:34 PM Backup size for hr Policy on maching HR has changed by 35.3 KB. uss View
SERVER_ALIVE_BACKUP_STARTED 01/2072016 - 8:00:33 PM Backup Standard Started for hr Policy on hr RMC_USER-yoavi View

Excoroptions:  CSV |  Excel | XML

Additionally, you can configure automatic alerting to a specific user configured in the UMC, or to an integrated PSA tool. To
configure automatic alerting, click the configure alerting option in the left-hand menu.

At a minimum, we recommend that you configure alerts when FA/LED messages are logged. These alerts can be sent to a
user or published to a PSA tool. Additionally, you may also want to consider setting automatic alerting for warning messages,
especially those for key actions, such as events related to local and Cloud replication.

Review the log entries periodically to determine which messages are most important.
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Figure 28 - UMC Alerting Configuration Example
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Troubleshooting

In addition to this chapter, Axcient provides several resources to assist you when encountering a problem:

« Event Log - Contains details about problems and other events that occur in the Axcient appliance. The event will
contain specific information about what exactly happened, which will help you and/or the Axcient Customer Support
representative isolate and resolve the issue.

o Error Messages Manual - Search for specific error messages that appear in the Event Log, their causes, and solutions.

This document is regularly updated.

« Knowledge Base Library - Axcient has a knowledge base library resolving common issues Axcient customers

encounter. To access the Knowledge Base, log in to the Axcient User Portal using the credentials provided by Axcient.

If credentials were not distributed, please contact Axcient Support.

« Axcient Technical Support - Contact Axcient Technical Support if you are unable to resolve any issues with Axcient

protection solution.
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Backup Problems

AXcient

Replication Fails Because of VSS Problem

On Windows-based devices, the Axcient appliances uses Microsoft Volume Shadow Service (VSS) for image replication jobs

(always) and file replication jobs (when Open File Manager is set).

Problem Solution

Another protection solution is preventing
the Axcient appliance from properly using
V/SS.

If another protection solution is installed on the protected
device, adjust the backup schedule appropriately so that
the Axcient replication job schedule and the other third
party replication schedule do not overlap.

Windows shadow copies, configured on
the protected device, are interfering with

Axicent backups.

Disable Windows shadow copies entirely or adjust the
schedule appropriately so that the Axicent backup job and

windows shadow copies do not overlap.

The VSS writer for a target application is

not registered.

If an error message refers to a disabled VSS writer, register

the writer as described in the following procedure.

VSS is not enabled for this device.

Axcient provides a VSS configuration script that is run on
the target device. This script enables VSS, registers
application writers and identifies potential issues.

Backup might fail if insufficient shadow

copy space is allocated.

Allocated adequate space as described in the procedure at

the end of this section.

Before executing a job, the Axcient appliance checks whether the VSS writer is enabled for certain applications on the

protected device. If one of those application is present and the VSS writer is not register correctly, the image job aborts and

a failure message appears in the event log. The following applications are checked:

o Microsoft Exchange
o Microsoft SQL
o Microsoft Share Point

o Microsoft Active Domain (NTDS)

In most supported system configurations, the VSS writers are enabled by default. In Windows BS 2003, they are disabled by

default. If the device is running Windows BS 2003 or a VSS writer failed to register, use the following procedures to manually

register the VSS writers for the applications in question.
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Exchange Server VSS Writer

1. Runregedit.

2. Locate the following key:

HKEY LOCAL MAHCINE\SYSTEM\CurrentControlSet\Services\MSExchangeIS\ParametersSystem

3. Double-click the Disable Exchange Writer value.
4. Change the value to 0 (from 1).
5. Quit regedit.
6. Do one of the following:
« Stop and then restart the Exchange Information Store service.

e Reboot the Windows server.
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SQL Server VSS Writer

1. Runservices.mse. This opens the service Microsoft Management Console (MMC).

N

Locate the SQL Server VSS Writer service.
3. Right-click and select the Properties menu item.
4. Set the Startup type to Automatic (if it is not already set to automatic).

5. Start the service (if it is not already started).

SharePoint VSS Writer

1. Runservices.mse. This opens the service Microsoft Management Console (MMC).

2. Locate the Windows SharePoint Services VSS Writer (for SharePoint 2003 or 2007) or SharePoint 2010 VSS Writer

service.
3. Right-click and select the Properties menu item.
4. Set the Startup type to Automatic (if it is not already set to automatic).
5. Start the service (if it is not already started).
6. Register SharePoint from a command window by:

a. Change to the directly $COMMONPROGRAMFILES&\Microsoft shared\web server

extensions\<#>\bin

Where <#>is 12, 14 or other higher number.

b. Enter the following command:

STSADM -0 registervsswriter

Active Domain (NTDS) VSS Writer

The VSS writer is a built-in function in Windows 2003 and later versions. When configuring backups in the UMC, you have the
option to exclude VSS writers from being backed up. This feature is useful when VSS writers are interfering with the backup

process.
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Allocate Shadow Copy Space Procedure

To allocate additional shadow copy space, do the following:
1. Open a Windows Explorer window, select the target drive, and right-click to select the Properties option from the
menu.

2. Select the Shadow Copies (Windows 2003) or Configure Shadow Copies (Windows 2008 Server), select the target
value, and click the Settings button.

Figure 29 -

Figure 30 - Shadow Copies Tab

Local Disk (C:) Properties - 21l
General | Taols | Hardware | Sharing
Security Shadaw Copies I Ouota

Shadow copies allow users to view the contents of shared folders
as the contents existed at previous points in time. For information on
required client software, click here.

Select a volume

Vilume | NewtPun Time | Shares | Used
=LY Digabled 0
Enable Digable | Seltings... |

r~ Shadow copies of selected volume

Create Naw
Delete Mow

Hevert
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3. Inthe Maximum Size field, do one of the following and then click OK to close the window:
a. Click No Limit (recommend).
b. Click Use Limit and enter the size. As a best practice, we recommend setting this at 25% of the size of the disk.

4. Inthe Properties window, click OK to save and close.
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Figure 31 - Shadow Copies Tab
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Replication Fails Because of Permission Problem

A permission problem can cause a job to fail.

Figure 32 - Permission Error Example

Type Date Action User Details

BACKUP_WARNING 05/21/2012 - 11:44:14 Al Backup Completed with WARNING: "Doc-Training Backup’ on axcient-jmue2 |UBS View
wiith warning: Warning: Unable to open path "cS/Users/gmasiers
[Documents/Courseware Button Sets/Blue-Buttons/__MACOSXS _blue-
forward-off.png”. Cause: Permission denied
Error: Unable to copy "c$/Users/gmasters/Documents/Courseware Button
Sets/Blue-Buttons/__ MACOSX/ _blue-forward-off.png™. Skipping.. Cause:
Permission denied
Warning: Unable to open path "cS/Users/gmasters/Documents/Courseware
Button Sets/Blue-Buttons/  MACOSX/._blue-forward-on.png”. Cause:
Permission denied

Problem Solution

The replication job does not have permission to If the user credentials or permissions are

replicate some or all of the target files because either thelincorrect, change them accordingly. If

user credentials or file permissions do not allow the job [specific files deny access to the user, either
to run successfully. change the permissions on those files to
allow access, or exclude those files from the
job. Consider setting proper permissions at
the highest level possible and then working

down to the sub-directories to ensure they

inherit the correct permissions.
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Problem Solution

Windows file redirection is enabled, and the replication |The default permission for Windows folder
job does not have permission to replicate the redirected |redirection is the grant user exclusive rights,
files. which means an administrator does not have
read access to the redirect folders to
replicate them. Please refer to the
Replication Fails Because of Windows
Redirection section below.
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Replication Fails Because of Windows Redirection

If employing a Windows redirection, the redirected files might not be replicated. This is because the default permission for
Windows folder redirection is to grant the user exclusive rights, which means an administrator does not have read access to
the redirected folders to back them up. To set the permissions so Axcient can back up the folders, do the following:

1. Create a share folder as the root of all redirected folders on the server hosting the redirected folders. Set the
permissions as follows:

a. Share Permissions:

Everyone - Full Control
Administrators - Full Control
System - Full Control

b. NTFS Permissions (in all cases except for general note #1 below)

Everyone - Read and Execute
Administrators - Full Control
System - Full Control

c. NTFS Permissions (when general note #1 applies)

Everyone - Create Folder/Append Data (This Folder Only)
Everyone - List Folder/Read Data (This Folder Only)

Everyone - Read Attributes (This Folder Only)

Everyone - Traverse Folder/Execute File (This Folder Only)
CREATE OWNER - Full Control (Subfolders and Files Only)
System - Full Control (This Folder, Subfolder and Files)

Domain Admins - Full Control (This Folder, Subfolders and Files)

2. Start the Group Policy Manager (Start > Control Panel > Administrative Tools > Group Policy Manager).
3. Create a new Group Policy Object (GPO) called Axcient Folder Redirection:

a. Openthe tree to the target domain.

b. Right-click Group Policy Objects and select New.

c. Enter the name Axcient Folder Redirection and click OK.
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Figure 33 - Folder Redirection:
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4. Expand the Group Policy Objects folder, right-click on the newly created Axcient Folder Redirection entry, and click

Edit.

5. The Group Management Editor window appears, and Axcient Folder Redirection appears at the top of the tree.
Expand the tree to User Configuration > Policies > Windows Settings > Folder Redirection.

Figure 34 - Folder Redirection:
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6. Enable folder redirection for a desired target (such as Desktop or Documents):
a. Select the target, right-click, and select Properties to display the properties window for that target.

b. Click the Target tab. In the Setting field, select Basic - Redirect everyone's folder to the same location.

c. Inthe Root Path field, enter:

\\ServerName\ShareName\

Where ServerName is the name of the server and ShareName is the name of the share folder created
above.

Figure 35 - Folder Redirection: Properties Target Tab

Application Data Properties [ ilz]

Target |Seuings|

| I You can specify the location of the Application D ata folder.

Selting: IBasic- Redirect everyone's folder to the same location j

path

ot btk B R

Rediract ta the local userprofile location
Root Path:
|\\SewelName.-\ShareName\

Browse... I

Far uzer Clair, this folder will be redirected ta:
“WEerverlName\ShareM ame'\Clairt\Application D ata

[ ok | cencel | aeew |

d. Click the Settings tab. Uncheck the Grant the user exclusive rights to My Documents checkbox.

e. When both the Target and Settings tab fields are correct, click the OK button.
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Figure 36 - Folder Redirection: Properties Target Tab
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7. Repeat Step 6 for each desired target (Desktop, Documents, Pictures and so on).
8. When all settings are configured, select the GPO to the appropriate target (the root level domain, child domain, or any
organizational unit):
a. Forthe root level domain, return to the Group Policy Management window and right-click on the domain
(Adjust accordingly for other targets).
b. Select Link an Existing GPO.

¢. Alink window displays, prompting you to select the newly created Folder Redirection GPO.

d. Click the OK button when you are finished.
9. Totest that the configuration is correct, reboot the client machine and then log in as a user. If the folder redirection is

successful, the following event appears in the application log:

Event ID: 401
Source: Folder Redirection

Description: Successfully redirected my Documents. The folder was redirected from

<original path> to \\ServerName\ShareName\UserName\My Documents.
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General Notes

Use the stepl-c NTFS permission when group policy is configured to redirect to a location where the GPO will
automatically create the destination folder (user's individual Application Data, Desktop, or My Documents folder).

User configuration settings in GroupPolicy take effect at the first login after the policy is saved and replicated to
the user's login service.

Computer configuration settings in Group Policy take effect when the machine reboots and logs on to Active
Directory. Therefore, the user must reboot a terminal server before new computer configuration settings are
applied.

The following error message indicated the user still has exclusive rights. If the following message appears, please
repeat Steps 6- 6d:

Event ID: 101

User: <name>

Computer: <name>

Description:

Failed to perform redirection of folder <name>.

The new directors for the redirected folder could not be created.
The folder is configured to be redirected to <path>.

The following error occurred: Access is denied.
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SBS 2008 and 2011 Notes

This section applies to devices running Windows Small Business Server (SBS) 2008 or 2011. The Console for SBS 2008 and
2011 does not expose the capability to turn off the exclusive bit in the folder redirection GPO, and may overwrite an
existing folder redirection GPO named Small Business Server Folder Redirection Policy. Therefore, we recommended the
following:

1. To turn off the exclusive bit for folder redirection GPO, do not invoe the SBS Console. Instead, create a new folder
redirection GPO and set its scope properly (link it to the proper OU and optionally filter by the proper user group).
In addition, use the Group Policy Management directly and turn off the exclusive bit in the folder redirection GPO.

Files and folders created before the exclusive bit in folder redirection GPO is turned off to retain the original
exclusive ACL, which prevents Axcient from replicating them. To fix this, do the following:

a. Download psexec.exe from the following URL:

. Copy psexec.exe to the file server hosting the redirected folder.

Running under Local System credentials, enter the following command:

psexec -s -1 -d cmd.exe

In the newly created cmd.exe running as a local system, grant the proper ACL at the root of the redirected
folder recursively to BUILTIM\Administrators:

icacls C:\users\FolderRedirection \t \c \grant "BUILTIN\Administrators":
(0I) (CI) (F)

Files and folders created after step 2 (and after the exclusive bit in folder redirection GPO is turned off) should have

proper permissions and require no additional steps.

Group policy propagation from the DC to client machines can take time, and may require a user to login multiple times

before the folder redirection GPO takes effect. To verify the new GPO policy is in effect, do the following:

1. Loginto a client device as administrator, and run the following command:

gpupdate /force

Reboot the device.
Log in as a regular user and navigate to a redirected folder.

Enter the following command:

gpresult /scope user /v
. Check the section under Folder Redirection. The first time folder redirection takes effect, a system event ID 501

source Folder redirection should appear.

Repear procedure for each client device.
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Replication Fails Because of Mount Problem

A mount problem can cause a job run to fail. The table below lists potential mount problems.

Figure 37 - Mount Error Message Example

Type Date Action User Details

BACKUP_WARNING 05/10/2012 - 3:37:28 PM  Backup Completed with WARNING: 'FFServ89201° on 192.168.99.201 with |UBS View
warning: mount(//182.168.99.201/cS): Cannot allocate memory
Unable to mount /1192.168.99.201/cE on remote host.

BACKUP_WARNING 05/10/2012 - 9:41:31 AN Backup Completed with WARNING: 'FFServ39201" on 192.168.99.201 with UBS View
warning: Warning: Unable to read remaining contents of directory "c$/,
skipping. Cause: Permission denied
copy_file(): open(/uptiva/mount=/32/105/cS/Axcient/afba/FILE/32/105
lax-complete.log): Permission denied

Problem Solution

The device could not be mounted because there |Check each of the conditions identified in the

was a network problem (down or device problem explanation and correct as needed. If the
unreadable), the mount was deleted, the mount |mount password has changed, log in to the UMC
password changed, or the device was too busy  |and update the password for that device.

(100% CPU usage) to connect.

Replication Fails Using Samba

On a Linux (or other UNIX) system running an older (pre-3.3.1) version of Samba, replications might fail if some of the
replicated files are symbolic links. To work around this limitation, upgrade Samba to 3.3.1 or later, or identify and remove the

symbolic links from the directories to be backed up.

Replication Fuels Due to Symbolic Links (Windows 7)

On a Windows 7 system, attempting to replicate a directory with symbolic links will cause the replication to fail. To work
around this problem, remove symbolic links (or the folders that include them) from the replication job. Windows 7
automatically adds symbolic links to the All Users folder (in C: \Users), so if this folder is included in the backup job (which it
would be if the disk drive is selected for backup), deselect (set to Ignore) the All Users folder from the backup job.

Replication Hangs After Lost Connection

When a network outage occurs that breaks the connection between a protected device and the Axcient appliance while a
replication job is in progress, the replication job can hang indefinitely. To resolve this problem, simply cancel and restart the
replication job. Restarting the job whenever a network outage occurs is a recommended practice, because it is not always
apparent that the job is hanging indefinitely.
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When the connection between a device and the Axcient appliance is lost for any reason while a replication job is in progress,
the Axcient appliance will go into a loop and retry to connect up to 180 times before giving up. Thus, the replication job run

might appear hung, because it could be 45 minutes or more before it gives up and logs a failure event. While in this loop, the
File Count field for that job in the Running Jobs panel on the dashboard will display (Retry #) in front of the current file name,

as in the following example:

(Retry #87) Windows/foo/bar.txt

Open Files Not Replicated

In a file replication job, some files might not be replicated because they were being used (open and locked) at the time the
backup job ran. If this is a Windows device, check the Use Open File Manager box in the job definition, which invokes VSS so
the Axcient appliance can back up any files regardless of whether they are open. For non-Windows devices, remove (set to

Ignore) the open files from the job definition if this situation persists.
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Files Missing When Creating Replication (XP)
If Simple File Sharing is enabled when creating a replication job for an XP device, no files will appear after selecting the plus
sign (+) to display the file tree for a disk. To fix this problem, disable Simple File Sharing as follows:

1. From My Computer, select Tools > Folder Options.

2. The Folder Options screen appears. Select the view tab and deselect (disable) the Use simple file sharing

[Recommended] box.

Figure 38 - Folder Options Screen
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[ Show pOP-Up descmtnn far falder and desktop items

| |

Restare Defaults

[ ok ][ Cancel [ 4eew |

Cannot Replicate Windows Encrypted Files

The Axcient protection solution supports protection and recovery of Windows filed encrypted using the BitLocker encryption

feature native to Windows devices.

The Axcient appliance cannot access files encrypted by another encryption method. As a result it cannot replicate or restore

any data encrypted by another tool.

Cannot Set On Demand Job Retention Period

Unlike interval based jobs (hourly, daily, monthly, yearly), on demand jobs do not have retention periods:
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« Only the latest version of a file on demand job is saved. That version is kept indefinitely until it is deleted or replaced
by a new on demand request.

« Allversion of an image on demand job are saved indefinitely and can be selected for use in a VM or BMR.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 54



Not All Active Replication Jobs Running

You can schedule any number of replication jobs to run at any time, but the Axcient appliance runs a maximum of five
replication jobs simultaneously. If more than five are scheduled concurrently, the sixth and subsequent jobs are put in a
queue. When a job completes, the next job in the queue starts running. This continues until there are no jobs left in the

queue. There are three possible states for an active job:
« Initializing - Indicates the job is being configured to run.
« Waiting to run - Indicates the job was initialized but is waiting in the queue to run.

« Inprogress - Indicates the job is currently running.

Cloud Replications Are Slow

Cloud replication performance can be affected by a number of factors. First, if on demand Cloud replication jobs are not
running, make sure the off-site backups enabled box is checked in the Offsite Configuration page under the UMC system tab.
This is not enabled by default, so you must check the box before any offsite backups will run.

Figure 39 - Offsite Backup Enabled Box

A >' c | E N T ‘Welcome, admin | Options | Logout | Mar 4, 2011

we
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. dashboard ‘%‘ devices | l; reports ! events ’ih- users °°° system = docs
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o

network settings

Settings for off-site Backup

quality of service
Off-site backups enabled: O |

Off-site backup will startat:  i211w|: (00 w|

date and time cancel save

L)

When a Cloud replication job is running, check the status in the Disk Utilization section of the UMC dashboard. This provides

dynamic information about offsite backup progress.
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Figure 40 - Cloud Replication Example
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If the progress seems too slow, check the transmission speed:

1. Determine the actual upload speed of the Internet connection and the time it should take to upload the data.

2. Click the system tab in the top navigational menu and then select the network utilities option from the left-hand

menu.

3. Locate the offsite bandwidth check tool. This tool sends 2, 8 or 32MB file from the appliance to the Axcient data
center, which tests both raw throughput across the Internet and processing time within the data center for small and
large files.

Figure 41 - Offsite Bandwidth Check Tool

Offsite Bandwidth Check Cancel [7] Run check using Data Center and curent Q05 Megabytes of data tosend: i@ 2 & 32

There are several possible reasons why offsite performance might be slow. The table below lists potential offsite
performance problems.

Problem Solution

Bandwidth throttling is on too high. Review the QoS settings and assess whether they
should be changed.

Firewall traffic shaping is on. This is a process Run the offsite bandwidth check with 2 and 32 MB
where a firewall, router, or IP service provider files:

aUtomatica“y throttles down th roughpUt when « Ifthe throughputis comparable for small ad large files, then there is
sustained traffic flow is detected, which can be an no traffic shaping.

issue for large offsite backup jObS. « Ifthe smallfile throughputis greater than the large file, then traffic

shoping is likely impeding the Cloud replication.

Determine where the shaping is occurring (firewall,
router, or IP provider) and adjust settings
accordingly if traffic shaping is on.

Rolling backup files cause duplicated data Rolling files, such as log files that repeat each day
backup. with a date stamp, are targeted as new files, even
though most of the data is repeated in each file. To
fix this, reconfigure applications so they do not

create rolling files.
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Problem Solution

Moving data among devices causes duplicated
data backup.

Rolling files, such as log files that repeat each day
with a date stamp, are targeted as new files, even
though most of the data is repeated in each file. To
fix this, reconfigure applications so they do not
create rolling files.

Offsite mailbox and image jobs use duplicated
data backup.

Rolling files, such as log files that repeat each day
with a date stamp, are targeted as new files, even
though most of the data is repeated in each file. To
fix this, reconfigure applications so they do not
create rolling files.

Problem files (dysfunctional or unnecessary) are
being copied offsite.

Backing up problem files slows both onsite and
offsite backups, but it has a greater influence on
offsite backups because of the slower Internet
speed. For any offsite job that runs slowly, run the
Job Profile report on that job to determine if there
are problem files. This allows you to see if some
files should be deleted or the retention/pruning
settings changed to reclaim space, which should

improve offsite backup performance.
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Restore Problems

This section covers issues when attempting to restore data from a replication job.

Restoring UNIX Files on Windows Device Fails

If a device has been replicated running Linux or another UNIX-based operating system and attempts to restore those files on
a Windows device, the restore will fail if one or more files have illegal Windows names. UNIX allows certain characters in file
names, such as a quote or colon, that are illegal in Windows file names.

Windows rejects file names with any of the following characters:\ /:*?" <> |

It is not possible to restore such files on a Windows system. In addition, the entire restore job fails when such a file name is

encountered. To work around this limitation, do the following:

1. Remove any files with illegal names from the list of files to restore, and then repeat the restore job to the target

Window system.

2. Restore the files with illegal Windows characters to a UNIX system. Rename the files (removing illegal characters),
and then move to the target Windows system.

Restore Fails Using Samba on Mac OS X

If a restore operation fails for a Mac OS X device running Samba, it might be due to a symbolic link problem. The default
Samba configuration on Mac OS X enables symbolic linking in a way that causes a problem for the Axcient appliance.

To correct this problem, open the Samba configuration file (smb . con£) and change the follow symlinks parameter as

follows:

« Default setting:

follow symlinks = yes

« Change to (or add this line if it does not appear in the Samba configuration file):

follow symlinks = no

Cannot Restore to Target Location

It is possible to choose a target directory to restore files for which you do not have write permission. In this case, even
though you were allowed to select the target directory, the Axcient appliance could not write to that directory, so the
restore failed. To avoid this problem, make sure you have write permission before attempting the restore operation or

choose an alternative target location to which you have permission.
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Cannot Restore Files (Tree View Does Not Expand)

Normally, when restoring files from an image or file backup job, you select the files to restore from a tree view of the device
contents. However, there are occasions when clicking on the icon does not open the tree view. This is typically due to one of
the following:

o When using Internet Explorer (IE), the browser hangs when trying ti display the content tree. This can usually be
solved by either switching to a different browser or running IE in compatibility mode.

o There is a permission problem that prevents the browser from displaying the tree. Check that proper (read)

permissions for content on that device.
Figure 42 - File Restore Tree View
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Virtual Machine and BMR Problems

This sections covers issues when trying to run a VM or execute a BMR.

BMR Fails at Final Boot (Windows 2003)

It is possible after completing the BMR process for a device which runs Windows 2003 that the device fails to boot and
instead displays a blue screen (BSOD). Windows 2003 is not as sophisticated as Windows 2008 in detecting hardware and
loading the appropriate drivers, and under a rare set of circumstances can result in this failed boot problem.

To resolve the problem:

1. Boot the device using the original Windows Server 2003 CD, and run the Windows Setup.
2. Windows Setup searches for a previous installation. Select the previous installation, which is the BMR image, and

follow the instructions of the Windows Server 2003 CD to complete the installation.

If a previous installation is not found, there might be a hardware problem. See the documentation that is included with the
computer, or contact the computer manufacturer for more information.

BMR Fails at Final Boot (Active Directory Server)

When performing a BMR of a system with Active Directory installed, the device might fail to boot and instead display a blue
screen (BSOD). This problem is due to a permission issue with Active Directory; specifically, the permissions are not set
correctly for the C: \Windows\NTDS directory. To recover from this problem:

1. Click the F8 key when the machine is booting up to navigate to the Advanced Boot Options screen.

2. Select Directory Services Restore Mode.

3. Log in using the local Admin credentials.

4. Add full permissions for the local "SYSTEM" account to the C: \Windows\NTDSdirectory.

5. Reboot in to normal mode.

You should now be able to log in using domain user credentials.

Failover VM Pause Shuts Down Server

A failover VM should never run while the original server is still online, because both use the same IP address causing a
collision of IP addresses on the network. (This is also true of a test VM if you enter the IP address of an online device.) The
Axcient appliance checks for this when you attempt to start a failover VM, and it prevents the VM from starting if the original
server is still online. However, after the VM starts, it is possible to bring the original server online. This could lead to several
problems. One can occur if you issue a subsequent pause command to the VM. Instead of pausing the VM, it might shut down
the original server. (The VM pause command is the same as issuing a shutdown command.) If this occurs, do the following:
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1. Submit a second pause command to pause the VM.
2. Select from the following options:
« If the original device is not viable, leave it shut down and continue working with the VM as needed.

« Ifthe original device is viable, stop the VM and restart the original device.
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Exchange not Working in VM

After starting a failover VM that is hosting Exchange, make sure that Exchange has successfully started. In some situations,

required Exchange services do not start at boot-up. Do the following:
1. Navigate to the MMC services manager snap-in and check to see if all "Microsoft Exchange..." services with a startup
type of automatic have actually started.

2. If not, right-click the service and select Start.

Cannot Access Running VM

You can access a running VM through either Windows remote desktop (RPC) or a VNC viewer. However, if you cannot access
the VM through one of these options, you might be entering the wrong IP address (or host name). RPC and VNC access the
VM through different IP addresses:

« RPC requires the original server IP address or host name.

o VNC requires the Axcient appliance IP address or host name.

Cannot Log Into Test VM

When a test VM is first started, Active Directory credentials cannot be used to log in to the test VM (Local user credentials
may be used). This is true for both RDP and VNC connections. This will also cause any services that depend on Active

Directory credentials to fail to authenticate users.

You can explicitly add domain support that a test VM will recognize. To use domain credentials with a test VM:

1. Addthe host name axcient-test-vm to the Active Directory database.

2. Take the test VM out of the domain and then add it back in to the domain. This can be performed either before or

after the test VM has been started. Follow the steps for the appropriate version (Windows 2003 or 2008):
o Windows 2003
a. Right-click My Computer and select the Change... button.

b. Under the Member of checkbox, select the workgroup radio-button option. Enter a name for the
workgroup to join and click OK. Enter the domain account credentials with authority to remove a host

from a domain.
c. A welcome to the group message displays. Click OK to continue.
d. Amessage to reboot displays. Click OK but do not reboot.
e. Select the Change... button.

f. Under the Member of section, select the Domain radio-button option, enter the name of the domain
and click OK. You might be asked to authenticate in order to proceed. Enter the domain account

credentials with authority to add a host to a domain.
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g. A welcome to the domain message displays. Click OK.

h. Amessage to reboot displays. Click OK and reboot.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 64



¢ Windows 2008

a. Right-click Computer and under the Computer name, domain and workgroup settings section, click
Change Settings.

b. The System Properties window displays. Under the Computer Name tab, click Change...
¢. Under the Member of section, select the Workgroup radio-button.
d. Enter a name for the workgroup to join and then click OK.

e. Amessage displays, indicating that the administrator password is required to log in. Ensure that you

have access to the local (non-domain) credentials; then click OK.
f. A welcome to the workgroup message displays. Click OK.
g. Amessage displays, alerting you that you need to restart the computer to apply the changes. Click OK.
h. Click the Close button on the System Properties window.

i. Amessage displays, alerting you that you need to restart the computer to apply the changes. Click
Restart Later.

j. Repeat Steps A through C, but this time under the Member of check box, select the Domain (instead of
Workgroup) radio-button.

k. Enter a name for the workgroup to join and then click OK.

. AWindows Security window displays. Enter a user name and password with domain administrator
credentials and then click OK.

m. Repeat Steps F through I, but this time click Restart Now (instead of Restart Later).

3. Domain credentials can now be used to log in to the Test VM. If domain credentials still do not work, reboot the test
VM.

Restored Device Cannot Join Domain (Password Problem)

Windows requires that machine account passwords be changed every 30 days by default, and the passwords saved on the
device and on the domain controller must match for a device to join a domain. When restoring (VM or BMR) a device image
from an earlier date than the most recent password changes, the passwords might not match. In this case the restored
device will not be allowed to join the domain.

To correct this problem, remove the device from the domain and then join it back. You need a privileged domain account to
do this. To avoid the problem in the future, you can increase the machine account password age or disable machine account

password changes altogether, but these options have security implications and are not recommended.
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System Problems

This sections covers issues related to the Axcient appliance or the Web Application.

Cannot Connect to the Web Application

A number of conditions can prevent access to the Web Application. To check connectivity between the Axcient appliance and

the Web Application:
1. Inthe UMC, click the system tab in the top navigation menu.
2. Click the network utilities option in the left-hand menu.
3. Click the Connectivity Health button, which automatically tests access to the Web Application (and gateway, DNS

lookup, and port 22).

Figure 43 - Connectivity Health Check
Connectivity health command runs a set of tesis that check network connectivity.

Connectivity Health
AOOress: T62.285.7 2.60

>>>» Results for ping RMC host: <<<
PING axcient.net (162.245.72.50) 56(84) bytes of data.
64 bytes from 162.245.72.50: icmp_req=1 ttl=53 time=7.52 ms

--- axcient.net ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt minfavg/max/mdev = 7.534/7.534/7.534/0.000 ms

>>» Werify that a connection can be made to port 22 of axcient.net: <<<
lopen

>>» Detecting port status for Axcient relevant ports: <<<

Starting Nmap 6.00 ( http://nmap.crg ) at 2016-01-27 17:53 UTC

Nmap scan report for localhost (127.0.0.1)

Host is up (0.000016s latency).

PORT STATE SERVICE

22/tcp open ssh

53/tcp closed demain

80ftcp open http P

Problem Solution

One or more appliance network settings are not |Click the UMC system tab and then the network

correct. settings option to verify that the IP address,
gateway, domain, workgroup, and DNS server are

all correct, or update them as needed.
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Problem Solution

A needed port is not open.

The appliance communicates with the Web App at
various times through ports 22, 443, and 4015 to
4030. Check UMC Guide for latest appliance
specifications in terms of ports that must be open.
Verify these ports are open to the appliance, or
open them if they are not.

A web proxy is blocking access.

Configure the Axcient appliance for the proxy
server. If running the Microsoft ISA firewall and
configuring the proxy server does not fix the
problem, turn off the web proxy as follows:

o Inthe ISA Server Management console, click on the

Firewall Policy node.
o Inthe Toolbox tab, click Protocols.

o Expand All Protocols, right-click HTTP, and then click
Properties.

 Click Apply to update the firewall.

Network access to the appliance or the Internet is

down.

The problem is often a transient network issue, but
it will require more depth analysis of the network if

the problem persists.

Appliance has not been registered.

Register the appliance using the Register Now link
provided on the UMC dashboard.

System Performance Slows

The most likely cause of a performance issue is that the backup or restore process is taking too much of the available

network bandwidth.

System Time Incorrect

The Axcient appliance uses NTP to set the system clock. If the time listed for events is not correct, the system might not

have access to an NTP server. This can occur if the firewall policy denies access to the targeted NTP servers. To ensure the

Axcient appliance has access to an appropriate NTP server, allow access through the firewall to the following IP address:

91.189.94.4:123
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Port 123 is the standard NTP port,and ntp.ubuntu. com (91.189.94.4) is one of the NTP servers that the Axcient appliance
uses to set the clock.

Cannot Register Appliance

After installing an Axcient appliance, the registration process with the Web Application can fail for a variety of reasons. The
table below describes possible reasons (and corrective actions) for registration failing.

Problem Solution

Registration failed because it is blocked by a web [Configure the Axcient appliance for the proxy
proxy server. server.

Registration failed because the RMC did not find [If the Axcient appliance has been up since the IP
the appliance at the specified IP address. was changed from 192.168.100.1 to the new IP
address, the first IP might be cached on the
router/switch. Reboot the appliance, which should
register the NIC card's MAC address on the
router/switch with the new IP.

Registration failed because of a browser-related ([Try one of the following:
problem when using Internet Explorer (version 8
or9).

o Register using a different browser other than Internet
Explorer.

o InlInternet Explorer, use Compatibility Mode for all
sites. In addition, clear out the browser cache for all
items. Past failed pages get cached and used, so it is
important to completely clear the cache.

Registration failed because either the specified [Change the DNS Server entry to a public DNS
DNS name is not correct or the DNS server is not |address: 4.2.2.1, 4.2.2.2, or 8.8.8.8
forwarding/answering.

Registration failed because port 22 (ssh) is Registration requires a secure channel using port
blocked. 22, so open port 22.

To check the network connections, do the following:

1. Inthe UMC,click the system tab in the top navigation menu.
2. Click the network utilities option in the left-hand menu.

3. Inthe Network Utilities screen, click the Connectivity Health button. This option tests access to the gateway, DNS
lookup, Web Application and port 22 (checks whether it is open). The results appear in the box below the button.

Please note that hard disks on this appliance are encrypted using Cloud Key Management (CKMS). For security
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reasons, the decryption key is not stored locally. Instead, the appliance will attempt to acquire the key during the
boot-up process. For this reason, you must connect the appliance to the Internet before it is powered on. In the event
that the Internet is not accessible, you must contact Axcient Support to acquire a temporary key to unlock the

appliance.
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The following is sample Connectivity Health output from a working system:
>>>Results for ping default gateway: <<<

PING 10.0.3.1 (10.0.3.1) 56(84) bytes of data.

64 bytes from 10.0.3.1: icmp seg=1 ttl=255 time=0.441 ms
--- 10.0.3.1 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.441/0.441/0.441/0.000 ms
>>>Results for ping dns server: <<<

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp seqg=1 ttl=52 time=56.6 ms

--- 8.8.8.8 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 56.626/56.626/56.626/0.000 ms
>>>Results for nslookup RMC host: <<<

Server: 8.8.8.8

Address: 8.8.8.8#53

Non-authoritative answer:

Name: axcient.net

Address: 209.18.124.2

>>>Results for ping RMC host: <<<

PING axcient.net (209.18.124.2) 56(84) bytes of data.

64 bytes from axcient.net (209.18.124.2): icmp seg=1 ttl=54 time=38.3
ms

--- axcient.net ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 38.347/38.347/38.347/0.000 ms
>>>Verify that a connection can be made to port 22 of axcient.net: <<<

open
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Cloud Progress Bars Do Not Update

Browsers cache pages to improve performance by re-displaying the cached page instead of downloading a fresh version.
However, information on a cached page can become stale if it changes quicker than the cached page is updated. This
problem can occur in the UMC when tracking the progress of Cloud replication jobs. If the offsite backup progress bars on
the dashboard do not update regularly, use the following procedures to force Firefox and Internet Explorer to check for a
new version every time a page is loaded.
« Firefox: Reset Refresh Rate
1. Start Firefox and open a new tab.
2. Enter about:config in the location bar and approve the warning that appears.

3. Enter browser.cache.check_doc_frequency in the search bar below the location bar.

4. Double-click the preference name value (browser.cache.check_doc_frequency) and change the value from 3

(default) to 1. This sets Firefox to refresh a page every time it is loaded.

5. Close the tab.

6. When it is no longer necessary to refresh the page every time it is loaded, repeat this procedure and set the

default value back to 3.
« Internet Explorer: Reset Refresh Rate
1. Start Internet Explorer and navigate to Tools > Internet Options.
2. Inthe Generaltab, click the Settings button in the Browsing History section.

3. A Temporary Internet Files and History Settings window displays. Under Check for new versions of stored
pages, click the Every time | visit the webpage button (the default is Automatically). This Sets IE to refresh

every time it is loaded.
4. Click the OK button.

5. When it is no longer necessary to refresh the pages every time they are loaded, repeat this procedure and

reset the default value by clicking the Automatically button.

Appliance Running out of Space

Warning messages appear in the event log when the appliance is 80%, 90%, and 100% full. These messages indicate that the
Axcient appliance is dangerously low on storage space, which could lead to failed backups and even data corruption. In this
situation, analyze the storage requirements and do one of the following:
« Reduce the space currently used. This can only be done by one or more of the following:
a. Reducing the retention period of selected jobs.
b. Reducing the schedule frequency of selected jobs.

c. Deleting jobs.
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o Use the Prune feature to prune backup data on an appliance and create additional free space.

« Contact Axcient Technical Support to get a larger capacity appliance that better fits your needs.
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Device Problems

This sections covers issues when trying to add or connect to a device.

Cannot Access Device

The Axcient appliance stores the administrative credentials entered when the device was added. If the administrator
password is changed, the Axcient appliance will no longer be able to access the device. To fix this, do the following:

1. Inthe UMC, click the devices tab in the top navigation menu.

2. Click the icon of the target device.
3. Click the edit device option.
4

Enter the new password in the Administrative Password field and click the Save button.

Cannot Add Device

The following sections describe possible reasons why an Axcient appliance fails to add a device.

Incorrect Device Credentials

Devices are added or updated from the devices tab in the UMC. Several fields can cause problems if the information is not

entered or updated properly, as described in the table below.

Problem Solution

Hostname or IP address not found. Consider the following:

« When entering a host name, you can simply enter the name if the
device is in the same domain as the appliance. However, if the device
isin a subdomain, enter the fully qualified domain name:

hostname.subdomain.domain.com

« Ifthe IP address was entered and DHCP is being used, the device
willno longer be found if DHCP changes the IP address. In this case,
the IP address must be updaded in the device screen.
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Problem Solution

Administrative name not accepted. Consider the following:

« You must have fulladministrative privilege on the device.

« For Exchange servers, and some other devices, the entered name
must include the domain in the following form:

domain\name (Example: axcient\admin)

« Inaddition, the domain name must be in the Windows domain
format, notthe DNS format.

m  Correct: axcient\admin

m Incorrect: axcient.com\admin

Administrative password not accepted. If the password was changed, the password must be
updated in the device screen.

Figure 44 - Add Device Screen

add a device

©

Hostname or |P: |

Operating system: WETECT,
Device type: —SslectaType—
Administrative admin -
usermname:

(Domain name reguired
for Exchange Server.
Fomat:
domain\rzemame)}

Administrative sensenee
password:
Device slias:

Additiona| user — SelectaUser—
assigned:

cancel save

Firewall Blocking Access (Windows/Vista)

The Axcient appliance requires that files on a device are shared. If the firewall setting denies file sharing, the Axcient
appliance cannot add the device. To allow file sharing in Windows or Vista, do the following:

1. Navigate to the Windows Firewallscreen.

2. Select the Exceptions tab.

3. Click to select the File and Printer Sharing checkbox.

4. Click the OK button.

Copyright © 2019 Axcient, Inc. All Rights Reserved. 74



Local Workgroup Credentials Not Accepted (Vista)

Vista's administrative shares (c$, d$, and so on) are not visible or accessible on the network by default, which might prevent
the Axcient appliance from adding the device. To enable administrative shares:

1. Launch the registry editor. To do this, enter the following command:
regedit

2. Navigate to the following location:

HKEY LOCAL MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System

3. Set the following key to the value 1 (one):

LocalAccountTokenFilterPolicy DWORD
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Local User Not authenticated (Windows XP)

If the local policies security option is set to Classic, network logins that use local account credentials authenticate by using
those credentials. If this is set to Guest only, network logins that use local accounts are automatically mapped to the Guest
account instead of their actual accounts. To change this:

1. Navigate to Security Options.

2. Double click to open the following policy:

Network access: Sharing and security model for local accounts

Figure 45 - Local Security Setting Screen

¥ Local Security Settings

Fie acton Yiew Hep
- B XER R
@ SeCUrity SetTros Palcy - Seor ity Setting S
w8 Account Policies [E]ricrosoft network server: A, 15 mites
=@ Local Policies @r\ﬂlcmsnﬁ network server: O, Disabled
L8 sudit Policy %Micmﬁaﬂ networle server: Ci,. Dissbled
Lzer Rights Assign Microsoft network server: Di.. Enabled
4 Security Cptions P Hatwork access: Allow anon... Dissaled
= Z1PLblic Key Policies [8]Network access: Do notslio...  Enabled
%2 Software Restriction F Metwork access: Do notalio... Dissbled
3 &8 1P Security Palicies on %NBMDI’I{ access: Do notalio.,  Disstled
MNetwork access: Let Everyon,., Disaoled
Ngtwnrk access! Mamad Pip..,  COMMAP,CORMM,
[&¥] Metwork sccess: Remotely 4., Systemicurrent,.
Ngtwnrk access:! Shares that .. COMCFG DRSS
B Matwork & haring an... -
EINetwork security; Do rot sto..,  Enabled
@Netwnrk security: Force Iogo... Disskled
%Net\wnrk security: LAN Mana.., Send LM & MTL...
Metwork security; LDWP clien... hegotiate sioning
[E¥)Matwork sacurity: Minimum ... Ko minimum
%NBMDI’I{ security: Mininum ... Ko minimum
Recovery console: allow aut.,,  Dissbled
Rgl:o\fgry cangale: Allow flop... Digsaled
%Shuhdown: Allow sypstern to ... Enabled
shutdown: Clear virual me..,  Disstled
[E)Systern cryptography: Les Pl Dissbled
[#4] Sy stern ohizcts: Default own,.. Chject crastor
[sZ]Syster objacts: Require cag.. Enablkd
< | 5 [8¥)Systern abjocts: Strengther .. Enabled
b

3. Adialog box appears. Select the Local Security Settings tab. from the drop-down menu, select Classic - local users
authenticate as themselves and then click OK.
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Figure 46 - Local Security Settings Tab

Local Security Setting | Explain This Stting |
Network access: Sharing and security model for local accounts

=

Classic - local users authenticate az themsehves

sutherticate

s
- local users authenbcate as Guest

ok | [ cancel
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File Sharing Not Enabled (XP)

File sharing is not enabled by default. Activate it as follows:

1. From My Computer, select the system disk (typically C:), right-click the drive, and select Properties.
2. Inthe Properties window, delect the Sharing tab.

3. Iffile sharing is not enabled, the message If you understand the risk but still want to share the root of the drive, click
here displays. Click this message.

Figure 47 - Properties Sharing Screen 1

Local Disk (C:) Properties

i General H Tools ” Hardwa|e| Sharing | Dunla|

To protect your computer from unauthorized access, sharing the
root of a drive is not recommended

{f yow understand the nisk but il wani to share the ool of the

Ok Cancel Apply
Lok J[ cace |

4. The Sharing tab refreshes. Click the OK button (do not change any settings on the screen).

Figure 48 - Properties Sharing Screen 2

Local Disk (C:) Properties

| General | Tools | Hardware| Sharing | Quota|

Local sharing and security
To share this folder with other users of this computer
only, drag it to the Shared Dacuments folder.

To make this folder and its subfolders private so that
only you have access, select the following check box,

Make this folder private

Netwark sharing and security

To share this folder with both network users and other
users of this computer, select the first check box below
and type a share name.

[] Share this folder on the netwark.
Share hame:

network users to change my files

Learn more about sharing and security.
é/' ‘Windows Firewall is configured to allaws this folder to be shared
with other computers on the nebwork.
View your Windows Firewall settings
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File Sharing Not Enabled (Vista)

Network discovery and file sharing are not enabled by default. Activate them as follows:

1. Launch the Network and Sharing Center.

2. Inthe Sharing and Discovery section, click the On button for Network Discovery and File sharing.

Figure 49 - Network and Sharing Center Screen

T —

J71538 » Control Panel » Metwork snd Shanng Center - | serch ¥
— - - o - — - . . —— —— 3
L
Netwaork and Sharing Center
View full map
! II 0
AXCIENT-TAMR Muttiple networs Internet
(This computer)
5‘ ancientine (Domain network) Customize
Agcess Local and Inermet
Connection Local Area Connection View ttatus
S Unidentified network (Prrvate network) Cuntomize
Access Limited Connectivity
Cannections Local Area Connection 3 View status |
Local Ares Connection d View status
3 Sharing and Discovery
- |
Network discovery @ On (w]
File sharing @ On v
Public falder shaning o Off ¥
Prnter shaning o Off =
hledia shaning © Off ()

Shew me all the Files and folders | am sharng
Show mie all the shared netwodk folders on this computer
See aho

Deell Wirpdess WLAN Caed Utilty
InteR) ASF Agert Conscle

fitemet Cptions

Windews Frrwall
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File Sharing Not Enabled (Mac OS X)

The Axcient appliance cannot access a device until file sharing is enabled. To enable file sharing when running Mac 0S X,:

Warning!

This procedure applies to Mac OS X and later. The procedure for earlier versions of the Mac OS will vary.

1. Navigate to System Preferences and select the Network icon under the Internet & Network section.

Figure 50 - Mac OS X System Preferences

>
e BEQa O
= :
General Desktop & Dock Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy

= )
4 S
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
s @ @0 =
iCloud Internet Extensions Network Bluetooth Sharing

Accounts

81 ® © ¥ & A& © @

Users & Parental App Store Dictation Date & Time Startup Time Accessibility
Groups Controls & Speech Disk Machine
|—|-5‘

Flash Player Java

2. Select the network from the left-hand list and click the Advanced button.
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Figure 51 - Mac OS X Network (Main)

Location: | Automatic H
. AirPort = r
N ounaciad - Status: Connected Turn AirPort Off
AirPort is connected to axcient and has the
@ Bluetooth 9 IP address 192.168.77.92.
Not Connected
Ethernet god : :
Nt irpetad Gosp Network Name: | axcient e
FireWire “Ug® # Ask to join new networks
Not Connected ] Known will be joined =1y,

If no known networks are available, you will
be asked before joining a new network.

SRS | ™ Show AirPort status in menu bar (&)

u
[d Click the lock to prevent further changes. ( Assistme.. ) ( Revert ) ( Apply )

3. Select WINS from the top menu. In the WINS display, enter the name (if the display name is not correct). Then, select a

workgroup from the drop-down menu and click the OK button.

Figure 52 - MAC OS X NEtwork Advanced)

NOO. ) Network

~——| AirPort  TCP/IP DNS | WINS | AppleTalk B802.1X Proxies Ethernet |

NetBIOS Name:  QAMacBook QAMACEOOK s currently
being used.

Workgroup: \axclent
WINS Servers: | 192.168.77.22

®

4. The main network screen displays. Click Apply and then click the back arrow button.

5. Inthe System Preferences window, click Sharing under the Internet & Network section.
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6. Inthe Sharing window, update the following:
a. Select the File Sharing box in the left pane.

b. Select the folders to share from the middle pane. Click plus (+) to open a window to select folders and files.
After making the selection, click Add. The middle pane lists the selected files. Click the minus (-) button to
remove files from the list.

c. Select the user from the right pane. Click the (+) button to open a window to select a user (or add a new user).
After making the selection, click Select. The right pane lists the allowed users and their permissions. Click the
minus (-) button to remove users from the list.

Figure 53 - Mac OS X Sharing (Main)
®on Shadog

-

Iq!»i Show All _ Q i

Computer Name:  Sakthi Vadivelu's MacBook Pro

Computers on your local network can access your computer at: sakthi-
vadivelus-macbook-pro.local

 On |Service | @ File Sharing: On
[T DVD or CD Sharing Other users can access shared folders on this computer, and administrators
[1  Screen Sharing all volumes, at afp://192.168.77.92/ or "Sakthi Vadivelu’s MacBook Pro".
E File Sharing
[ Printer Sharing Shared Folders: Users:
[ Web Sharing = Macintosh HD " 2 Sakthivadivelu  Read & Write  *
[Tl Remote Login (@ Sakthi V__lic Folder | & System ...nistrator Read & Write =
™ Remote Management 28 Administrators Read & Write =
"1 Remote Apple Events | a8 Everyone Read Only -
[ Xgrid Sharing
Internet Sharing

[Tl Bluetooth Sharing

oo
[ ®

Click the lock to prevent further changes.

7. Click the Options button, and then click the Share Files and folders using SMB checkbox. Click Done when you are
finished.
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Figure 54 - Mac OS X

(") Share files and folders using AFP
File Sharing: Off

[ Share files and folders using FTP
Warning: FTP logins and data transfers are not encrypted.

¥ Share files and folders using SMB

When you enable SMB sharing for a user account, you must enter
the password for that account. Sharing with SMB stores this
password in a less secure manner.

On | Account

M  Sakthi Vadivelu i
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File Sharing Not Enabled (Samba)

The Axcient appliance cannot access a device until file sharing is enabled. To enable file sharing when running Samba in a
UNIX-based operating system:

1. Verify the device is running the latest version of Samba as follows:

a. Check for the latest version of installed applications (which includes Samba). To do this, enter the following
command:

sudo apt-get install update

b. Install the latest version of Samba. To do this, enter the following command:
sudo apt-get install samba

If the latest version is already installed, a message displays, indicating that is already installed. Otherwise, the
installation will begin and a message will display when it has completed.

2. Navigate tothe /etc/samba directory:

cd /etc/samba

3. Edit the smb. conf file. For example to use vi as the editor enter the following command:

vi smb.conf

4. The smb. conf file is the Samba configuration file. The file includes instructions on how to define a share area and
allows you to configure a variety of options. The Axcient appliance requires that the following three share parameters
be set for any area that will be protected:

e The path parameter is set to the starting point. Include the full path to the share location. For example, to be
able to replicate all user directories in /home, enter:

path = /home

o The browseable parameter must be set to yes as follows:

browseable = yes

o The read only parameter must be set to no as follows:
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read only = no

e The security parameter must be set to user as follows:

security = user

o Do not comment out the default [homes] share section as that is required in some cases. The following four

lines should not be commended out:

[homes]
Comment = Home Directories
browseable = no

writable = yes
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« Create as many share entries as necessary to allow the appropriate access. The following example configures

a rootshare that sets the entire device (starting at root) as a shareable area:

[rootshare}

comment = root share to backup on devicel
path = /

browseable = yes

read only = no

security = user

5. Change the Samba user password by entering the following command (and the subsequent prompts):

sudo smbpasswd -a user name

File Sharing Not Enabled (Windows 7)

The Axcient appliance cannot access a device until file sharing is enabled. Enabling a Windows 7 system requires the following

changes from the default settings:

1. Enable file sharing.
2. Enable the built-in Administrator user.
Enable File Sharing
File sharing is disabled by default. To enable file sharing:

1. Select the Start menu and open the Control Panel.

2. Type advanced sharing in the upper-right hand search box and then click the manage advanced sharing settings
option.

Figure 55 - Control Panel Search (advanced sharing)

(== =)
%v“ﬁ b Control Panel » - | g | | advanced sh arind B |

.l.-l- Metwork and Sharing Center
Manage advanced sharing settings

@Search Windows Help and Support for "advanced sharing”
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3. AChange Sharing Options dialog box displays. Update the following:

a. Turnon network discovery by selecting the Turn on network discovery option under the Network discovery
section.

b. Turn on file sharing by selecting the Turn on file sharing and printing option under the File and printer sharing

section.

c. Click the Save changes button.

Figure 56 - Advanced Sharing Settings

(= =)

@Ovh@ < Metwork and Sharing Center » Advanced sharing settings - | +4 | | Search Contral Panel L |

-

Change sharing options for different network profiles

Windows crestes a separate network profile for each network you use, You can cheose specific options for
each profile.

Harme or Wark {current profile) [Xj
Metwark discowery

When network discovery is on, this computer czn see other network computers and devices and is
visible to other network cemputers, What ic networe discovery?

(@ Turn on network discoveny
) Turn off netwerk discovery

File and printer sharing

When file and printer shanng is on, files and printers that you have shared from this computer can
be accessed by people onthe network.,

@) Turn on file and printer sharing
() Turn off file and printer sharing

[ @Saved\angﬁ H Cancel
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Enable Administrator

The built-in administrator user account is disabled by default. To enable the administrator:

1. Select the Start menu and type local securityin the search field.
2. Right-click the Local Security Policy option and select the Run as administrator option.

Figure 57 - Local Security Policy Menu
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3. The Local Security Policy window displays. In the left-hand pane, select Local Policies and then select Security Options.
4. Inthe Security Options section, double-click to open Accounts: Administrator account status.
Figure 58 - Security Options: Administrator Account Status
ey
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5. The Administrator account properties window, select the enabled option and then click the OK button.
Figure 59 - Enable Administrator Window
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6. Open the Control Panel.

7. Type userinthe search box and then click User Accounts.

Figure 60 - Control Panel Search (Users)
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ﬁﬁ; User Accounts
&) @) Add or remove user accounts
@ Create standard user account

Change your account picture

Change your Windows password
. — . PR -

8. Select Manage another account from the selection list.
9. Select Administrator from the list of accounts.
10. Select Create password from the list of actions.
11. Enter (and confirm) the new password. You can optionally enter a password hint as well.

12. When you are ready, click the change password button.
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Figure 61 - Change Administrator Password Window

-|$ <« Change an Account » Change Password - | L | | Search Contral Panel L0 |

Change Administrator’s password

Administrator

Administrator
Password protected

You are changing the password for Administrater, If you do this, Administrator will lose all EF5-encrypted
files, personal certificates, and stored passwords for' Web sites or network resources,

To avoid losing data in the future ask Administrator to make 2 password reset floppy disk.

m

.\Icw passwrord

Confirm new password

If the password contains capital letters, they must be typed the same way every time.
How to creste @ strong password

Type a password hint

The password hint will be visible to everyone who uses this computer.
What is a password hint?

I Change password I[ Cancel
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