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Notice

UNLESS EXPRESSLY SET FORTH IN A WRITTEN AGREEMENT SIGNED BY AN AUTHORIZED REPRESENTATIVE OF AXCIENT,
INC., AXCIENT MAKES NO WARRANTY OR REPRESENTATION OF ANY KIND WITH RESPECT TO THE INFORMATION
CONTAINED HEREIN, INCLUDING WARRANTY OF MERCHANTABILITY AND FITNESS FOR A PURPOSE.

Axcient assumes no responsibility or obligation of any kind for any errors contained herein or in connection with the furnishing,
performance, or use of this document. This document contains information that is the property of Axcient, Inc. This document
may not be copied, reproduced, reduced to any electronic medium or machine readable form, or otherwise duplicated, and
the information herein may not be used, disseminated or otherwise disclosed, except with the prior written consent of Axcient.

The information contained in this document is subject to change without notice.
Axcient™, Uptiva™, RapidRestore™, SmartArchive™, and SmartDR™ are trademarks of Axcient, Inc.

All other trademarks and registered trademarks are the property of their respective holders.
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Introduction

Axcient provides the option of copying backup jobs from an Axcient appliance to a direct attached storage (DAS) device for
the following purposes:

1. Initial Seed DAS - The initial seed backup of a Cloud backup job can take a substantial amount of time because all
data must be copied from the appliance and speed is limited by Internet bandwidth. If the initial Cloud backup will
take a long time, and will impede the business productivity, the user has the option of using an Initial Seed DAS for the
data transfer from an Axcient appliance to the Axcient Cloud.

See the Initial Seed DAS section for more information.

2. Archive DAS - The Axcient appliance and Cloud provide backup data protection. However, the user has the option
of using an Archive DAS as a separate backup archive. In this case, the user can store the Archive DAS in a safe loc-
ation and restore data from the DAS device as needed through the Axcient appliance.

See the Archive DAS section for more information.

Notes

« Torequesta DAS device for either purpose, contact Axcient Support during regular business hours.

« The DAS device hardware is the same for both uses, but the software loaded on the DAS device is specific to its inten-
ded use. When contacting Axcient Support, please make sure to specific its intended purpose. An Initial Seed DAS can-
not be used as an Archive DAS, and vice versa.

« This document and all other documents referenced in this guide can be found in the Axcient Documentation page.

Copyright © 2015 Axcient, Inc. All Rights Reserved.
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Initial Seed DAS

This section describes how to copy backup data to the DAS device for the initial Cloud backup to the Axcient Cloud.

Cloud Backup Prerequisites
Only data from backup jobs that are to backup to the Axcient Cloud are copied to the DAS device. Before starting a DAS trans-
fer, verify that all targeted jobs are to set to Cloud backup as follows:
1. Log in to the Unified Management Console (UMC) and click the devices tab in the top navigation bar to display the
Devices screen.
2. Click on a listed device to display the Backup Jobs screen, and then select a listed backup job.
3. The edit backup job screen appears. Depending on the type of backup job, the backup job should have the following
settings:
. Image Backup Job - The Backup Offsite box is checked.
« File Backup Job - A solid box appears next fo the desired folders and files.

Figure 1 - Image job Offsite setting

L 2]
Schedule name: domcomputer9-ib
Enabled: (If disabled, the schedule will not be run but data will be retained indefinitely.)
Relative Offsite Priority: 200 (Enter any integer to raise this schedule's offsite priority relative to others. Larger value means higher priority.)
Disk drives: - % C: refresh drive list
Backup schedule type: Hourly a
Backup Offsite:
Refresh interval: No Refresh [
Start time: 2 B oo B (2:00 Am)
Start a backup every: 8 [ hours
Keep starting backups until: 23 B : 00 a (11:00 PM)
On these days: Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
Keep backups for: 168 hours (about 7.0 days)
Enable Graduated Retention (Restore points become less granular over time.)
Turn on Log Flushing (Pre Backup): (e.g., MS Exchange Server, MS SQLServer)
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Figure 2 - File job Offsite setting
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previous next

4. If the backup job has not been configured to offsite backup jobs, the user will need to make this configuration and then
run the backup job. The user should confirm that the job has completed successfully before continuing.

o

Repeat this procedure for all devices and backup jobs that will be included in the Initial Seed DAS transfer.
6. After verifying all target devices and backup jobs, continue to the Create Initial Seed Backup section.

Copyright © 2015 Axcient, Inc. All Rights Reserved. 6
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Create Initial Seed Backup

NOTE: If any issues are encountered, please see the Troubleshooting section for more information.

Note: Port 4243 or 4244 is used for the offsite backup during the initial seed process to an Axcient data center. These ports
must be opened until the seeding is complete. Otherwise, the offsite backups during this period will fail.

The user will need to open the packing and place the DAS device next to the target Axcient appliance. Once this is done, take
the following steps to create an initial seed backup using a DAS device:

1. Connect the USB and power cables to the DAS device. See the figures below for reference as to the locations of the

USB and power ports on the various DAS form factors:
. (1] signifies the power connector.

. signifies the USB connector.

Figure 3 - 3TB DAS Devices Figure 4 - 8TB DAS Device
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Notes

« Make sure there is ventilation space around the DAS device to protect it from overheating.

« The larger RAID models require an external power supply which will come with the device. Connect the DAS device to
the power supply, and the power supply to a power outlet.

« The 3TB model will power on automatically once the power is p|u%ged in. The remaining RAID models all have power
on/off switches with three settings (on/auto/off). Make sure that these are set to the @n position.

« The RAID models have status lights above each drive. The user may see the following status lights:
= Solid Blue - Functional but inactive.
= Blinking Blue - Functional and active.
= Blinking Red - RAID array is being rebuilt.
= Solid Red - Abad drive.

« The RAID model drives are Axcient specific. DO NOT remove or replace them. Contact Axcient Support if there are
any issues.

Copyright © 2015 Axcient, Inc. All Rights Reserved. 8
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2. The DAS device comes with a USB cable. Connect the USB cable from the USB port on the DAS device to one of the USB
ports on the Axcient appliance.

Figure 7 - Location of USB powers on tower appliances
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Figure 9 - Locatin of USB ports on 2U appliances

3. Log in to the Unified Management Console (UMC) of the target appliance and click the options button in the top-right
menu.

Figure 10 - Location of options button
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4. The Options screen will appear. In the Copy to Removable Drive for Offsite section, do the following:
a. Review the list of backup jobs under The following backup jobs will be included in the offsite backup section, do
the following:
m [f this list is correct, skip to step C.
m [f this list is empty or incomplete, continue to step B.

b. Review the list of backup jobs under The following are onsite-only backup jobs and therefore will not be included
in the offsite backup section. If the user wants any of these jobs to be included in the offsite backup, the job defin-
ition must first be modified as per the instructions in the Initial Seed DAS section.

c. Click the Start button. A popup window appears to verify the DAS copy command. Click OK to confirm.

Figure 11 - Options Screen: Offsite Backup section

copy to removable drive for offsite

The following backup jobs will be included in the offsite backup:

Offsite Schedule Name
99.11 FF 1

twaxdev test-file1

99.11 foobar

The following are onsite-only backup jobs* and therefore wiil not be included in the offsite backup:

Onsite Schedule Name
Exchange Mailboxes

77.199 Pub Folders and User1
Pub Fidr only

99.11 Image

99.21 Image

Note™ To modify a backup job to become onstte/offsite please see the help link: t_)
Enable copy of offsite files to an external DAS drive:
mount drive start cancel prepare drive to disconnect

Copy Progress

Notes

« The Start button is not enabled (appears gray) if the export drive is not connect. If it is connected but not mounted, click
the mount drive button.
. Ik\)AixEd fille backup jobs (jobs in which files are set for both onsite and offsite, as well as only onsite) appear in the offsite
ackup list.

Copyright © 2015 Axcient, Inc. All Rights Reserved. 11
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5. The copy process will begin. The Copy Progress bar indicates the current status. When the transfer is complete, a pop-
up window appears with a success message. Click OK.

6. Once the copy has completed successfully, click the prepare drive to disconnect button. Once this button is
clicked, the user can disconnect the DAS from the Axcient appliance.

7. Using the same packaging material, repackage the DAS and send it back to Axcient using the included return mailing
label. See the DAS related email from Axcient Support for any additional information.

Do not disconnect the DAS device before the success message appears. Otherwise, the Axcient appliance could
hang and be left in an unstable state. The user can cancel the DAS copy prior to completion by clicking the cancel button.
However, the copy starts over from the beginning if restarted after canceling.

Note: Data copied to a DAS device used for the initial offsite backup is encrypted to ensure security during transport the
Axcient data center (where it is also encrypted).

Copyright © 2015 Axcient, Inc. All Rights Reserved. 12
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Archive DAS

This section describes how to copy backup data from the Axcient appliance to an Archive DAS as a separate archive, which
can be used to restore data to another device at a later date.

Create Backup on Archive Drive
NOTE: If any issues are encountered, please see the Troubleshooting section for more information.

To copy backup jobs to an Archive DAS, do the following:

1. Connect the Archive DAS to the Axcient appliance. See Steps 1 through 3 in the Create Initial Seed Backup section for
further instructions on how to do this.

2. log in tothe UMC of the target appliance and click the options button in the top-right menu.
3. The Options screen will appear. In the Export to removable drive section, do the following:
a. Underthe Exportable Jobs section, check the box next to each backup job to be achieved to the Archive DAS.
Only image and file jobs can be selected.
b. Under the Export Options section, choose one of the following options:

= Export selected jobs - Select this options to copy/overwrite the selected jobs to the Archive DAS. This
overwrites any existing data of the same name already on the Archive DAS. Existing jobs with different
names will not be affected.

= Export selected jobs (no retention pruning) - Select this option to coL)y/ append the selected
jobs to the export drive Jobs already on the export drive are ugdoted to match the appliance version
zxcl:epgthot restore points which are pruned on the appliance but still exist on the Archive DAS are not

eleted.

n Clear all existing data and then export selected(jobs - Select this option to first delete all exist-
ing data from the Archive DAS and then to copy the selected jobs to the Archive DAS. If no jobs are selec-
ted, this option will delete all existing data on the Archive DAS.

c. Click the Start button. A popup window appears to verify the copy command. Click OK to continue.

Figure 12 - Options Screen: Export Drive Selection

export to remowvable drive

Exportable Jobs

||| Computer Job Name Job Type

||| Compaction 2 26 hours File -

|| Compadlion 3 Limited schedule File |
Compadtion 3 Keep everything File 3

O 2x11sB5 DLL files File m

[F] 2x11s85 lots of DLLs File

[]_Compaction 3 hours to day File cha

Export Options

@ Export selected jobs
: |Export selected jobs {no retention pruning)
iClear all existing data and then export selected jobs

mount drive start cance prepare drive to disconnect

Export Progress
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4. The copy process will begin. The Export Progress bar indicates the current status. When the transfer is complete, a
popup window appears with a success message. Click OK.

5. When the copy is complete, do the following:
a. Click the prepare drive to disconnect button.
b. Disconnect the export drive and store it in a safe location.
Do not disconnect the DAS devie before the success message appears. Otherwise, the Axcient appliance could

hang and be left in an unstable state. The user can cancel the DAS copy prior to completion by clicking the cancel button.
However, the copy starts over from the beginng if restarted after canceling.

Note: Data copied to an Archive DAS is not encrypted (unlike data cpied to an Initial Seed DAS device).

Copyright © 2015 Axcient, Inc. All Rights Reserved. 14
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Troubleshooting

If an error occurs during the DAS transfer process, check the event log for DAS-related events. See the Axcient Error Messages
Manual for more information about DAS events messages.

Figure 13 - DAS Event Messages

User Date Action Entity Details
UBS 0811202008 -124317 P OffsiteCopy: SUCCESS - Offzite files have been copied to DAS device UB:  View
UBS  05M2/2009- 124317 PM  OffziteCopy: Ummounting DAS device UBS View
UBS  05M272009-124317PM  OffsiteCopy: DAS device has been unmountsd UBS View
UBS 051272008 -124315PM  SchedulerOfisiteCopy: offsitecopy ig starting.. UBS View
UBS  05M2/2009-1Z43:15PM  OffziteCopy: Beginning copy process... UBS  View
UBS  05/12/2009 - 12:43:15 PN OfiziteCopy: Beginning copy process: cp -alu /uptiva/offzsite/ /mnt/axidass UBS View
UBS  0SM22009-12:41.03 PN OffziteCopy: Copy butien iz enatled and DAS iz mounted UBS  View
admin 05/12/2009 - 12:39:00 PM  legin USER View

Check the following if the DAS device is not working properly:
1. Check the power cord and verify it is Ipluggeol in to a working power socket. If an 8TB or 12TB DAS device is being
used, make sure that the power supply box and connector cord are securely connected.

2. Check the USB cable connection between the DAS device and the appliance. If the USB cable is connected properly,
try using a different USB port.

Check for sound. The user should be able to hear activity or feel mild vibrations as the disks begin to spin.

4. Ifthe user hears a scratching or skipping sound, or the user cannot feel or hear any activity, contact Axcient Support and
request a new DAS device. Please provide the asset tag number of the non-working DAS unit when contact Axcient Sup-
port.

w
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Restore From Archive DAS

Note: Data can be restored using any Axcient appliance, not just the original one
To restore data from an Archive DAS to another device, do the following:
1. Connect the Archive DAS to an Axcient appliance.

2. Logintothe UMC and click on the devices tab in the top navigation bar.

3. The Devices screen appears. When the export drive is connected to the appliance, an export drive section will appear
listing the connect Archive DAS. Click the icon of the target Archive DAS.

Figure 14 - Device Screen
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4. 'the Backup Jobs screen for the Archive DAS appears. Click on the target job name. Job names appear in the following
ormart:

device name: job name

device name is either the device alias or the IP address, or host name of the device.
5. The detail screen for that backup job appears. The user can now restore data from the backup job.

Note: Backup jobs on the Archive DAS are not copied to the Axcient appliance. The appliance is simply a conduit through
which the transfer takes place between the Archive DAS and the target device.

Copyright © 2015 Axcient, Inc. All Rights Reserved. 16
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