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Replication Method

To protect devices, the Axcient protection solution will first perform a seed replication job to capture the entire system
image of the protected device. Once the initial seed replication job is performed, Axcient leverages Reverse Incremental
methods for subsequent replication jobs to achieve rapid replication and rapid recovery, while ensuring that all new data

changes are captured and preserved.

This means that after the initial seed replication completes, each successive incremental replication applies the changes to
the full replication that was initially performed. This creates a new full restore point each time an incremental replication job

completes successfully.

This recovery process is more efficient because each restore point is independent. No incrementals need to be applied to a
restore point during a recovery. This ensures that there is never any chain-breaking because each restore point is always

available due to each restore point being an independent system image.

Axcient does not support deduplication for Windows 2012.

Deduplication

Axcient does not support deduplication for Windows 2012.
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Introduction

This guide describes how to protect devices using the Fusion service, as well as how to configure and reconfigure various

protection settings.

The Axcient protection solution should be configured to suit your business protection needs before being implemented. Once
these configurations have been made, you can quickly protect multiple devices while ensuring the devices meet these

business data protection standards.

The Fusion service is an appliance-less, cloud solution. You will deploy one or more Axcient Virtual Managers (AVMs) on the
ESX host where the target virtual machines(VMs) are located. The AVM will act as an intermediary, relaying replicated data

from the protected devices to the Axcient Cloud.

Cloud replication jobs can only occur while the AVM and target devices are powered on with a functioning outbound Internet

connection.

Types of Devices Protected

Fusion service protects the following devices:

o Fullimage and file replication and protection of Windows-based and Linux-based devices.

Foreign Characters Support

The Axcient protection solution supports protection and recovery of foreign characters that are UTF-8 encoded.

Unsupported Files

If an unsupported file error is encountered during a Windows image replication job, it will automatically be excluded from
replication and a warning will be printed to the event log. Despite the warning, the replication job will still complete with a
status of SUCCESS.

This means that unsupported files will not be protected using Axcient disaster recovery and business continuity features. You

must make sure that all critical data is in a supported file format in order to be recoverable.

An unsupported file is a file with a name that is not supported by Windows, such as ending with a blank or a period.

Preparing a VM For Protection

You must prepare all VMs before deploying the AVM on the ESX host. Preparation steps include:

o Install the latest version of required VMware tools on target VMs.

o Enable VMware Change Block Tracking (CBT) on target VMs.

o Enable Windows Remote Desktop Protocol (RDP) on target VMs.

These steps are required in order to avoid any issues with protecting VMs. Failure to prepare or confirm the preparedness of

VMs may result in the following:
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« Failure to successfully complete replication jobs.

o Unable to directly access the VM desktop in the Virtual Office.
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Install Latest VMware Tools

All VMs to be protected must have the latest VMware tools version installed.

To install the latest VMware tools:

T 1921689920 - vSphere Client
File Edit View Inventory Administration Plug-ins Help
STEP l ﬁ ﬁ |g Home b gf] Inventory b [l Inventory

2 @ @

W ulpr @

@ @ B
Bl [@ 192.168.99.20

(@ AxcientVirtualManager

A th. Summal Resource Allocation | Performance  Events  Console | Permis,
Right-click the appropriate VM, point to Guest, and %%ﬂ Power 5
@ R Guest ' Answer Question...
select Install/Upgrade VMware Tools. g A Snapshot , Enter Full Screen (Ctrl- Alt+ Enter)
= Open Console Send Ctrl+Alt+ Del Virtu
5 Edit Settings... Install/Upgrade YMware Tools
Add Permission... Ctrl+P )

al machine is an isolated computing

Report Performance...
P! BN use virtual machines as deskiop or

Rename ments, as testing environments, or to
applications.

Open in New Window... Ctrl+Alt+N pp

Remove from Inventory h on hosts. The same host can run

Delete from Disk s

A—

STEP 2

In the Install/Upgrade Tools pop-up window, select the

™ Interactive Tools Upgrade
Use this option to change the installed VMware tools component.

Automatic Tools Upgrade

Automatic Tools Upgrade radio button. wCenter will upgrade VMware tools without interacting with the guest 05,
) ) The virtual machine will sutomatically reboot after the upgrade, if needed.

Click the OK button to save your settings.

Advanced Options: I

Upgrade behaviour can be adjusted using advanced options. Consult the
vCenter documentation about using these options.

Help 0K
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Enable Change Block Tracking (CBT)

Change Block Tracking (CBT) is automatically enabled on the target VMs after the AVM is deployed on the ESX host and the
initial seed replication job begins.

In the event you would like to confirm that CBT is enabled on the VMs, follow the steps listed below. Before you can enable
CBT, the target VM must be powered off. You can confirm CBT settings when the VM is online or offline.

To enable or confirm that CBT is enabled on a vSphere web client (5.5 or higher):

ﬁ Windowsi0 Guest 05
STEP 1

Datacentar
Snapshots

2l EnterCluster
Right-click the powered-off VM and select the Edit

Settings opti f Open Remote Console
i option.

&b Migrate. .
Clone
Fault Tolerance
WM Policles

Tempilate

Compatibility

i G Edit Settings...

STEP 2 irtuad Herdare

Swap s locafion L T

Click the Options tab and select General in the Settings S

ir el e hire. dirmciory
list. Siore fhe e B T i DS LT CRNSCROry A fhe

Do b e mpenrilisd vy ety

In the Configuration Parameters section, click the Edit

Soee T S s b0 e olriasions Soacifed o

Configuration button to continue. [ e st e e
directory an ¥ viriual machines LUung & dabasic
Confirm the following settings: 10 BN ROSES SKIWIE) VAADTION it sfect e i

Tiowr Ehie artfeeC b wiriid Mg Tins

« ctkEnabled - Confirm that the value is true. To I ConAguesTon Parameber S I
EDIT COMFIGURATHDMN
change the value, double click the field and enter

Laterc Sanafndy Bz

the correct value.

o scsi#:#.ctkEnabled - Confirm that the value is true
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for all drives in the VM. To change the value, double
click the field and enter the correct value.

Click the OK button to save your settings.
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Enable RDP Connection

You must enable the Allow users to connect remotely to your computer option in order to use a Remote Desktop Protocol
(RDP) agent to access devices in the Virtual Office recovery tool. Using an RDP agent is the only way you can directly access
the desktop of a virtualized device in the Virtual Office. Because of this, if this option is not enabled on the original device
when a replication job occurs, and you select a restore point in the Virtual Office without this option enabled, you will not be

able to RDP into the virtualized device in the Virtual Office.

To enable Remote Desktop on a device:

% System
STEP 1 <« v 4~ = > Control Panel » System and Security > System

Control Panel Home . .. .
View basic information about your computer

On the device, launch Control Panel, navigate to System % Device Manager Windows edition
—
Windows 10 Pro

and Security, and select System. © Syoem protect
ystem protection © 2018 Microsoft Corporation. All rights reserved.

In the System window, click Remote Settings. & Advanced system settings
System

STEP 2
| Computer Mame | Hardware I Advanced I System Protection | Remote
Remote Assistance
In the Remote Desktop section, check the Allow remote V] Allow Remote Assistance connections to this computer

connections to this computer checkbox.
What happens when | enable Remate Assistance?

Please note that the specific steps may differ from

Microsoft OS to OS. However, the Allow remote

connection option will still be located in the Remote
Remote Desktop

section of the System Properties screen.
Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer

(@) Allow remote connections te this computer

Allow connections anly from computers running Remote
Desltop with Network Level Authentication recommended)

Help me choose

OK || Cancel |  foply
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Setting Up a New Service

After you complete each preparation step, you can begin to set up a new Fusion service.

To set up a new Service:

() MouniainView ¥  Cverview

Mountain View Unprotected
Navgate t0the et Wab Appiction Dshbosrda
expa nd the Activities of Interest section. This site has @ new WithProtectFlow service provisioned and ready to go.

Just o few setup steps, and you'll be on your way to getting new devices under protection. VIEW SERVICE

Click to expand the New Service activity and then click

the Start Protecting link. Activity of Interest for Mountain View
#  New Service New Gen3 Direct-to-Cloud service is ready to protect Less
NANE Pk REGISTERED
Test Service Direct o Cloud 17 hours ago

2 ENTERPRISE SERVICE SETUP

Welcome!
Let's set up your new service.

In the Setup pop-up window, click the Let's Do It button
In the next few screens, we'll be configuring and reviewing your Axcient Virtual

to begin the configuration process. Manager (VM) sorice. @

Atthe end of the setup, you'll be able to download and install your AV on an
ESX Host fo profect VM devices.

LET'S DO IT

© 2020 Axcient, Inc. All Rights Reserved. 12



IENT FOR ENTERPRISE SERVICE SETUP

STEP 3

Let's get things officially started.
You will be presented with the End User License

Please read and accept the following EULA fo confinue

Agreement.

Axcient, Inc.

After you review the agreement, click the | Agree
button.

End User Agreement

IMPORTANT - THIS IS A LEGAL AGREEMENT. YOU ARE AGREEING TO BE BOUND BY THE TERMS OF
THIS AGREEMENT.

Flease read this entire agreement carefully before using the Axcient service; you
are accepting and agreeing to be bound by the terms of this Agreement.

1. Provision of Service.

1.1 Axcient hereby agrees to provide to you during the term of this Agreement the

DECLINE AGREE

IENT FOR ENTERPRISE SERVICE SETUP

STEP 4

Review the global default settings
In the Settings Review screen, configure the Service

This settings can later be changed or overridden for individual

Alias and Bandwidth Limitation settings. AVM /devices to change the behavior

The default QoS settings are 10 Mbps during business SERVICE DETHLS

hours and Unlimited during non-business hours.

SERVICE ALIAS
To edit settings, click the Edit link in the IT Host EDIT

appropriate field.

BANDWIDTH LIMITATION

© 100 Mbps © Unlimited EDIT

Using default business hours

NEXT

© 2020 Axcient, Inc. All Rights Reserved. 13



AXxcient
. . . AXCIENT FOR ENTERPRISE SERVICE SETUP
STEP 4a - Alias Configuration

Review the global default settings

In the Service Alias field, enter the preferred Service

This settings can later be changed or overridden for individual

alias. AVM /devices to change the behavior

The Entitlement field cannot be edited because it is a SERVICE DETALS

paid-for-feature. To increase or otherwise change

. . SERVICE ALIAS
entitlements, please contact an Axcient sales T Host AL SAvE
representative.
These changes will be applied automatically. BANDWIDTH LIMITATION
€ 100 Mbps ® Unlimited L
When you are finished, click the Save link. Using defaull business hours

AXCIENT FOR ENTERPRISE SERVICE SETUP
STEP 4b - Bandwidth Configuration

Set WAN bandwidth allowance for service atd - raa4.

Configure WAN bandwidth usage for replication jobs

Cuslomizs bandwidth for an individual device on the devics's detail

during business and non-business hours. g

o During business hours
For business hours, Axcient recommends setting a ——— 100 Mb
ps

bandwidth that will not interfere with day-to-day L
business ope rations. ® During non-business hours

. . . No limit
For non-business hours, Axcient recommends setting s | 1 1 womes | 1w

the limit to No Limit so replication jobs complete quickly

|
When you are ready, click the Save button to save all

changes and return to the previous screen.

© 2020 Axcient, Inc. All Rights Reserved. 14



VICE S
STEP 5 SERVICE SETUP

Set when initial seeding should happen.

Configure when the initial seed replication job and

replication will occur. INITIAL SEED @ Start seeding immediately
Delay seeding to a later time
In the Initial Seed section, select when initial seeding

will take place. Please note that initial seeding may take RUM REPLICATION EVERY Qi v

® atalltimes
a long time to complete for large devices, and can

on specific days and times

impact day-to-day operations.

You can select from the following options:

« Start Seeding Immediately - The initial seed
replication job will begin as soon as a device is
protected.

« Delay Seeding Until Later - Delay the initial seeding
job to the set day and time.

In the Run Replication Every section, select when
replication will occur. You can select from the following
options:

« Time Period - The time between each replication
job.

o AtAll Times - Always follow the same replication
schedule.

« On specific days and times - Follow the replication
schedule on specific days and times.

When you are ready, click the Next button.

© 2020 Axcient, Inc. All Rights Reserved. 15



CIENT FOR ENTERPRISE SERVICE SETUP

STEP 6

Verify health threshold settings for this service.
Configure the alert thresholds that determine when an

These seffings will be applied to all devices protected by this service,

Axcient Virtual Manager (AVM) and a device fall out of but you can alwerys set custom threshalds per device or AVM
the protection threshold.

& AVM will become warned if it loses neiwork conneciivity for more than:

« AVM Network Connectivity Loss - Configure how ! HOUR
THoR | | | | | | | | 24 Hours
long an AVM can lose connectivity before entering a

B Device's most recent recovery point is older than:

—1HOUR
« Most Recent Device Cloud Restore Point - Configure L T

Warned health status state.

the length of time between two successful device
restore points before the device enters a Troubled
health status state.

NEXT

When you are ready, click the Next button.

NT FOR ENTERPRISE SER
STEP 7

You're All Set!
When you have finished the setup process, you will be Time to install your Axcient Virtual Manager.

presented with a link to download the Axcient Virtual
Manager (AVM).

hitps:/ /fw-one l.axuptiva.net/d2¢c_agent/eyl: [FESIREINE

The AVM must be deployed on the ESX on which all the Download the AYM and deploy it on the ESX host to start protecting
. devices. Copy and share the link to deploy on ather hosts
target VM devices are located. Learn more about best practices to profect your devices

Copy the link to download the AVM agent, and proceed

to the How to Deploy the AVM Agent section for more View Service (R

information.
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How to Deploy the AVM Agent

The Axcient Virtual Machine (AVM) is a VM that is deployed on the same ESX host as the target devices. A single AVM can only
protect a single ESX host and the VMs located on it. If you need to protect multiple ESX hosts, deploy an AVM on each
separate host.

The AVM is generated as an OVA file from the Axcient Web Application. When the OVA is generated, you must create a VM on
the target host using the OVA file. Once deployed, the AVM will automatically detect all VMs present on the ESX host and
begin the protection process. The AVM relays the replicated data of the protected devices to the Axcient Cloud.

Please note that if the AVM is offline, or otherwise nonoperational, replicated data will not be transmitted to the Axcient
Cloud and replication jobs will fail.

The AVM agent is not a local appliance; replicated data is not stored locally on the AVM.

AVM Sizing Considerations

The AVM sizing consideration matrix is designed to help you successfully plan the technical resources required to meet
business recovery point objectives and requirements. These sizing considerations are for the AVM virtual machine that is

created in order to replicate date of protected the ESX host and the target devices to the Axcient Cloud.

The matrix below is a guideline for how to allocate resources for the AVM virtual machine given a number of target guest VMs
and your RPO needs.

Be aware that these are guidelines and other factors might affect the total RPO time such as network bandwidth and
hardware limitations.

Number of

1 Hour RPO 2 Hour RPO 4 Hour RPO

Devices

4 Guest VMs

4 vCPUs, 8GB RAM

4 vCPUs, 4GB RAM

4 vCPUs, 2GB RAM

5 Guest VMs

4 vCPUs, 10GB RAM

4 vCPUs, 5GB RAM

4 vCPUs, 3GB RAM

10 Guest VMs

4 vCPUs, 10GB RAM

4 vCPUs, 5GB RAM

4 vCPUs, 3GB RAM

15 Guest VMs

4 vCPUs, 10GB RAM

4 vCPUs, 5GB RAM

4 vCPUs, 3GB RAM

To deploy the AVM agent:

Note: These instructions will vary depending on your version of vSphere.

© 2020 Axcient, Inc. All Rights Reserved.
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DOWNLOAD AGENT

STEP 1

Agent Installation Link

You will first need to capture the AVM Agent Installation

link in one of the following locations: UNIQUE AGENT LINK FOR (5! @
hitps: //fw-
o At the completion of the initial service deployment twol.axuptiva.net/d2c_agent/ey)zZXpYWwiOUcTVginO
process.

Click the link o download the agent installer. Copy and share the link with
e On the Service Detai[s pa ge’ located in the Service anyone who will be installing the agent to eligible devices.

Press Cammand-C when the link s selected ta copy it

at a Glance section.

Click the Click to Highlight button to copy the link. CUCK TO HIGHLGHT

STEP 2

Paste the AVM Agent Installation link in your preferred

Dene

Internet browser to download the AVM agent OVA file.

The AVM agent OVA file will be downloaded to the local . Yochd;
irect to Cloud Agent
device. Be sure that the device has access to the ESX installer is getting

ready!

host through vSphere.

Make note of where the AVM agent OVA file is
downloaded.

AXCIENT

© 2020 Axcient, Inc. All Rights Reserved. 18



STEP 3 E‘ Edit View Inventory Administrati Plug-ins Help
New ' tory b [F] Inventory
| Deploy OVF Template...
Log in to the vSphere Client (either Web or Windows). E:‘:,tt : e e
To begin deploylng the AVM agent, click the File menu Browse VA Marketplace.., i Summary ' Virtual M 5 | ResourceAlle
and select Deploy OVF Template. :::tmaps " | whatis a Host?

A host is a computer that uses virtualization softwz
as ESX or ESXi, to run virtual machines. Hosts pro
CPU and memory resources that virtual machines
give virtual machines access to storage and netwe
connectivity.

You can add a virtual machine to a host by creatir
one or by deploying a virtual appliance.

The easiest way to add a virtual machine is to def
virtual appliance. A virtual appliance is a pre-built
machine with an operating system and software al
installed. A new virtual machine will need an operz
system installed on it, such as Windows or Linux.

Source
Select the source location.

Source
On the Source page, click the Browse button to navigate iy
Disk Format
and select the downloaded AVM agent OVA file. Fisady to Complets P a————

C [|c k N ext to co nt i nue IC:VJsars\Admlmshabor\Down\oads\AxuanmrmaIManagar.o\LI Browse... I

Enter a URL to download and install the OVF package from the Internet, or
spedify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

STEP 5 OVF Template Details
Verify OVF template details.

On the OVF Template Details page, review the specific

Source
OVF template details. OVF Template Details
Name and Location Product: AxdentVirtualManager
Click Next to continue. Disk Format —
Network Mapping '
Ready to Complete Vendor:
Publisher: Mo certificate present

Download size: L.2GBE

Size on disk: 2.7 GE (thin provisioned)
20.0 GB (thick provisioned)

Description:

© 2020 Axcient, Inc. All Rights Reserved. 19



AXcient

STEP 6 Name and Location

Spedify a name and location for the deployed template

On the Name and Location page, type a descriptive

name for the AVM. Source Mame:
QVF Template Details

Click Next to continue. Name and Location : _
Disk Format The name can contain up to 80 characters and it

xdentVirtualManager

Metwork Mapping
Ready to Complete

STEP 7 Disk Format

In which format do you want to store the virtual disks?

On the Disk Format page, select the preferred provision Source Datastore: Roger D51
QVF Template Details -
type. Mame and Location ) .
yp Disk Format Available space (GB): I 3532.4
Axcient recommends selecting Thick Provision Eager Ready to Complete
Zeroed. " Thick Provision Lazy Zeroed

. .. . L. % Thick Provision Eager Zeroed
Thin Provision might also work, but it is not

" Thin Provision

recommended from an AVM resource utilization.

Click Next to continue.

Network Mapping
STEP 8 What networks should the deployed template use?

Source

OVE Template Details Map the networks used in this OVF template to networks in your inventory
On the Network Mapping page, select the appropriate e S T ‘
Network Mapping VM Network | VM Network |
VM netWork. Ready to Complete
The AVM must be on the same network as the target
VMs that will be protected.
. . Description:
Click Next to continue. T Vi e etk

© 2020 Axcient, Inc. All Rights Reserved. 20



Ready to Complete w

STEP 9 Are these the options you want to use?

Source
OVF Template Details When you ciick Finish, the deployment task wil be started.
Name and Location
Disk Format

Network Mapping
Ready to Complete

Deployment settings:
OVFfile: Ci\Users\s \Downl ient -
Dovinload size: 1268

sizeondisk: 276GB

Name: AxcientVirtualManager

Host/Cluster: localhost.

Datastore: datastores

Disk provisioning: Thin Provision

Network Mapping: "M Network” to "VM Network"

On the Ready to Complete page, review the OVF details.

When you have confirmed the OVF details, click the
Finish button.

Power on the AVM.

STEP 10 OVERVIEW SERVICES EVENTS USERS REPORTS

O Mountain View ¥ Overview

When the AVM agent VM has been powered on, navigate
to the Axcient Web Application Dashboard.

. . Activity of Interest for Mountain Vi
Expand the Activities of Interest section to view the New

AVMs alert. e NewAVM 1 AVM registered. Enfer credentials o start protecting devices.  Less

Mountain View Unprotected

Hover your mouse over the right-hand side of the alert w o

192.168.99.10 Test Service Enter Credentials

to expose the Enter Credentials link, and then click the
link.

ENTER CREDENTIALS FOR 192
STEP 11

Please enter your host credentials below.

Enter the ESX host credentials where the AVM agent is

located: £510 HOSTNAME/IP ADDRESS 192.168.99.203
ESXI HOST USERNAME root
o ESX Hostname/IP Address - Enter the host name or T T O e e e

IP address of the ESX host where the AVM agent

and the target devices are located.

MY HOST BELONGS TO A VCENTER ~ []
o ESX Host Username - Enter the ESX host username. Enrng e e el ol cicoe ae balorin 1o s 3o, o
o ESXHost Password - Enter the ESX host password. VCENTER HOSTAANE/ 1P ADDRESS
. VCENTER USERNAME
If the ESX host belongs to a vCenter, click the My Host TR ST

Belongs to a vCenter checkbox and enter the following:

o VCenter Hostname/IP Address - Enter the

hostname or IP of the vCenter where the target
ESX host is located.

o vCenter Username - Enter the username for the
vCenter where the target ESX host is located.

© 2020 Axcient, Inc. All Rights Reserved. 21



o vCenter Password - Enter the password for the

vCenter where the target ESX host is located.

© 2020 Axcient, Inc. All Rights Reserved. 22



Custom AVM Configurations

You can configure custom AVM settings that override settings configured in the Service Configurations page. You can
configure the following custom settings for each AVM:

o Enable Custom Bandwidth Limits

o Enable Custom Replication Settings

To configure custom AVM settings:

B Fusion_resisie v Services ¥ fusion_test

STEP 1

fusion_test Axcient Fusion

100 N

PROTECT
STORAGE 47% [N

SERVICE KEY t5fi-fdx9-4500-uqde | View AVM Download Link

SERVICE ID FPsgd 2 3
On the Service Details page, find the appropriate AVM, 0 I

click the drop-down arrow, and select View AVM.

&= 1 AVM and 5 devices protected by fusion_test - 9sg4

HEALTH & AVM DEVICES PROTECTED LAST HEARTBEAT LATEST CLOUD RP

PROD_AVM_FusionTest_do_not_delete 4 months ago 4 months ago

View All Events
View AVM
I Fusion_tesisie v AVMs © PROD_AVM_FusionTest_do_nof_delet...
RECOVER
. Troubled
PROD_AVM_FusionTest_do_not_delete
AVM IP ADDRESS  172.20.17.125 DELETE
AVM DETAILS

AV UUID 46877268247b5be230964161c6360b407S0cc36

STEP 2

Added Aprl2, 2018
SERVICE 95g4 - fusion_test

AVM CREDENTIALS
ESXI HOST 1722017.4 VCenter credentios entered

In the AVM Details page, click the AVM Settings link.

ESXVERSION  VMware ESXi 6.0.0 build-3380124 RETENTION

1yeor

ALERTING

o Alert: PROD_AVM_FusionTest_do_not_delete is outside of the
protection threshold.

PROD_AVM _FusionTest_do_nof_delete s roubled because one or more of ifs devices hos a latest restore point that \sﬁ Eype—
outside of the protection threshold.

o Tt / No limit

€) AVM Health Status History SOFTWARE

26.86.2.60.245
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CUSTOM AVM SETTINGS
STEP 2 _

. . Set custom bandwidth limits for
In the Custom AVM Settings pop-up window, set custom PROD AVM FusionTest do not delete
settings for the AVM, which will override settings

Custom sefting for this AYM will owerride the setfing configured in Service Configurations.

configured in Service Configurations. B o
(¥ Enable Custom Bandwidth Limits

€3 During business hours
o Click the Enable Custom Bandwidth Limits checkbox N

to define bandwidth limits for both business hours L

and non-business hours.

@ During non-business hours
« Click the Enable Custom Replication Settings

No limit
checkbox to define custom replication settings. You s L o
can optionally configure custom replication settings @ Enable Custom Replication Settings
for specific days and times. Rnreplicafion every  12Hours v
. at all times
Click the Save Custom Limits button to save your (o) eredimd g pestues
changes. EEEEEE

10:00PM W to 05:00AM W

You may need to adjust your Alert Thresholds to accommodate this
schedule.

SAVE CUSTOM LIMITS Cancel
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Configure Service Settings

You can configure Service Settings of an Axcient Service, giving you granular control over your Protection Policy. This includes
configuring when backup jobs occur, what it means for a device to fall out of protection threshold, and what kinds of alerts

are sent to which recipients.

Axcient lets you quickly protect many VMs on an ESX host using a pre-configured Service Protection Policy that is

automatically applied to the target VMs.

The ability to configure the Protection Policy powers Axcient's Manage by Exception philosophy by allowing you to define a
protection threshold. Once configured, notifications will appear on the Web App Dashboard and Service Details page of the

appropriate Service, as well as in emails to dedicated team employees, if configured.
Configurations are not permanent and can be changed at any time to accommodate a dynamic environment.

To access the Service Configuration page:

All 1 Services
STEP l TUNNEL  SERVICE ALIAS PACKAGE SERVICE 1D HEALTH SITE &

®  AX-LABBackup Enterprise 970x Axcient Intermal Usage

On the Axcient Web Application, click the Services tab in

the top navigation menu.

On the Services page, find the service to be configured,

click the drop-down menu, and select View Service.

B RE_fusion_test_site % Services W IRE_fusion_test
CONFIGURE SERVICE
ST E P 2 IRE_fusion_test Axcient Fusion

SERVICE 1D 55q¢ RECOVER ENTITLEMENTS AT A GLANCE
DEVCES 1007 N

PROTECT STORAGE®
R 69 [T 200 6B ented

SERVICE KEY 50as-ucié-ci1x-410y | View AVM Download Link 178 G used

On the Service Details page, click the Configure Service

button. You can then update the following settings:
o Service Settings
o Service-Wide Alerts and Thresholds
« Service-Wide Protection Policy
o Bandwidth and QoS (Quality of Service)
o Business Hours
o Time Zone

« Notification Configuration

Service Settings

The Service Settings section of the Configure Service page allows you to configure a few key settings, including:

© 2020 Axcient, Inc. All Rights Reserved. 25



« Alias - Configure the name of the Service as it appears in the Axcient Web Application.

« Auto-Protect - Devices that are protected under this service will automatically inherit the Protection Policy Defaults
configured under the service.

Figure 1 - Service Settings Configuration Section

Service Seftings

ALIAS fusion_test o

AOPROTET @

AVMs that register will automatfically inherit the
protection policy and threshold setfings.

SAVE Cancel

ing will begin according to the seffing
defined here
wity of Interest” module will reflect these
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Service-Wide Alerts & Thresholds

The Service-Wide Alerts and Thresholds section of the Configure Service page allows you to define a device protection

threshold under a specific Axcient Service. You can configure:
o AVM Network Connectivity Loss - Configure how long an AVM can lose connectivity for before falling in to a Warned
health status.
« Device Most Recent Cloud Replication Point - Configure how old the most recent cloud restore point can be before
the device falls in to a Troubled health status.
Additionally, a non-configurable alert will effect the health status of a device:
» Device Recent Restore Point Warning - A device will fallin to a Troubled health status state when the most recent
restore point completed successfully with warnings.

Figure 2 - Service-Wide Alerts & Thresholds Configuration Section

Service-Wide Alerts & Thresholds

Configurable thresholds: HOW THRESHOLDS WORK

de and will be used to determine

AVM's he
& Vi will become warned if it loses network connectivity for more than: r AYM's health

S | HOUR your overallsandard of proi

THoor | | | | | | | | 24 Houes

Email notifice i i and are

B Dovice's most recent recovery point is older than:

e e 12 HOURS

THR | | | | | | | | 24 Hogs

sent out b igured threshe ftings.

RESET TO DEFAULTS

These alerts are not configurable, but you can choose whether to be notified about them
in Site Settings.

@ Davice's best recent restore point within threshold completed with warnings.

SAVE Cancel
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Protection Policy Defaults

The Protection Policy Defaults section of the Configure Service page allows you to manage policy settings.

Axcient uses the Graduated Retention method of retaining data in the Axcient Cloud. You can configure the cloud retention in
order to determine how long data should be stored in the Axcient Cloud. The retention options are based on the entitlements
purchased. In order to increase the amount of time data can be retained in the Axcient Cloud, you must contact their Axcient

account manager or contact Axcient Support.

You can also configure when the initial seeding job will begin. You have the following options:

« Start Seeding Immediately - This will begin the initial seed replication job as soon as the AVM has been deployed and
the target VMs have been detected.

« Delay Seeding to a Later Time - You can configure a specific day and time for the initial seed replication job to begin.
The seeding job will begin as soon the configured date and time is reached, based on the Time Zone specified in the

Time Zone configuration section.

« Run Protection Every - You can specify protection frequency, choosing to run the same protection schedule at all

times or on specific days and times.

o AVM Replication Setting - You can configure the AVM replication schedule. By default, the AVM will attempt to perform

an application-consistent snapshot of protect devices. Alternatively, you can configure crash-consistent snapshots.

« An application-consistent snapshot process involves using VSS writers, which the application(s) will respond to
by flushing all memory content and 1/0 operations so the application is consistent. This means that buffers are
flushed, operations are completed, files closed, etc. This results in no data in the memory or any operations
being lost in the snapshot process. Once the snapshot is complete, the VSS writers will then tell the application

to resume normal operations.

An application-consistent snapshot takes the most up-to-date snapshot of the device to include, rather than

ignore, any in-process operations in the replication. This is most suited for database applications.

o Crash-consistent snapshot means that the snapshot is not application consistent and data would be preserved
but any transaction in memory and not committed to the disk will be lost. The crash-consistent shapshot will
replicate the device data as-is, and when recovered, will restore the data in the same system state as when
the snapshot was taken. No pending operations, open files, or unfinished business will be replicated or
restored. If there is data in the memory or if there are I/O operations in process or pending, the crash-

consistent snapshot will ignore them.
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Figure 3 - Protection Policy Default Configuration Screen

Service-Wide Protection Policy

nfiguring retention will allow you to choose how long
CLOUD RETENTION you'd want fo store your data and are limited by your

entiflements.

— 1 Year
b Cloud Initial seed sefings give you an option r start the
i ehy orto dell

1 WEEK IWEEKS 1 MONTH 3 MONTHS 1YER
exibility fo

5 will
INITIAL SEED start seeding immediately

Start jobs as soon as possible, as resources allow protection fr»':qu-':n-:,! seffing.

@ Delay seeding to a later time

Seed jobs after hours, over the weekend, or on a particular day

START ON Friday (¥
8:00 v
PM v

Replications will start anytime within an hour from when they are scheduled

RUN PROTECTION EVERY 1 Hour v
@ atall times

on specific days and times

AVA REPLICATION SETTING @ Application-consistent when possible

Crash—consistent only

Learn more about application and crash consistent snapshots here.

Cancel
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Bandwidth/QoS (Quality of Service)

The Bandwidth and QoS section of the Configure Service page allows you to configure the bandwidth usage settings for cloud
replication jobs during business and non-business hours.

« During business hour - Set how much bandwidth usage the cloud replication job can use during business hours.
Axcient recommends configuring a lower bandwidth threshold so the replication jobs do not interfere with the device
and network connectivity that may effect day-to-day operations.

« During non-business hours - Set how much bandwidth usage the cloud replication job can use during non-business
hours. Axcient recommends configuring a higher bandwidth threshold so that the replication jobs can complete
quickly.

Figure 4 - Bandwidth/QoS (Quality of Service) Configuration Screen

Bandwidth / QoS (Quality of Service)

Quality of
WAN
QoS valves selected below will apply to every AVM protected by this service. AVMs with custom bandwidth

limits will not be affected

Settings allow throttling of § bandwidth during business

and nen ess hours.

€ During business hours RESET TO DEFAULTS
No limit

s | | | somers | I I NO LT

@ During non-business hours

No limit

1 ME%S | | | 50 MEFS | | | NO LIMIT

SAVE Cancel

Business Hours

The Business Hours section of the Configure Service page allows you to configure the business hours for the service. The
business hours configuration works in tandem with the Time Zone and Protection Policy Default settings to automatically

begin replication jobs on schedule.
The business hours configuration should reflect the accepted business hours of the Site where the target devices are being

protected.
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Figure 5 - Business Hours Configuration Screen

Business Hours

Time settings allow you to change your business’ hours of

SUNDAY Closed W AM W o Closed v AM v .
operalion.
MONDAY 200 v AM W te 500 v PM W
Business hours are used in tandem with QoS fo give you

TUESDAY  ©:.00 v AM v fo 500 [V PM W contrel over bandwidth usage. You can change each day of

the week's hours of operation with an option to be 'Closed'.
WEDNESDAY ~ 9:00 v AM v fo  5:00 v PM v

RESET TO DEFAULTS

THURSDAY ~ 9:00 v AM v fe  5:00 v PM v
FRIDAY ©:00 v AM W fo  5:00 v PM W
SATURDAY  Closed v | AM W o Closed v AM W

SAVE Cancel
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Time Zone

The Time Zone section of the Configure Service page allows you to configure the time zone where target devices protected

by the service are located. The time zone configuration works in tandem with the Business Hours and Protection Policy

Defaults settings to automatically begin replication jobs on schedule.

In the Service Time Zone drop-down menu, you can configure the time zone which will be applied to all devices protected by
the service. All replication jobs, and other time-dependent configurations will operate based on the time zone configured
here.
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Figure 6 - Time Zone Configuration Screen

Time Zone
SERVICE TIME ZONE (GMT-08:00) Pacific Time (US & Canada) W @ All application data is shown using the global time zone.
RESULTING LOCAL TIME 10 Jun, 2019 12:35 PM However, because your service may be deployed in multiple
uTC 10 Jun, 2019 7:35 PM locaticns, you can ¢ o have QoS and Busi

honor the local device's fime zone instead.

S Mote that changing the i
Cancel rvice. Do not change the time

are in progress.

RESET TO DEFAULTS

Notification Configuration

The Notification Configuration section of the Configure Service page allows you to configure notifications so that you stay

informed of significant changes in the status of a device. These triggers are based on Alert Configurations.

The following notifications are generated:

« Warned - Action may need to be taken to prevent replications from becoming troubled.

o Troubled - The most recent recovery point is older than threshold defined for the service.

You can enter one or more email addresses where notifications will be delivered.

Notification Configuration

Health digest nofifications configuration Notfications are outgoing mess

informed of s nt changes in the status of 5

Get a health overview of your devices and services every day T based on threshold and

evices. Their tiggers are based on threshold an
fined on the nfiguration

page for each service.

be taken to prevent the

| [x] revsliam iz oming troubled

TROUBLED The most recent recovery point is older than
threshold defined for the senvice

RESET TO DEFAULTS
SAVE Cancel

+ Add Another
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Configure Site Settings

You can configure the Sites Settings that will apply to all protected services and devices registered under the Site.

To access the Site Settings page:

= @ AVNS 1 AVMS 5
DEVICES 3 troubled of 5 total DEVICES 4 troubled of 5 total
. . . . . . HEALTH
On the Axcient Web Application, click the Sites tab in the [S— P
. . (] @ Waormned
top navigation menu. 10 Uroroeced
On the Sites page, click the Details button for the target
Site.
IRE fusion_tos_she Troubled

ACCOUNT AT A GLANCE

2 SERVICES

g of interest is going on, you'll see i here firs.

o) Nothing Recent enever anything
Atthe moment, though, i ooks like there's nothing much going on. Sovices

Al protected

SETTINGS

On the Site Details page, click the Settings button under

the Account at a Glance section.

You will be able to configure the following settings:

« Notification Configuration

e PSATool

Notification Configuration

In the Notification Configuration section of the Site Settings page, you can configure notifications for one or more users.

These notifications include devices, cloud replication jobs, and connectivity.

Emails can be configured to receive only specific kinds of alerts. This ensure that the appropriate team members receive the

alert notifications and can take appropriate steps to resolve them.
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Figure 7 - Notification Configuration Section

Notification Configuration

Ovutgoing notifications will be sent by these methods: Noatifications are ouigoing messages intended fo kee,
informed of significant changes in the status of a site’s
L0CAL/D2C 1085 CLOUD JOBS CONNECTIVITY without having to be logged in to the application. Their
o triggers are based on Alert Configurations set above, and
Email ¢ B ¢ H PO the settings are site-wide.
RESET TO DEFAULTS
admin@pariner.com | | O 0
support@parfner.com (]
+ Add another

Configure your chosen PSA tool in the section below.

SAVE Cancel

PSA Tool

In the PSA Tool section of the Site Settings page, you can integrate the Autotask and ConnectWise Professional Services
Automation (PSA) tools with the Axcient protection solution. An Axcient client can only be configured with a single Autotask
account or a single ConnectWise account. You will not be able to configure an Axcient Service with multiple Autotask or

ConnectWise accounts.

Additionally, you cannot have both Autotask and ConnectWise PSA tools operating at the same time on a single Site. You will

need to select a single PSA tool to integrate with each Site.

For complete instructions, please reference the PSA Tool Integration section of this guide.

Figure 8 - PSA Configuration Section

PSA Tool

CONEIGURE USING ET———— - Configuring PSA fox an advanced setting
that requires setup in both the Axcient

and the third party’s application. For explicit guidance

on seffing up and troubleshooting both Axcient's PSA
SAVE
- Caneel integration and your favored PSA tool e full

documentafion.
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Stop Replication Jobs

You can park a device to stop a replication job.

When you park a device while a replication job is running, the job will stop and the device will assume a parked system state.

The replication job completion will still be listed in the Event page, even if the device is parked while the replication job is
running.
Parking a device does not remove the device from the Web Application. Instead, it changes the system status to Parked. This

does the following:

o Scheduled replication jobs will no longer occur as scheduled once a device is parked.

o Preserves all existing restore points for the device before the device was parked.

To park a device:

[l RE_fusion_tesi_sie ¥ Overview
STEP 1
IRE_fusion_test_site Troubled

Activity of Interest for IRE_fusion_test_site

2 SERVICES

2 Fusion services.

On the Site Details page, click the Devices link under the P ————
' :
Account at a Glance section. W ez Devics s ouid o ha proacion hreshold o
W vin2ker2 Device is outside of the profection threshold.
& win2ker2 55qc - IRE_fusion_test AVM_PROD_nesx..  2.8-109 Never -~
win2k8r2
@ Worned
RUNNING ON 10.2.165.4, 172.30.165.4 ATEST CLOUD RP Never
DEVICE IP 10.2.170.172 0s ‘Windows Server 2008 R2

On the Devices page, click to expand the desired device.

Click the Park button to park the device.
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Unpark a Device

You can unpark a parked device at any time. Unparking a device will continue the replication jobs as configured in the
Protection Policy.

To unpark a device:

[l RE_fusion_tesi_sie ¥ Overview
IRE_fusion_test_site Troubled

Activity of Interest for IRE_fusion_test_site

On the Site Details page, click the Devices link under the

4 devices require aftention
5 DEVICES
Al protected

W w1210 Device is outside of the profection threshold.

Account at a Glance section.

SETTINGS
W vin2ker2 Device is outside of the profection threshold.
® win2k8r2 55q¢ - IRE_fusion_test AVM_PROD_nesx...  2.8-109 Never _
win2k8r2

STE P2 @ rorked

RUNNING ON 10.2.165.4, 172.30.165.4 LATEST CLOUD RP Never RECOVER

DEVICE IP 10.2.170.172 0s Windows Server 2008 R2 UNPARK
win2kBr2 is porked, so1s no longer being actively backed up but s available for recovery.

On the Devices page, click to expand the desired device. N

Click the Unpark button to unpark the device.

© 2020 Axcient, Inc. All Rights Reserved. 37



Delete an AVM

There may be some situations where the AVM must be deleted from the ESX host. In the event that you need to delete an
AVM from the ESX host, do not delete the AVM while a replication job is in progress. It is possible that one of the client

machine’s disks may still be attached and this associated disk can be lost. A disk lost in this manner is not recoverable.

In order to avoid causing damage to the VMs on the ESX host, you will need to park all devices protected by the AVM. Parking
a device will stop all future replication jobs from beginning. Be aware that if a device is parked while a replication job is
running, the replication job will run until completion but no more replication jobs will begin thereafter. It is recommended
that once all devices are parked, that you wait some time to ensure that the replication jobs have completed.

You will see the following ESX error if the AVM has been deleted while a replication job is in progress. If you see this error,
then unrecoverable damage has been caused to one or more of the VMs on the ESX host:

Figure 9 - AVM Deletion Error

Power On virtual machine = .. \'

e File /vmfs/volumes/56ea3999-895a27 c2-8ab0-d48564 387104, Wind2kBR2-two,/ Win d2kBR2-two_1.wmdk was not found

== Seethe error stack for details on the cause of this problem.

Time: 4/5/2016 12:14:58 PM
Target: Wind2k8R2-two
ESXi: 172.20.13.10

|| E Error Stack

| Failed to start the virtual machine.

Cannot open the disk 'fvmfs/velumes/56ea3999-895a27 c2-8a60-d48564 387104/ Wind2kER2-twe, Wind2kER2-two-000004 wmdk' or ene of the snapshot disks it depends on.

The system cannot find the file specified

VMware ESX cannot find the virtual disk "/vmfs/volumes/56ea3999-895a27 c2-8a60 - d48564 38704/ Wind2k8R2-two/Wind2kBR2-twe.vmdk", Verify the path is valid and try again.
Meodule Disk power on failed.

Cannot open the disk '/vmfs/volumes/56£a3999-895a27 c2-8a60-d48564387104/ Wind2kBR2-two,/Wind2kBR2-two_1-000004.wmdk’ or one of the snapshot disks it depends on.

The system cannot find the file specified

VMware ESX cannot find the virtual disk "/vmfs/volumes/56ea3999-895a27 c2-8a60 - 4856438704 /Wind 2k8R2-two/ Wind2k8R2-twe_lvmdk". Verify the path is valid and try again.

Submit error report...
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Unprotect a Device

If necessary, you can unprotect and delete a device from the Web Application.

Warning!

Clicking the Unprotect button will delete the device and all replicated data from the Axcient Cloud and Web Application.
This will result in total data loss for the device. You will be unable to recover any data from the unprotected device.

To unprotect a device and delete a device from the Axcient Web Application:

_ S
STEP 1 RECOVER PROTECT
IRE fusion_te_ste Troubled

ACCOUNT AT A GLANCE

Activity of Interest for IRE_fusion_test_site

2 SERVICES

2 Fusion services.

5 DEVICES
Allprotected

SETTINGS

On the Site Details page, click the Devices link under the P ——

Account at a Glance section. ] dmmis N ——

W vin2ker2 Device is outside of the protection threshold.

B RE fusion_testsite v Devices ¥ ubunwl4-10
STEP 2

. ubuntu14-10 Troubled

. . . RUKNING ON 172.20.17.5 P
On the Devices page, click to select the device. B o o | v
In the Device Details page, click the Unprotect button to sl 550 - RE_fusion_es
DEVICE IP 172.20.17.215

stop protecting the device.

MM PROD_AVM_IRE_fusion_test_DO_NO...

You will be prompted to confirm your selection.
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Re-protect a Device

You can re-protect a device on a host which has been previously unprotected. Reprotecting a device will not repopulate any
recovery points from the time before the target device was unprotected.

To re-protect a device:

[ RE fusion test ste v Overview

STE P . IRE_fusion_test_site Troubled

ACCOUNT AT A GIANCE

Activity of Interest for IRE_fusion_test_site

2 SERVICES

On the Site Details page, click the Protect button. @ et e

All protected

SETTINGS

4 devices require attention

PROTECT DEVICES

STEP 2

Which service do you want to protect devices with?

On the Protect screen, select the appropriate Fusion SERNCE & SERMCE TYPE OBVICES
service if prompted and then click the Next button. (2 Sz, Lo Rusr 3
IRE_new_fusion_service Fusion 0

PROTECT DEVICES ON IRE_FUSION_TEST

STEP 3

1 device is not protected yet. Select devices you want to start

On the Protect Devices screen, click the Unprotected tab protecting
and select the devices to protect. S A— —
Click the Next button to continue. SEHECT  HEATH  DEVICE NAWE & a DISCOVERED
] O win2ksr2 AVM_PROD_nex@_D.. Amenthage
1 selected Select all | Deselect ll
NEXT
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PROTECTION SETTINGS FOR SELECTED DEVICES

STEP 4
Selected devices will be protected using the below service-wide
In the Protect Settings screen, review the Protection settings. These settings can be changed from IRE_fusion_test page.
Policy details.
. . THRESHOLD ALERTING Cloud RP - 24 hours

Cl|Ck the NeXt button to continue. Connectivity - 60 minutes

RETENTION 1 Year

BANDWIDTH/Q05 € 50 Mbps

® 500 Mbps
SEEDING START TIME Start seeding immediately

BACK

PROTECTION UNDERWAY

Here we go!

When you are finished, click the Done button. Now protecting win2k8r2.

Nothing much left to see herel

DONE
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PSA Tool Integration

This section describes how to integrate the Autotask and ConnectWise Professional Services Automation (PSA) tools with the

Axcient protection solution. The instructions listed here assume that you have already configured the PSA tool as needed.

An Axcient Client can only be configured with a single Autotask account or a single ConnectWise account. You will not be able
to configure an Axcient Service with multiple Autotask or ConnectWise accounts.

Additionally, you cannot have both Autotask and ConnectWise PSA tools operating at the same time on a single Site. You will
need to select a single PSA tool to integrate with each Site.

Recommended Practices

Before integrating the PSA tool, Axcient recommends the following:

« When integrating with Autotask, create a unique Client Account for the desired Client site(s), whether these are
customers or remote offices. If necessary, create a Service Desk Queue for the Client site(s). This is a way to

categorize similar tickets and designates resources to monitor and respond to tickets in the queue.

o When integrating with ConnectWise, create a unique Integrator Login for the desired Client site(s) and Company
Account, whether these are customers or remote offices. For instructions on how to create an Integrator Login or any

other ConnectWise-specific questions, please refer to online ConnectWise support.
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Autotask Integration with the Axcient Web Application

You can configure Autotask integration settings from the Site Settings page.

To integrate with the Autotask PSA Tool:

o~ B ocriow
STEP 1
In the Site Details page, click the Settings link. Aciviy ofnerest for IRE_fuson_ost_ste
sommcss
. ubunty12-10 Device is outside of the profection threshold.
. iolen Navira ic Anteida nf tha nrmtarting thrachnld
PSA Tool
STEP 2 s P

In the PSA Toolsection, click the Edit button. A Cemaatten oo 2ot and e
* Autotask
\\yesr%»‘«(.om n
PSA Tool
STEP 3 CONFIGURE USING Autotask v
USERNAME Eperry@axcientparinerdemo.com @
In the Configure Using drop-down menu, select Autotask T o
CONFIRM PASSWORD [
and update the following fields: iy G @
QUEUE 1D 5875555 o

o Inthe Username field, enter the username used to log o

in to the administrating Autotask account.

o Inthe Passwordfield, enter the password used to log

in to the administrating Autotask account.

o Inthe Confirm Passwordfield, confirm the password
entered in the Password field.

o Inthe Account IDfield, enter the Account ID of the
target Client site. This is automatically generated
when creating an account in Autotask. For
instructions on how to obtain the Account ID, please

refer to the How to Obtain the Account ID section

below.
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o Inthe Queue IDfield, enter the Queue ID for the
appropriate Service Desk Queue. This will bundle
similar tickets so that you can quickly respond and
resolve issues. For instructions on how to obtain the

Queue ID, please refer to the How to Obtain Queue

ID section below.

Click the Save button when you are finished.
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Autotask Appendix

As part of the Autotask integration process, you will need to complete a set of basic configuration tasks within the Autotask
platform.

This section of the guide outlines basic configuration tasks that take place within the Autotask platform. As a best practice,

however, we recommend referencing Autotask documentation for complete configuration steps.
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How to Enable the API Role in Autotask

The administering Autotask resource account, used to integrate with your Axcient product, must be configured as an API
user. You can either create a new resource account or update an existing resource account. In this example, we will create a

new resource account.

To configure a new resource account:

1. Hover your mouse on the Autotask icon to activate the main navigation menu.
2. Point to the Admin tab and select Resources (Users).
3. Click the New button to create a new resource user.
4. Click the General tab and enter basic account information.
o Inthe First Name field, enter a first name of the resource.
o Inthe Last Name field, enter a last name of the resource.
5. Click the Security tab and create login credentials.
o Inthe Security Levelfield, select API User (System).

o Inthe API Tracking Identifier field, select the Integration Vendor option and then select Axcient from the drop-

down menu.
6. Using the main navigation menu, point to Admin and select Features & Settings.
7. Click to expand the Resources/Users accordion menu and select the Protected Data Permissions link.
8. Find the resource account and ensure the View Protected Data checkbox is selected.

9. Click the Save button when you are finished.
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Figure 10 - Autotask Security Screen

RESOURCE MANAGEMENT *

[] save & Close | | [M] save Save & Copy | | (®) Cancel | Tabs with * contain required fields

General * Security * HR = Approvers ™ Associations * Skills Attachments

CREDENTIALS TWO-FACTOR AUTHENTICATION
U . Require Two-Factor Authentication for this
sername Resource

Option 1 - AuthAnvil
: AuthAnvil offers a strong authentication platform to
Active cover multiple assets (including Windows network,
production devices and web-based software) with a

*
Password single solution, allowing you io consolidate security
SEEEHESERS RN NN management and foken use. It also provides a source of
new revenue by allowing you to manage strong
Confirm Password * authentication for client assets on the same platform.

To learn more about AuthAnvil Two-Factor
Authentication or sign up, click here

Security Level *
API User (system) = Option 2 - CRYPTOCard Tokens

Option 3 - TOTP (Google Authenticator, etc.)

[T Allow Resource to access links to Datto pages from within Autotask {Datto
Time-based one-time password

Integration must be enabled)

[ Allow Resource To Edit SKills
"] Allow Resource to Create, Edit, and Delete Knowledgebase Articles

[ Allow Resource to send bulk emails
By checking this box you agree to the Contact Group Terms and Conditions. AP TRACKING IDENTIFIER
["] Resource is not reguired to Submit Timesheets AP version 1.6 & later require the use of an API
tracking identifier. Once assigned, this cannot be
changed.

Outsourcing Permissions *
' —
— b ) None

© Integration Vendor

() Custom (Internal Integration)

Generate
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Obtain the Account ID

The Account ID is found in the Account Details page of the appropriate account. To obtain the Account ID:

[

. Onthe top navigational menu, point to the My... tab and click Accounts under the CRM section.
2. Use the Searchfield to find the account.
3. Click the account or right-click the account and select View Account.

4. The Account IDis located in the left-hand section.

Figure 11 - Autotask Account Details Screen

2% %
MY...
Service Desk ‘Waiting My Approval * @
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Autotask1 <000 Wall Note Add mer
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ax Exempt o To-Dos @ Notes O Opportunities
@  AwientRogerPham | ) ) opp B
@ Tickets @ contracts @ Projects
@  AwcientRogerPham -
o - | Account Manager Steve Perry R oo |
ase.myOrg Account ID 30243651 mer
O[F ewiccom]
Bidermic | B New Account Note There are no fems to aispiay fom the last€ months. ) mar
Bobs Garage edited @ setCisssikcaton . 04|  Active Opp. 5000 To view activity older than 6 months, use the menu in the top-left comer and select “Notes”, or click here mer
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booo Close Opportunity Wizard r
Braconier Heating and Plumbing Lost Opportunity Wizard ibsvd‘Ouu. $0.00 mer
mount
Bytes and Junk Reassign Lead Wizard O abrechin . =
Chuckie Mansons House oflce Cream ® Gancel Account Wizard
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Obtain the Queue ID

The Queue ID is found in the Queue Details page of the appropriate Service Desk Queue, located in the Features & Settings
section. To obtain the Queue ID:

Figure 12 - Autotask Features & Settings Option

@ Search
HOME
CRM
DIRECTORY
CONTRACTS
PROJECTS

SERVICE DESK

TIMESHEETS

REPORTS

OUTSOURCE

ADMIN

Commonly Used

Q al + 2

Admin Categories

Extensions & Integrations

Getling Started
Resources (Users)

Form Templates |

Motification Templates
Workflow Rules
User-Defined Fields
System Settings

5. Expand the Service Desk (Tickets) section and click the Queues option.

Figure 13 - Queues Option in the Service Desk Section

Features & Settings | Extensions & Integrations

Expand All | | Collapse All

+| APPLICATION-WIDE (SHARED) FEATURES

+| YOUR ORGANIZATION

+ RESOURCES/USERS (HR)

+| ACCOUNTS & CONTACTS

—| SERVICE DESK (TICKETS)

Queues
Set up the folders that will contain tickets with similar
characteristics, and assign resources to monitor them.

Sources
Set up a list of ways a ticket can enter Autotask, which can be
used in workflow rules and reports.

Task & Ticket Statuses
Manage this list of statuses that can be assigned to a ticket.

Priorities
Define the levels of urgency associated with tickets.

Issue & Sub-ssue Types
Set up the issue and sub-issue types that will categorize your

tickets for routing, workflow, searching and reporting purposes.
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Service Level Management
Create and manage Service Level Agreements.

Support Email Address
Set up a default email address to use as the sender for
notification emails from Autotask.

Ticket Resolution Metrics

Configure the section on the Service Desk Dashboard that shows
a series of horizontal bar graphs that measure the actual
performance of the support team against self-determined goals.

Summaries
Activate/de-activate and re-order the summary metrics that
display on the Service Desk Dashboard.
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6. Right-click the desired Service Desk Queue and select the Edit Queue Details option.

Figure 14 - Edit Queue Details Option

SERVICE DESK QUEUES

Set up the folders that will contain tickets with similar characteristics, and assign resources to monitor them.

= New Save Cancel
Name « Description
Z ¥ Administrative Administrative
f € Anchor HD Tier 1 Helpdesk Reguests
Z ¥ AutoQueue ¢/ Edit Queue
y‘ ¥ Autotask Consulting | f Edit Queue Details Autotask Consulting
7 W CLEP
#  Client Portal Service Desk
Z ¥ ©sD csD
y‘ x Helpdesk Escalated Helpdesk Requests

7. Note the Queue ID is located in the Queue Summary screen.

Figure 15 - Queue Number Location

| https://ww2.autotask.net/autotask/popups/administration/QueueDetails.aspxTobjectid{288 78555 type=queue |

EI Save & Close ® Cancel

| | Summary Resources

Queue Name*
Anchor HD < Active

Queue Location™
British Columbia o

Queue Number
29878555

Queue Description
Tier 1 Helpdesk Reguests

Appears in Client Portal

When this is not checked, tickets in this queue will not display in the Client Portal

Queue Location
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ConnectWise Integration in the Axcient Web Application

You can configure ConnectWise integration settings from the Site Settings page.

To integrate with the ConnectWise PSA tool:

T B oo
STEP 1

In the Site Details page, click the Settings link. Acivy of forosi or IRE_fusion_tesL_sio
. ubunty12-10 Device is outside of the profection threshold. -
. iolen Navira ic Anteida nf tha nrmtarting thrachnld
PSA Tool
STEP 2 Vs S T—
In the PSA Toolsection, click the Edit button. A Cemaatten oo 2ot and e
* Autotask

Test PSA Conn:

N - -
e
of
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STEP 3

In the Configure Using drop-down menu, select

PSA Tool

ConnectWise and update the following fields: CONFIGURE USING ConnectWise =
URL vy - c-— -

o Inthe URLfield, enter the domain portion of the i 9
address used to access ConnectWise. Enter the URL APLKEY P-Q-‘-v-"l' (2]
as illustrated in the following example: APl SECRET RN -

o Correct - connectwise.com MSP COMPANY 1D [Axciem_f [7)
« Incorrect - www.connectwise.com COMPANY 1D [AX
o Incorrect - http://connectwise.com SERVICE TYPE Warranty )
In the API Key field, enter the public APl key LOCATION [fompa Offcs o
generated in ConnectWise. For more information on JODRESS LNE |
2106 SHADYHILL TER
the API, please refer to the Obtain API Information [ o

« Inthe API Secret field, enter the private APl key ary [Harrells
generated in ConnectWise. For more information on STATE Florida v
the API, please refer to the Obtain API Information

_ 1P j4667
section.
TICKET PRIORITY [Priority 1 - Emergency Response 0

o Inthe MSP Company IDfield, specify the company

name. For more information on how to obtain the ID, SERVICE SUBTYPE [’” o

please refer to the Obtain Login Information section

below. SAVE Cancel

o Inthe Company IDfield, enter the appropriate

company ID. For more information on how to obtain

the ID, please refer to the Obtain Client Information

section.

o Inthe Service Type field, specify the type of service
action to take. The value entered here must match
the value in the corresponding Service Type field in
ConnectWise. For more information, please refer to
the Obtain Service Type and Subtype section.

o Inthe Locationfield, specify the client location. The
value must match the Territory field in ConnectWise.

For more information, please refer to the Obtain
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Client Information section.

o Inthe Address Line 1 field, enter the client company
street address. This is not a required field.

o Inthe Address Line 2 field, enter the second line of the
client company street address. This is not a required
field.

o Inthe Cityfield, enter the client company city. This is

not a required field.

o Inthe Statefield, enter the client company state. This

is not a required field.

o Inthe Zipfield, enter the client company ZIP code.
This is not a required field.

o Inthe Ticket Priority field, enter the ticket priority
number, which must match a ticket priority set on the
server. If left blank, the ticket priority set on the
server will be used. For more information, please refer

to the Obtain Priority section.

o Inthe Service Subtype field, enter the service subtype,
which must match a subtype set on the server. If left
blank, the service subtype defaults on the server will
be use. For more information, please refer to the
Obtain Service Type and Subtype section.

Click the Save button when you are finished.
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ConnectWise Appendix
As part of the ConnectWise integration process, you will need to complete a set of basic configuration tasks within the
ConnectWise platform.

This section of the guide outlines basic configuration tasks that take place within the ConnectWise platform. As a best

practice, however, we recommend referencing ConnectWise documentation for complete configuration steps.
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Obtain the API Key

You can obtain APl information within the ConnectWise service. For the purposes of integrating ConnectWise with the Axcient

protection solution, you will need to create a new API key.
To create a new APl key:

1. Loginto ConnectWise and open the System menu.
2. Inthe System menu, click the Members link.
3. Inthe Members page, click the APl Members tab and then click the plus icon to create a new APl Member.
o Inthe Member ID field, enter Axcient.
« Inthe Role IDfield, make sure the role is configured with Add, Update, and Close tickets.
o Click the Save button but do not close the window. After you click the Save button, you will be given access to
the AP/ Keys tab.
4. Click the API Keys tab and then click the plus icon to create a new API key.
o Inthe Description field, type Fusion.
o Click the Save button but do not close the window.

o Record the public key and private key before you close the window. You will not be able to view the private key

again after this window is closed.

The image below details the location of the public key and private key fields (API Secret).

Figure 16 - ConnectWise APl Key Screen

< + E m o History » E

-~ You have successfully updated this record.

Public APl Key

Description:

Public Key: x . —

Private Key:

Note: The private key is only available at the time the key is created. Please make a note of it_
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Obtain Login Information

ConnectWise login information is created when first setting up the ConnectWise service. For the purposes of integrating
ConnectWise with the Axcient protection solution, you will need to enter the login information used to connect to

ConnectWise.

The image below details the location of the URL, Username, Password, and MSP Company ID field values.

Figure 17 - ConnectWise Login Screen

Con‘ictWise’

Site: | staging.connectwisedev.com
Company:  Axcient_f

User Mame: | admini

Password: |~

Login Forgot your password? Clear Cache  About

Obtain Client Information

To obtain the Client information required to finish integrating ConnectWise, you will first need to create a new Company

Account for the target Client site. Please refer to online ConnectWise support for instructions on how to create a Company

Account.

To obtain the required Client Company information:

1. Loginto ConnectWise.
2. Onthe left-hand navigation menu, expand the Companies tab and click the Companies option. The Company Search
page displays.
3. Inthe Company Name field, enter the name of the target company.
4. Select the target Company that was entered in the Search field and note the following information:
o Company address information, including Address Line 1 and 2, City, State, and Zip.

o The Territoryfield, which corresponds to the Location field in the Axcient Web App.
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o The Company ID field, which corresponds to the Company ID field in the Axcient Web Application.

Figure 18 - ConnectWise Company Screen

ArtSpace

Company | Hotes || Contacts || Opportunities || Tracks || Activities || Service || Projects || Agreements || Documents || Profile || Surveys || Sites H Team || Options || Configuratio
&« + H 8 ¢ & M Moew Links v History v &

| Company: ArtSpace a |
Company: * ArtSpace Site:  Main -
Phone: %o | 250 3rd Avenue North ?
Fax: | Minneapolis, MN 55401
Web Site: http:ifwrenw. artspaceusa.org )

| Company Details -
Type: * Customer - 'm
Status: * Active ¥ Market: ol
ITerr'rtury. Cleanwater Office I ¥ Date Acquired:  Wed 11/29/2006 -

. Primary Contact a

Hame: Gary W  Email: will@arts paceprojects .org
Title: Type:
Phene: (612} 333-9012 Relationship:
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Obtain Service Type and Subtype

The Service type and subtype are determined by the ConnectWise user account. This ConnectWise account is associated with
a specific Service Board which must be configured as needed by the administrative user. For more information regarding

Service Boards, please refer to online ConnectWise support.

This section will guide you on how to find ConnectWise field values; however, it is your responsibility to determine which

values to enter in the ConnectWise configuration screen in the Axcient Web App.
To obtain ConnectWise field information:

1. Onthe left-hand navigation menu, click System and then select Setup Tables.

2. Inthe Table column, enter Service Board in the searchfield and press the Enter key.

3. Click the Service Board option.

4. Onthe Service Board List screen, click the appropriate Service Board.

5. Click the Types tab to view a list of Service Types that can be used in the ConnectWise configuration screen.
Figure 19 - ConnectWise Types List

Setup Tables » Service Board List » Type List
Type List

| Boad || Stasss | Types Subtypes  Mems  Auto Templates ||_
o= 4 [T Search Clear

Service Type = Default Request For Change Inactive

| -

Break-fix
Proactive
Reactive

Roger Pham Type
Senver

WYarral

6. Click Subtypes tab to view a list of Service Subtypes that can be used in the ConnectWise configuration screen.

ConnectWise Subtypes List
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Setup Tables » Service Board List » Subtype List
Subtype List

Board Statuses Types Subtypes [tems
4= o Search Clear

Service Subtype = Types Inactive
-
Roger Pham Subtype 5
st1 5
st2 5
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Obtain Priority

The Service priority is determined by ConnectWise user account. This ConnectWise account is associated with a specific
Service Board which must be configured as needed by the administrative user. For more information regarding Service

Boards, please refer to online ConnectWise support.

This section will guide you on how to find ConnectWise field values; however, it is your responsibility to determine which
values to enter in the ConnectWise configuration screen in the Axcient Web App. The priority entered in the ConnectWise

configuration screen within the Web App will determine the priority setting for the automatically generated ticket.

To obtain these values:

1. Onthe left-hand navigation menu, click System and then select Setup Tables.

2. Inthe Table column, enter SLA in the search field and press the Enter key. Click the SLA option.

3. Onthe SLA List screen, select the appropriate SLA option.

4. Enter one of the listed values in the Priorityfield in the ConnectWise configuration screen.
Figure 20 - ConnectWise SLA Screen

Setup Tables » SLA List » SLA&A
SLA

SLA Sefup SLA by Priority o
«+H88&

| i Updated: 6/24/2005 4:14:05 PM by userld

SLA Mame: |B13ndard SLA |
Based on: |My Company Calendar v|
Calendar:

1 Calendar options are defined inthe Calendar Setup Table

Default? Usethis SLA if no SLA exists for the customer { agreement
SLA Application Orden I:I
Default Rezponse Matro:

High Urgency Medium Urgency Low Urgency
High Impact Priority 1 -Emergency Respai v || Priority 2 - Quick Response v | |Priority 3 - Normal Response v |
Medium Impact |Pr1'on'tv2-Quich.esponse v||Pr1'oritvS—NonnalR.esponse v||Prion'tv‘.’-—Non'nalR.esponse v|
Low Impact |Pr1'on'tv3—Non'naIR.esponse v||Pr1'oritv3—Non'nalR.esponse v||Prion'tv3—NomalR.esponse v|
Default Rezponse Goals:

Respond within: hours Goal Percent:
Plan within: hours Goal Percent:
Resolved within: hours Goal Percent:
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Configure PSA Alerting

You must configure which alerts will be published to the PSA tool. If you successfully integrate a PSA tool but neglect to
configure alerting, then no alerts will be published to the PSA tool.

Configure PSA Tool Alerting in the Web Application

To configure alerting and notifications in the Axcient Web Application:

| 3 ¥ Overview
STEP 1 IRE Troubled

in the Site Details page, click the Settings link. Aciy of Ifres fo RE_fusion_testste

4 devices require attenfion

5 DEVICES

Al protected

W buntuiz-10 Device is oulside of the profection threshold. -

W inokee Navica is autcide of tha nmtartinn thrachald

Notification Configuration
STEP 2 Per-event noffcaionsconfguaton
forming

In the Notifications section, click the Edit button.

health or connect iy

Lo o »”
BMAL REPLCATONS  REPLCATONS ~ CONNECTIITY
+m on *

oo oo (m] m]
Health digest nofifications configuration

Get a health overview of your devices ond services every doy

BIAL

Notification Configuration
STEP 3 Healh digest noffications configurafion

Get o health overview of your devices and services every doy

Configure alerting for the PSA tool as needed. Notifications

L

are published based on the Service-Wide Alerts &

Thresholds configuration settings. The following alerts can

RESET 7O DEFAULTS
SAVE Cancel

be configured for devices protected under the Site:

o Local/D2C Jobs allow you to configure notifications to
be published when a device health status changes due
to a local job, or for a D2C replication job to the cloud.
The options include Warning and Requires Attention
health statuses.

o Cloud Jobs allow you to configure notifications to be
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published when a device health status changes due to
a cloud job. This applies only to appliance-based
services. The options include Warning and Requires
Attention health statuses.

o Connectivity allows you to configure notifications to
be published when devices health status changes due
to loss of connectivity. This applies to both appliance-
based and D2C services. The options include Warning
and Offline health statuses.

Click the Save button when you are finished.
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