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### DUAL HOSTNAME INSTRUCTIONS: 

### Using Find and Replace, please replace the following values: 

### 

### APP.DOMAIN.COM -> The domain that will point to Anchor server 

### WEB.DOMAIN.COM -> The domain that will point to Apache 

### APPCRT.CRT -> The SSL CRT filename of your APP domain 

### APPKEY.KEY -> The SSL KEY filename of your APP domain 

### WEBCRT.CRT -> The WEB CRT filename of your WEB domain 

### WEBKEY.KEY -> The WEB KEY filename of your WEB domain 

### SSLCHAIN.CRT -> The SSL chain certificate for your domains 

 

### 

### 

 

Listen 80 

 

LoadModule actions_module modules/mod_actions.so 

LoadModule alias_module modules/mod_alias.so 

LoadModule asis_module modules/mod_asis.so 

LoadModule auth_basic_module modules/mod_auth_basic.so 

LoadModule authn_core_module modules/mod_authn_core.so 

LoadModule authn_file_module modules/mod_authn_file.so 

LoadModule authz_core_module modules/mod_authz_core.so 

LoadModule authz_groupfile_module modules/mod_authz_groupfile.so 

LoadModule authz_host_module modules/mod_authz_host.so 

LoadModule authz_user_module modules/mod_authz_user.so 

LoadModule autoindex_module modules/mod_autoindex.so 

LoadModule cgi_module modules/mod_cgi.so 

LoadModule env_module modules/mod_env.so 

LoadModule include_module modules/mod_include.so 

LoadModule isapi_module modules/mod_isapi.so 

LoadModule log_config_module modules/mod_log_config.so 
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LoadModule mime_module modules/mod_mime.so 

LoadModule negotiation_module modules/mod_negotiation.so 

LoadModule setenvif_module modules/mod_setenvif.so 

LoadModule ssl_module modules/mod_ssl.so 

LoadModule socache_shmcb_module modules/mod_socache_shmcb.so 

LoadModule wsgi_module modules/mod_wsgi.so 

LoadModule rewrite_module modules/mod_rewrite.so 

LoadModule headers_module modules/mod_headers.so 

 

ErrorLog "logs/error.log" 

LogLevel warn 

 

<IfModule log_config_module> 

    LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined 

    LogFormat "%h %l %u %t \"%r\" %>s %b" common 

    CustomLog "logs/access.log" common 

</IfModule> 

 

<IfModule mime_module> 

    TypesConfig conf/mime.types 

    AddType application/x-compress .Z 

    AddType application/x-gzip .gz .tgz 

</IfModule> 

 

AllowEncodedSlashes On 

TraceEnable Off 

AcceptFilter http none 

AcceptFilter https none 

EnableSendfile Off 

EnableMMAP Off 

 

RewriteEngine On 

RewriteCond %{HTTPS} off 

RewriteCond %{REQUEST_URI} !^/updater 

RewriteCond %{REQUEST_URI} !^/static/assets/ 

RewriteCond %{REQUEST_URI} !^/server/hostname 

RewriteRule (.*) https://%{HTTP_HOST}:510%{REQUEST_URI} 

 

<VirtualHost *:80> 

   ServerName APP.DOMAIN.COM 

   RewriteEngine On 

   RewriteCond %{REQUEST_URI} !^/updater 

   RewriteCond %{REQUEST_URI} !^/activity/create/ 

   RewriteCond %{REQUEST_URI} !^/static/assets/ 

   RewriteCond %{REQUEST_URI} !^/server/hostname 
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   RewriteRule (.*) https://WEB.DOMAIN.COM$1 [R=301,L] 

</VirtualHost> 

 

### SSL ### 

Listen 510 

SSLProtocol All -SSLv2 -SSLv3 

AddType application/x-x509-ca-cert .crt 

AddType application/x-pkcs7-crl    .crl 

SSLPassPhraseDialog  builtin 

SSLSessionCache        "shmcb:logs/ssl_scache(512000)" 

SSLSessionCacheTimeout  300 

 

<VirtualHost _default_:510> 

    ServerName APP.DOMAIN.COM 

    SSLEngine on 

    <IfModule mod_headers> 

        Header always set Strict-Transport-Security "max-age=63072000; 

includeSubdomains; preload" 

    </IfModule> 

    SSLHonorCipherOrder on 

    SSLCipherSuite "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 

EECDH+ECDSA+SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH EDH+aRSA !aNULL !eNULL 

!LOW !3DES !MD5 !EXP !PSK !SRP !DSS !RC4" 

    SSLCertificateFile "conf/ssl/server.crt" 

    SSLCertificateKeyFile "conf/ssl/server.key" 

    AllowEncodedSlashes On 

</VirtualHost>    

 

<VirtualHost _default_:510> 

    ServerName WEB.DOMAIN.COM 

    SSLEngine on 

    <IfModule mod_headers> 

        Header always set Strict-Transport-Security "max-age=63072000; 

includeSubdomains; preload" 

    </IfModule> 

    SSLHonorCipherOrder on 

    SSLCipherSuite "EECDH+ECDSA+AESGCM EECDH+aRSA+AESGCM EECDH+ECDSA+SHA384 

EECDH+ECDSA+SHA256 EECDH+aRSA+SHA384 EECDH+aRSA+SHA256 EECDH EDH+aRSA !aNULL !eNULL 

!LOW !3DES !MD5 !EXP !PSK !SRP !DSS !RC4" 

    SSLCertificateFile "conf/ssl/server.crt" 

    SSLCertificateKeyFile "conf/ssl/server.key" 

    AllowEncodedSlashes On 

</VirtualHost>    

 

<IfModule ssl_module> 
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    SSLRandomSeed startup builtin 

    SSLRandomSeed connect builtin 

</IfModule> 

### END-SSL ### 

 

WSGIPythonHome "C:/Anchor Server/penv" 

WSGIScriptAlias / "C:/Anchor Server/web/anchor.wsgi" application-group=%{GLOBAL} 

WSGIImportScript "C:/Anchor Server/web/anchor.wsgi" application-group=%{GLOBAL} 

WSGIPassAuthorization On 
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https://support.efolder.net/hc/en-us/requests/new
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