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You can leverage Axcient’s business continuity tools in the event of data loss or disaster. Axcient recommends you leverage
the local appliance whenever possible to ensure the quickest recovery time possible. In the event the local appliance is not
available, you can utilize Axcient's cloud disaster recovery and business continuity tools, including:

o Granular File Restore (Local and Cloud)

o Bare Metal Restore (BMR)

o Failover Virtual Machine (Local and Cloud)

o Export to VMDK

Recovery of Encrypted Files

The Axcient protection solution supports protection and recovery of encrypted Windows files using the BitLocker encryption

feature. You will be able to successfully recover all data using this encryption feature.

Axcient does not support file encryption using another encryption tool, feature or agent. You will not be able to recover data

encrypted with anything other than BitLocker.

Foreign Characters Support

In AxOS version 6.4.9 and later, the Axcient protection solution supports protection and recovery of foreign characters that
are UTF-8 encoded.

Unsupported Files

If during a Windows image replication job an "unsupported file" is encountered, it will be automatically excluded from the
replication and a warning will be printed to the event log. Despite the warning, the replication job will still complete with a
status of SUCCESS.

This means that unsupported files will not be recoverable using the Axcient disaster recovery and business continuity

features. You must make sure that all critical data is in a supported file format to be recoverable.
An unsupported file is one of the following:

« Afile that has been encrypted using Encrypting File System (EFS)

« Afile that has a name that is not supported by Windows, such as ending with a blank or a period

In some instances, you might have a Windows device running a Unix application that happens to rely on posix device files

(/dev). While replication jobs will complete successfully, failovers and Bare Metal Restores (BMR) will not.

Before performing any recovery actions, please make sure that the /dev file has been excluded from the replication job by
following the steps in the File Exclusion section of the Axcient Protection Guide.

© 2018 Axcient, Inc. All Rights Reserved. 4
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Deduplication

Axcient does not support deduplication for Windows 2012.

Fusion supports protection and recovery of encrypted files. You will be able to successfully recover encrypted data with the

Fusion platform. Fusion is not currently compatible with external encryption solutions.
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Granular File Restore (Local)

The local Granular File Restore recovery tool allows you to restore files, folders, and even entire directories from the local

Axcient appliance. This process can be performed by clicking the Recover button where available on the Web Application. In

this example, it will be performed from the Site Details page.

STEP 1

On the Axcient Web Application Dashboard, click the
Sites tab.

STEP 2

On the Sites page, click the Details button for the
desired Site.

© 2018 Axcient, Inc. All Rights Reserved.

AXCIENT

Welcome! Here's what's happening:

My Account | Help | Feedback | Logout

O BROWSE 4 SITES

ORGANIZATION AT A GLANCE

1 Activity of Interest Across All Sites

1 site requires aftention

1 site is protected as expected

v

4SITES
Lost device added A month ogo

7 SERVICES

No new services

ONUNE HELP

For all Axcient sarvices

CONTACT SUPPORT
Getintouch wih Axcient Support

FORUMS
The Axcient commnity message
board

KNOWIEDGE BASE
Tochnical aricles to help resolve

AXCIENT

DASHBOARD ~ SERVICES  SITES  EVENTS USRS
o @ HQ (SFBay Area)
HEALTH 2
W Troubled DRVICES 20 total
| 4 Wamed
© Unprotected SERVICES 3 folal
® Healhy
] ® Porked
) Houston
0

£5 No devices, No data

SERVICES 1 total

My Account | Help | Feedback | Logout

O rose

[T
UICES  No devices, No data

SERVICES 1 totol

O Nt

0

DEVICES  No devices, No dala

SERIICES Unprotected



AXcient

AXCIENT"

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

STEP 3
On the Site Details page, click the Recover button. e .

@ NewYok v Overview

1 dovice i being profecied as expocied Browse Devices e
1 SERVICE
Activity of Interest for New York et
o Nothing Recent Whenever anything of interest is going on, you'll see it here first. 1 DEVICES
Atthe moment, though, it looks ike there's nothing much going on. Al profecied

SETTINGS

VIRTUALIZATIONS

CLOUD VIRTUAUIZATIONS
None Acive.

1 device Is healthy and happy e Detiens

RECOVER SOMETHING

STEP 4

On the Recover Something screen, click the Recover
Data button.

What type of recovery do you want to do?

A Recover Data
Access and download files and folders from your restore
points.

& Make it Virtual
Run a virtual machine on a local appliance, virtualize

entire office in the cloud, or export a VMDK.

% Recover a System Image
Restore a complete Windows system image onto new

hardware by conducting a Bare Metal Restore.

@© Why don't | see the type of recovery | am looking for2
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RECOVER A FILE
STEP 5

On the Recover a File screen, click the Local (Express
Where would you like to recover from?
Share) button.

onsite backup lo i

lownload a file from an offsite backup to this

RECOVER FILE & FOLDER
STEP 6

Select the Service protecting the target device. If you

) ) ) ) Which appliance would you like to recover from?
are performing this step from the Service Details page
. i . You can only recover files and folders from one appliance at a time.
or Device Details page, skip to the next step.
SERVICE & DEVICES
EJZ] - PMLAB2-APP 19
LACS - NANCYVAPP 2

2 eligible appliances

4 BACK
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STEP 7

Select the device from which you would like to restore
and click the Next button.

© 2018 Axcient, Inc. All Rights Reserved.

VER FILE & FOLDER

STATUS

Which device would you like to recover from?

You can only recover files and folders from one device at a fime

DEVICE NAME & DEVICE TYPE
Accounting SERVER
BackupO1 SERVER
CEO LAPTOP

Exchange 2007  SERVER

Finance SERVER

One eligible device

BACK

APPLIANCE

PmLab2-App
Pmlab2-App
Pmlab2-App
Pmlab2-App

Pmlab2-App

LAST SUCCESSFUL ONSITE

2 hours ago

12 hours age

3 hours ago
44 minutes age

2 hours ago

@ Why don't | see the device I'm laoking for?

INEXT



“OVER FROM Al

STEP 8

Select the desired recovery point and click the Recover S
Select a point in time to recover from.

button. © Vehy dont | e -
_12/29/2014
DEC DEC DEC DEC
26 27 28 WX
2014
& Points & Points & Points 3 Points
O narm
O coon
& con

BACK
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RECOVER FROM ACCOUNTING

STEP 9

The UNC mount point is now generated. Copy and paste
the generated path into the File Explorer to access the
restored files.

A
Set the UNC mount expiration timer to give yourself i

enough time to complete the recovery actions. For Windows:
\\192.168.99.253\34-38-C+sessld-
484¢357a70094c6495097240bc604428

Excellent!
Here's the path to those files:

For Macs:
smb://192.168.99.253 /34-38-C+sessld-
484c357a70094c649b097240bc604428

Local recovery is achieved through a file, so you can get to
the files directly on this computer by following the provided path.
Note that it may take up to five minutes for the path o be operable.

Unmount share after:

24 hours

THWR | | | | 24nours | | | 7o

DONE Recover Something Else

© 2018 Axcient, Inc. All Rights Reserved. 11



Granular File Restore (Cloud)

In the event the local appliance is not available, you can restore files and folders from the Axcient Cloud.

The selected files and folders will be downloaded locally to the device performing the recovery task. You will then be able to
distribute the data as needed.

AXCIENT

My Account | Help | Feedback | Logout

L BROWSE 4 SITES

ORGANIZATION AT A GLANCE

DASHBOARD SERVICES EVENTS USERS REPORTS

Welcome! Here's what's happening:

STEP 1
On the Axcient Web Application, click the Sites tab.

1 Activity of Interest Across All Sites

4smEs
Lost device added A month ago
1 site requires aftention
7 SERVICES

No new services

AXCIENT TOOLS

ONUNE HELP
For all Axcient sarvices

2 sites under warning

1 site is protected as expected
CONTACT SUPPORT
Getin louch with Axcient Support

FORUMS
The Axcient community message
board

AXCIENT

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Accoun

STEP 2

In the Sites page, click the Details button for the desired

: O e
Site.
HEALTH e 0
(| M Troubled
| % Wamed
O Unproocied SIS 3okl
@ Hoolhy
()@ Porked
O Hous O Newtok

0
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AXCIENT"

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

STEP 3
In the Site Details page, click the Recover button. e .

@ NewYok v Overview

1 dovice i being profecied as expocied Browse Devices e
1 SERVICE
Activity of Interest for New York et
o Nothing Recent Whenever anything of interest is going on, you'll see it here first. 1 DEVICES
Atthe moment, though, it looks ike there's nothing much going on. Al profecied

SETTINGS

VIRTUALIZATIONS

CLOUD VIRTUAUIZATIONS
None Acive.

1 device Is healthy and happy e Detiens

RECOVER SOMETHING

STEP 4

In the Recover Something screen, select the Recover
Data button.

What type of recovery do you want to do?

A Recover Data
Access and download files and folders from your restore
points.

& Make it Virtual
Run a virtual machine on a local appliance, virtualize

entire office in the cloud, or export a VMDK.

% Recover a System Image
Restore a complete Windows system image onto new

hardware by conducting a Bare Metal Restore.

@© Why don't | see the type of recovery | am looking for2
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RECOVER A FILE
STEP 5

In the Recover a File screen, select the Cloud (Offsite
Browse) option.

Where would you like to recover from?

a file from an onsite backup 1o th

vnload a file from an offsite backup to th

RECOVER FILE & FOLDER
STEP 6

Select the Service protecting the target device. If

) ) ) ) Which appliance would you like to recover from?
performing this step from the Service Details page, or
You can only recover files and folders from one applionce at a time
Device Details page, skip to the next step.
SERVICE & DENCES
EJZ) - PMLAB2-APP 19
LACS - NANCYVAPP 2

2 eligible appliances

4 BACK
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VER FILE & FOLDER
STEP 7 =

Select the device from which you would like to recover
and click the Next button.

Which device would you like to recover from?

You can enly recover files and folders from one device af a fime.

STATUS  DEVICE NAME & DEVICE TYPE APPLIANCE LATEST LOCAL RP

®  Accounting SERVER Pmlab2-App 5 days agoe

® BackupO1 SERVER Pmlab2-App 3 hours ago

® ceo LAPTOP Pmlab2-App 15 minutes ago
®  Exchange 2007  SERVER Pmlab2-App 4 hours age

® Finance SERVER Pmlab2-App An hour ago

- . S SR 0

19 eligible devices © Why don't | see the device I'm locking for2

4 BACK
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“OVER FROM Al

STEP 8

Select the desired recovery point and click the Recover S
Select a point in time to recover from.

button. © Vehy dont | e -
_12/29/2014
DEC DEC DEC DEC
26 27 28 WX
2014
& Points & Points & Points 3 Points
O narm
O coon
& con

BACK
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STEP 9
Select the files and folders to be restored. Seleaighilericldecloce ve
. . . . . and ComPlus Applications Connection Wizard
Please note that selecting a file within a folder will only JR—— oo Fles "
recover the selected file, not the containing folder. L] i Bl PLUGINS
CONFIG.SYS NetMeeting SIGNUP
Reference the lower left-hand corner to view a tally of Documents and Sefings 84 Online Services hmmapi.di
. . 10.5Ys. Outlook Express iedw.exe
how many files and folders are being recovered. MSDOSSYS it xplora.xe
) NTDETECT.COM Windows Media Player
Click the Next button when the target data has been Program Fles Windows NT
Selected WINDOWS WmdowsUpdoie
_AClLs cmak
_Attributes
_Dosnames

_Shared_Administrator

Files selected: 5

Folders selected: 4

UNTING

STEP 10

Review the file recovery details and copy the URL. Paste

. . Review recovery details and confirm the download destination.
this URL into a preferred browser to download the

recovered data.

restore-2016-06-10-15-10-07.tar
Files: 5
Folders: 4

https:/ /my.axcient.net/download,/NjM3ZTMyYWVmZDViNDdkOTZiZmM3 ZTMzMDVjMzRINzU

COPY LINK

4 BACK DONE
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Bare Metal Restore

A Bare Metal Restore (BMR) allows you to apply a system image to new or existing devices rather than spending time and
resources rebuilding an entire device.

STEP 1

In the UMC Dashboard of the appliance protecting the
desired device, click the Virtual Machine & BMR tab.

Backup Staws Last Backup Control
STEP 2 Complete Fri, Nov 7, 7:00 pm

control...

Complete Men, Dec 15, 7:00 pm control...

Click the Control button next to the appropriate Comsiso Tha,san 5, 7005 =
R Complete Tue, Jan 6. 7:00 pm control...
device. Compicte e, ans, 700pm T

Not Done control...

Complete Tue, Jan 6, 7:00 pm
Virtual Machine and Bare Metal Restore *®
STEP 3 Failover VM = = TestVM - | | Bare Metal Restore - |

In the Bare Metal Restore drop-down menu, click b
Start. Shirup e Coppicte

Date of Last Backup Thu, Jan B, 7:00 pm
Server Online Status Online
Restore Status Idle

Most Recent BMR Startup Selections
Time Started 12/12f2014 - 2:55:04 PM
Backup Date 12/11/2014 - 7:00:25 PM

Close

© 2018 Axcient, Inc. All Rights Reserved. 18



Virtual Machine and Bare Metal Restore X
STEP 4 . B .
Select the recovery point and click the Start BMR e
‘Start Bare Metal Restore X

button.

Server Name: Windows 2008 R2
Server Address: 192.158.72.181

You have now locked the systemimage for the BMR
‘Server Startup Options
process. SR ~
01/22/2015 - 6:00:17 PM
This prepares the Bare Metal Restore b 01/24/2015 - 6:00:50 PM tes to 1 haur
01/20/2015 - 6:00:41 PM
01/19/2015 - 6:00:23 PM
Cancel, 01/16/2015 - 6:00:28 PM
~ 01/15/2015 - 6:00:57 PM
01/14/2015 - 6:02:00 PM

Close:
Files Scanned:
Eilae Mhanaad:

Axcient provides the following download files. To download a file, do the following:

STEP 5

- Select the desired link.
- Right click the mouse and select "save target as” (Internet Explorer], "save link as” (Firefox], or "save download linked file as" (Safari)

- Select a target location and download the file.

On the Downloads page, download the appropriate

BMR ISO to a bootable media.
Bare Metal Restore (BMR)

To convert a USB to a bootable media, please refer to Recover o 32-bit or &4 bit yter inage. Devnlod and burn the BV boot e (bmeiso) anfo @ CD fo create an Axcient Bare Metal Restore
Recovery Disk CD.

the Format USB as BMR ISO Guide for more [EMReo0 50]

information.

NOTE: If performing a BMR on an HP Prolient G9 HP G9 Proliant G9 Bare Metal Restore (BMR)

. . Recover a 32-bit or 64-bit system image. Download and burn the BMR boot file (bmr.iso) onto a CD fo create an Axcient Bare Metal Restore

device, you must use the HP Prolient G9 BMR Boot ooy DD, . e

[ER Proliont GO BMR Boot 15O [bmriscl]

1SO. Otherwise, the BMR will not complete

successfully.

Additionally, if device drivers need to be installed, add
them to the bootable device before beginning the
BMR.

© 2018 Axcient, Inc. All Rights Reserved. 19


http://axcient.com/downloads
http://documents.axcient.com/Manuals/Hardware/BMRSupport/bmr-usb-boot-guide.pdf

GRUB4DOS B.4.4 2AB9-86-28, Memory: 638R ~ 3B69M, MenuEnd: Bxd48B94

Mentest86
Reboot

STEP 6

Plug in and boot from the bootable media. A
GRUB menu displays. Select the Windows option.

A CIENT

BareMetalRestore

Use the * and | keys to highlight an entry. Press ENTER or 'b’ to boot.
Press ‘e’ to edit the commands before booting., or 'c’ for a command-line.

© 2018 Axcient, Inc. All Rights Reserved. 20



_ AXCIENT BareMetalRestore
STEP 7

Enter the IP address and login credentials for the UMC

of the Axcient appliance and then click the Connect @ 1 s o i o [T
button GRE"E“ bres Administrator Name |Admin
Administrator Password sovereee

Set Static IP..
Any additional configurations, such as loading drivers, ®

Utils/Tools
renewing the DHCP lease, or setting a static :

Reboot

IP address, can be completed here.

Note: For users who upgraded from AxOS 6.3.7 to
Ax0S 6.4.8:

Version 2.0-431

o You will need to manually partition the disks by
clicking the Utils/Tools option for a recovery point
made using AxOS 6.3.7.

o InAxOS 6.5.3, you will need to manually partition
the disk volumes if the device has multiple
volumes on a single disk. The BMR Utility will be
unable to appropriately replicate the partition

schema.

Failure to manually partition the disks might disrupt
the BMR process or create problems with the restored
device.

In both instances, please refer to the Manual Partition

section for more information.

© 2018 Axcient, Inc. All Rights Reserved. 21



STEP 8

192.168.66.29

2
'Jaﬂ BMR BMR Instructions

Select the recovery point and configure the BMR. The

following options can be configured:

CoxBak 1. Select source device 1P address in

o Reboe: Seting
{static IP or DHCP); unch

Turn OF

o Select User Source Device Network Settings to

apply the device's original network settings.

o Select Use Existing Partition Table to override the .

existing partition table and use the table

primary NIC (net
5. Click the Start BM

configured in the Tools section of the BMR.

o The Use 2nd NIC option is only available for

physical devices and assumes there is a direct
connection to the appliance rather than a

network connection.

Click the Start BMR button to begin the BMR process.

© 2018 Axcient, Inc. All Rights Reserved. 22



_ AXCIENT BareMetalRestore
STEP 9

I

[Gomcomputer! - Marketing Please install boot-critical device drivers pr—
+ Install boot-critical drivers

Towards the end of the BMR process, you will be

prompted to install boot-critical device drivers. Select

from the following options: T S e ot S O e
I™ Uia Bxciesiang Passicion Tubla 5 e
o I |+ Show driver description
o Select the Install boot-critical drivers option to FrisRE S L Install additional boot-critical driver

automatically install boot critical devices. L

o Select the Install additional boot-critical drivers
option to manually install drivers from the
bootable media as instructed above.

o Select the Return option to continue after the

drivers have been installed.

The BMR will complete and the device will reboot
automatically. Remove the bootable device upon
reboot so the device can boot from the OS.

_ AXCIENT BareMetalRestore
STEP 10

The boot-critical drivers will be installed and the BMR
process will run until completion. ©®-- BMR from DAS

Go Back Select “Start BMR'
to begin the BMR from DAS procedure.

Expanding INF files to C:\AXTEMP\driver...

When the BMR is complete, the device will restart.

Disconnect the bootable to let the target device boot

from the operating system.

Power on the newly stored device and confirm that
the BMR process has completed successfully.

© 2018 Axcient, Inc. All Rights Reserved. 23



BMR to a Virtual Machine

This section of the guide assumes that you have already locked the image with which you would like to perform the BMR.

This section outlines the necessary steps required to perform a BMR on a virtual machine (VM).

STEP 1 Axcient provides the following download files. To download a file, do the following:

On the Downloads page, download the appropriate ~Selecthe dosrod nk

- Right click the mouse and select "save farget as" (Internet Explorer), "save link as" (Firefox), or "save download linked fle as" (Safari).
BMR ISO to a host datastore.

- Select a target location and download the file.

NOTE: If you are performing a BMR on an HP Prolient
. ) Bare Metal Restore (BMR)
G9 dewce, you must use the HP Prolient G9 BMR Boot Recover a 32-bit or 64-bit system image. Download and bur the BMR boot file (bmriso) onto a CD to create an Axcient Bare Metal Restore

Recovery Disk CD.

1SO. Otherwise, the BMR will not complete [eMR 5001 50]

successfully.

Additionally, if device drivers need to be installed, add HP G9 Proliant G9 Bare Metal Restore (BMR)
. . . Recover a 32-bit or 64-bit system image. Download and burn the BMR boot file (bmr.iso) onto a CD to create an Axcient Bare Metal Restore
them to the bootable device before beginning the ey Dk Co.
(8 Prolors G BMR Beot 50 [bmeie|

BMR.

File | Edit View Inventory Administration Plug-ins Help

New »

Deploy OVF Template...
STEP 2 o ,
Report -
Browse VA Marketplace...
. . . . close tab [X] 4
Create a new virtual machine. o Wnatis a Hostz
A host is a computer that uses virtualization software, such Virtual Machines

as ESX or ESXi, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectiviy.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine wil need an operating
system installed on it, such as Windows or Linux

Basic Tasks

&' Deploy from VA Marketplace
& Create a new virtual machine Explore Further
I Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vilotion, and more

| Evaluate vSphere

P Tasks | Jroot

© 2018 Axcient, Inc. All Rights Reserved. 24
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AXcient

(&) Create New Virtual Machine S | B |
I SCSI Controller Virtual Machine Version: 8
STEP 3 Wihich SCSI controller type would you ke to use?

In the SCSI Controller screen, select the appropriate [ oot sestconoler

Name and Location

ost { Cluster " BusLogic Parallel
SCSI controller: e — Bestogcpersld

" LSILogic Parallel
Virtual Machine Version
&

Guest Operating System * LSI Logic SAS

o Select LSI Logic Parallel for Windows 2003 i ® TrrehE

Memory
Network

environments. scs1 Controller

Select a Disk
Ready to Complete

o Select LSI Logical SAS for 2008 and 2012 Windows

environments.

Click the Next button to continue.

Help < Back | Next > I Cancel W

(&) Create New Virtual Machine O | B |
I Ready to Complete Virtual Machine Version: 8
STEP 4 Click Finish to start a task that will create the new virtual machine

In the Ready to Complete screen, select the Edit the Confiuration Settings forthe e vl mcine:
Mame and Location N
. . . Host / Cluster Name: alex-DeleteThis
virtual machine settings checkbox. —— Folder ceoa
virtual Machine Version Host/Cluster: 192.168.99.239
. . .. . . Guest Operating System Datastore: D51
Click the Continue button to finish configuring the VM. cPus Suestos: Migrossftingous Server 2012 (s+61)
Memory CPUs: 1
Hetwork Memory: 4096 MB
551 Controller NICs: 1
i‘:::::::i; NIC 1 Network: 56 Netwark
mhws NIC 1 Type: E1000E
Ready to Complete SCSIController LSILoqgic SAS
Create disk: New virtual disk
Disk capacity: 40 GB
Disk provisioning: Thin Provision
Datastore: Ds_1
Virtual Device Node: SCSI(0:0)
Disk mode: Persistent

¥ Edit the virtual machine settings before completion

/Ay Creation of the virtual machine (VM) does not indude automatic installation of the guest operating
system. Install a guest OS5 on the VM after creating the VM.

Help < Back | Cnr\hnuel Cancel I

© 2018 Axcient, Inc. All Rights Reserved. 25



(3 Create New Virtual Machine = &8 =
| (5 alex-DeleteThis - Virtual Machine Properties O | 5 i
STEP 5 Harduare | Options | Resources | Profes |
Device Status
. ™ Show All Devices Add... Remove
In the Hardware section, select the New CD/DVD — = e | o o o o
R o,
option and update the following settings: B oy (addns) soseme Device Type
[ Video card (adding) Video card " dlient Device
. . & VMO device (adding) Restricted
o Inthe Device Status section, select the Connect at &y New CO/DVD (adding) [SLOW!II - Bugati s..
& New Floppy (adding) Client Device
New SCSI Controller (add... LSI Logic SAS
power On CheCkbOX' g New NIC (adding) 66 N::work ®imin s
& Mew Hard Disk (adding) virtual Disk | J
« Inthe Device Type section, select the Datastore O EmmreR
. . . [SLOW!I! - Bugatti shared] bmr.iso -_Bmwseu.
ISO file radio button. Then click the Browse button
to browse the datastore and select the N
dOWnloa ded bm r.iSO f|le Virtual Device Node
= |IDE (1:0) -
Click the Finish button.
The VM can now be powered on, and you can continue

with the BMR process. = p— =

GRUB4D0S ©.4.4 2089-86-28, Memory: 638K ~ 3B69H, MenuEnd: Bx48B94

Mentest86
Reboot

STEP 6

Power on the VM. A GRUB menu displays. Select the
Windows option.

AYCIENT

BareMetalRestore

Use the * and ¢ keys to highlight an entry. Press ENTER or 'b’ to boot.
Press ‘e’ to edit the commands before booting, or ’c’ for a command-line.
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STEP 7

Enter the IP address and login credentials for the UMC

Axcient appliance, and then click the Connect button. = Bl I o
Additional configurations, such as loading drivers, QR ores iﬁilid @
renewing the DHCP lease, or setting a static ®--
IP address can be updated during this process. :u. oz

Resost

Note: For users who upgraded from Ax0OS 6.3.7 to
Ax0S 6.4.8:

Version 2.0-431

You will need to manually partition the disks by clicking

the Utils/Tools option for a recovery point made using
AxOs 6.3.7.

Failure to manually partition the disks might disrupt
the BMR process or create problems with the restored

device.

STEP 8

192.168.66.29

Select the recovery point and configure the BMR using

BMR Instructions

- i (22315t Windous 207261 21 —
the following options: ®: -

Go Back

w Reboot Seting” for e metho:
static IP or DHCP); unch fi

I Use Seures Devics Narworl Sewing

o Select User Source Device Network Settings to

apply the device's original network settings.

Turn OF

« Select Use Existing Partition Table to override the

existing partition table and use the table

3. Click the Start BMR button.

configured in the Tools section of the BMR.

o The Use 2nd NIC option is only available for

physical devices, and will assume there is a direct

connection, rather than a network connection.

Click Start BMR to begin the BMR process.
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_ AXCIENT BareMetalRestore
STEP 9

I

[Gomcomputer! - Marketing Please install boot-critical device drivers pr—
+ Install boot-critical drivers

T Uia Sousce Devica Nocwark So e 7 acdress in

+ Show boot-critical devices

Towards the end of the BMR process, you will be

prompted to install boot-critical device drivers.

o Select the Install boot-critical drivers option to I Ui B P il ¢ %
<L |+ Show driver description
automatically install boot critical devices. RS 1 4 Install additional boot-critical driver
+ Return

o Select the Install additional boot-critical drivers

option to manually install drivers from the J R 1,‘

3. Qlick the Stant

bootable media as instructed above.

o Select the Return option to continue after the

drivers have been installed.

The BMR process will complete and the device will
reboot automatically. Remove the bootable device

upon reboot so the device can boot from the OS.

STEP 10

The boot-critical drivers will be installed and the BMR
process will run until completion. .5 R BMR from DAS

Go Back Select "Start BMR™
to begin the BMR from DAS procedure.

Espanding .INF files to C!|AXTEMP|driver...

When the BMR is complete, the device will restart.

Disconnect the bootable to let the target device boot

from the operating system.

Power on the newly stored device and confirm that

the BMR has completed successfully.
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Manual Partition

You will need to manually partition the disk(s) for a device being recovered using the BMR tool. This applies to the following

types of devices:

o Any device replicated using AxOS 6.4.8 and later

o Any device replicated using AxOS 6.5.3 with multiple volumes

Recovering a Device with Multiple Volumes

If you are recovering a device with multiple volumes, the BMR Utility will be unable to preserve the partitioning and will be
restored as an extended partition. You will be unable to convert these extended partitions back in to a primary partition. To
avoid this, you should partition disks manually using the Diskpart commands or by using the BMR Disk Partitioner.

To manually partition the disk(s):

AXCIENT BareMetalRestore

Click the Utils/Tools option before logging in to the

Axcient appliance. .mw.wm
IP Address of Axcient Appliance
. Renew DHCP Administrator Name l—
Administrator Password
° Set Static IP...

. Utils/Tools
eboa

Version 2.0-441
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AXCIENT BareMetalRestore

Select a preferred partitioning method:

o Select the Manually partition disk option to partition + Manually partition disk
. . . . + Un-identified device explorer
using a GUI. If you select this option, continue to = BeS
Step 3. + Return

« Select the DOS Window option to partition the disks
using Diskpart commands. If you select this option,
a DOS window will display.

Consult the System Administrator for the exact

commands to correctly partition the disks.

= Disk Partitioner =
STEP 3 Selected Drive:

On the Disk Partitioner screen, click the Add... button to \j
add partitions to the disk.

Disk #: 0 Type: 00000000 Size: 10GB

Available Paritions:
Click the ... button on the top-left corner to select the

ey L. Partiticn Type Capacity Free Space File Systemn
specific disk to be partitioned.

Add.. | Delete Edt.. | Refresh

Partition Information:

Volume #: Hidden: Status:
Offset: Active: Infa:
Format... Check... Defragmert... | Properties...
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AXcient

Create Partition
STEP 4

On the Create Partition screen, configure the following: Parttion Size (MB): ’—mmn E

o Inthe Partition Size (MB) field, configure the size of
the partition in MB.

0MB 10000 MB
o Inthe Partition Type field, configure the type of
partition (including primary or extended). [ Allocated 0% Partition Type: @
« Inthe Assign Drive Letter field, assign the drive [ Curent Patition Size  100%  Assign Drive Letter:
letter to the partition. = - 0%
Click the OK button to save these changes. Repeat Step | oK ‘ ‘ Cancel |

3 and Step 4 until all disks are correctly partitioned.
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Discarding the Image Lock

When the BMR has successfully completed, you must discard the image lock on the device. If you do not remove the system
image lock, backups will not continue to run on the device.

AXCIENT 3 P P = W S -

STEP 1

On the UMC Dashboard, click the Virtual Machines &
BMR tab.

Backup Status Last Backup Control
ST E P 2 Complete Fri, Nov 7, 7:00 pm control...
) . Complete Men, Dec 15, 7:00 pm control...
Click the Control button to view the lock for the BMR. Completo T, Jan's, 700pm o
Complete Tue, Jan 6, 7.00 pm control...
Complete Thu, Jan 8, 7:00 pm control...
Not Done control...
Virtual Machine and Bare Metal Restore *®
- | Bare Metal Restore ~ |
STEP 3
In the Bare Metal Restore drop-down menu, click Stop. stop
Backu
)CRUP JOD STATTS mnplete

Date of Last Backup Mon, Jan 26, 1:00 pm
Server Online Status Online
Restore Status BMR Started
BMR Startup Selections
Time Started 01/27/2015 - 12:35:52 PM

Backup Date 01/24/2015 - 7:01:17 AM

Close
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Virtual Machine and Bare Metal Restore

- - Bare Metal Restore -
STEP 4
On the confirmation screen, click the Done with BMR ©
Backup Information
button to discard the system image lock. Do With Bara Maetal Rastors «

Use this option if you're done with Bare Metal Restore and
would like backups to resume. Backups were automatically
suspended when the Bare Metal Restore started.

Please note that the VM will be discarded.

Cancel

Close
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Failover VM (Local)

Axcient's Failover Virtual Machine (VM) allows you to start a virtual machine on the local Axcient appliance in the event a
protected device is lost or fails. Although the Failover VM can run indefinitely, it is not intended as a long-term replacement

for a permanent server. The server functions should be transferred back to a primary device as soon as possible.

Test VM Screen Shot Validation

Screen shot validations are automatically performed after the successful completion of replication jobs to ensure that
replicated devices can be virtualized in the event of a disaster situation.

To ensure that screen shot validations can be successfully performed, please set the Screen Sleep Timeout option to 30
minutes or longer. When a Test VM is being deployed, minimal resources are allocated to the deployment so that they can be
used by other processes on the appliance, resulting in a longer deployment process. If the Test VM enters sleep mode during
the deployment, a screen shot created during this validation will depict a black screen and will result in a failed validation.

Be advised that the longer deployment process does not reflect the actual deployment time for a Production Failover VM.

Recovery Steps

Warning!

When protecting a device with the Windows Server 2008 SP1 operating system, you must confirm that the 955430
package has been installed on the target device before performing the recovery. Please refer to the Microsoft KB955430
article for more information and to download the package.

Without the 955430 package, WS2008 will be unable to install GPLPV drivers due to Windows not trusting the certificates
used to sign drivers.

This will mean that you will not be able to deploy a local failover VM for the device if it has more than 4 drives.
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AXcient

STEP 1

On the Axcient Web Application Dashboard, click the
Sites tab.

STEP 2

On the Sites page, click the Details button for the
desired Site.

AXCIENT

DASHBOARD SERVICES s EVENTS USERS REPORTS

Welcome! Here's what's happening:

1 Activity of Interest Across All Sites

My Account | Help | Feedback | Logout

S BROWSE 4 SITES

ORGANIZATION AT A GLANCE

1 site requires aftention

1 site is profected as expected

AXCIENT

USERS REPORTS

SITES

HEALTH ;e
(| M Troubled R
® Womed
© Unprotected SERVIES 3 fotel
@ Healhy
Porked

O ton

[

DEVIEES No devices, No data

SERVICES 1 totol

2 sites under warning -

@ HQ (F Bay Area)

4SITES
Lost device added A month ago.

7 SERVICES

Nonew services.

ONUNE HELP

Forall Axcientservices

CONTACT SUPPORT
Gotin ouch wih Axcient Support

FORUMS

The Axcient community message

KNOWIEDGE BASE
Technical ariles o help resolve

My Account | Halp

logout

© po

WS 0

No devices, No data

SERVICES 1 fotal

O N

[
DEVICES  No devices, No data

SERVICES Unprotected

AXCIENT

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

STEP 3

@ NewYok v Ovenview

New York Healthy d
1 device is being protected as expected Browse Devices

1 sERvice
Activity of Interest for New York 1 Direct o Cloud service

1 DEVICES

On the Site Details page, click the Recover button.

Whenever anything of inferest is going on, you'll see it here first.
At the momen, though, it looks fike there's nothing much going an. Allprotecied

1 device is healthy and happy Browse Devices

@ Nothing Recent

SETTINGS

CLOUD VIRTUAUIZATIONS
None Acive

© 2018 Axcient, Inc. All Rights Reserved. 35



STEP 4

On the Recover Something screen, select the Make it
X ) What type of recovery do you want to do?
Virtual option.

Data

download files and felders from your restore

points

a M tual
Run a al machine on a
entire office in the cloud, o

STEP 5

On the Virtualize a Device screen, select the Start
i . . What kind of virtualization do you want to do?
a Virtual Machine option.

n o gisasfer occurs o

ngs and availab

arget to directly perform

st

© Why aren't all types of virtualization available to me2

« BACK
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VIRTUALIZE A DEVICE

STEP 6

Select the type of local virtualization to deploy:
What sort of Virtualization is this?

o Select the Make it a Test option to test the
virtualization process and verify the availability of

recovery points in case of an emergency.

o Select the Put it in Production option in the event
of a disaster. This local failover VM can be used to
temporarily replace production devices until a

permanent replacement is ready.

VIRTUALIZE A DEVICE
STEP 7

Select the device to virtualize and click Let's Do It!.
Which device would you like to virtualize?

You can only virtualize one device at a time.

STATUS  DEVICE NAME DEVICE TYPE APPLIANCE

®  Llogisiics SERVER Pmlab2-App
® CEO LAPTOP Pmlab2-App
@®  Accounting SERVER Pmlab2-App
® ISmith DESKTOP Pmlab2-App
® Finance SERVER Pmlab2-App
® Marketing SERVER Pmlab2-App

One eligible device @ Why don't| see the device I'm looking for?

e

s
S

L

4 BACK

fae
o
§
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VIRTUALIZE WUNTING
STEP 8a: Test VM

If this is a test, configure the Test VM:

Configure your local Virtual Machine.

o Inthe Recovery Point drop-down menu, select the RECOVERY POINT

June 05, 2016 at 8:00am g
recovery point time. w8 .
. . . 512 MB | 14.5 GB | 284GB
o Using the RAM slider, allocate virtual RAM. o :
! | | | 5 8

o Using the CPU slider, allocate virtual CPU cores. 5 T S F
o Inthe Use Current Address field, enable or disable e

the option to use the device IP address. VNCPISSWORD  Test123
o Inthe VNCfield, enable or disable the option to IPADDRESS~ 192.168.99.100

allow a VNC connection (this option is only

available when manually configuring the LOOKS GOOD
IP address).

o Inthe VNC Passwordfield, enter the
VNC password (only if the VNC connection is
enabled).

o Inthe IP Address field, enter the IP address (only
if the Use Current Address field is disabled).
Click the Looks Good button to continue.

Please note that a Test Failover VM cannot
communicate with any other device. A Test VM cannot
be accessed through RDP.
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. VIRTUALIZE NTING
STEP 8b: Production VM

If this is production, configure the production VM:
Configure your local Virtual Machine.

o Inthe Recovery Point drop-down menu, select the RECOVRIPONT Juns 5. 2016 0 81000 -
recovery point time. _— -
. . . 512 MB | 14.5 GB | 28.6 GB
 Using the RAM slider, allocate virtual RAM. - i~
! | | | 3 8
o Using the CPU slider, allocate virtual CPU cores. o
o Inthe Use Current Address field, enable or disable VHC PASSWORD ~ Test123
the option to use the device IP address. PIODRESS domeompuler

o Inthe VNCfield, enable or disable the option to

allow a VNC connection (this option is only

available when manually configuring the
IP address).

o Inthe VNC Passwordfield, enter the
VNC password (only if the VNC connection is
enabled).

o Inthe IP Address field, enter the IP address (only
if the Use Current Address field is disabled).

Click the Looks Good button to deploy the local
Production VM failover.
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Viewing the Local Failover Details

You can view the local failover information for the device after the failover VM is running.

@ HQ(SFBayArea) ¥ Overview

STEP 1 HQ (SF Bay Area) Healthy _ SECONER

] ] L 16 devices are being protected as expected Browse Devices
On the Web Application Dashboard, expand the Activities

e =
of Interest section, click Local Virtualizations, and then
. . W local Virualizations Running 1 fest VM loss s bl
click the Manage VMs link.
Test 1 VM running Manage VMs

LOCALVMS
1 Test

CLOUD VIRTUALIZATIONS
None Active.
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@ HQ(sFBayArea) ¥ Devices
STEP 2 HQ (SF Bay Area) Devices m

20

The Local VMs section of the Client's Device List page Atpromcod
. DEVICE NAME v VATYPE STATUS
displays. —— - ofine
Click to expand the device and view information about ol - Offne
R&D - Offline
the failover VM, including: o . oftne
MFields - Offline
o Recovery Point - The recovery point selected Markotng . Ofte
in the failover deployment. e mm S
Manufacturing
. . #3 Running
o VNC - Whether VNC is enabled or disabled. o e
. W Enabled RAM 2.03GB
o VNC Password - The configured VNC § a0 T v doncompus
password.

« Duration - Length of time the failover VM has been
running.

o RAM - The amount of RAM allocated in the failover
deployment.

e |P-The IP address or domain name of the failed

over VM.

The following administrative buttons can also be used to

manage the device:
o Click the View Device button to visit the Device
Details page for the specified device.

o Click the Stop VM button to change the VM status
from Running to Ready.

o Click the Discard VM button to completely discard
the local failover VM.
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Accessing the Local Failover VM

The local failover VM can be accessed in two different ways: VNC and Remote Desktop Protocol.

Method 1: VNC A .

il g

AVNC agent can be used to connect to both Test and { host:display or host::port )
Production failover VMs. Axcient recommends using the LRI
UltraVNC Viewer. IE"I ALITO {Auto select best settings) Connect
[ ULTRA (=2Mbit/s) - Experimental
) LAN {> 1Mbit/s) - Max Colors Cancal
For a single local failover VM: () MEDIUM (128 - 256Khit/s) - 256 Colors
TIMODEM (19 - 128Kbit/s) - 64 Colors
1. Openthe VNC agent. 7 sLOwW {= 19kKhit/s) - 8 Colors
. 7y MANUAL  ( Use options butto
2. Inthe VNC Server field, enter the IP address of the - (Use options button )
. [Tview only  [] Auto Scaling || Confirm Exit
appliance.
3. Enter the VNC password if configured. [7|Use DSMPlugin Mo Plugin detected... - Config
[] Proxy/Repeater
For multiple failover VMs: [1. A0 1050 G016 GO Lz v]
1. Openthe VNC agent.
[] save connection settings as default [ Delete saved settings ]

2. Inthe VNC Serverfield, enter the IP address of the
appliance, along with the port number of the

failover VM.

VM ports are numbered in sequential order of when

they were deployed, starting with 5901.
Example: 192.168.99.234:59001

3. Enter the VNC password if configured.
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Method 2: Remote Desktop Protocol o e ,/. Q @ %

New Start Edit @ Preferences : Remote Resources Azure RemoteApp
Use the Remote Desktop Protocol (RDP) tool to connect : :
to the local failover VM. RDP can only be used to connect @ )
v | @0 Edit Remote Desktops -

to Production failover VMs.

’

General

D =

To access the failover VM using an RDP agent: . m
Session  Redirection

1. Open the RDP agent.

2. Create a new RDP connection using the production CEEA T || |

. . . P
IP address and the administrator login credentials. Cname [Host name or IP address

Gateway  No gateway configured
Credentials

3. Connect to the local failover VM.

User name Domain\user

Password Password

Resolution  Native

Colors  Highest Quality (32 bit)

Full screen mode QS X native

Start session in full screen
~ | Scale content
Use all monitors

Warning!

When failing over a device with 5 drives or more in either a test or production environment, you might see an extra disk
displayed in the Disk Management/Device Manager after launching. This extra disk will not show up in My Computer, and
you will receive an Incorrect Function error when attempting to bring the disk online.

This extra disk will not affect the failover or any other recovery-related process associated with the failover VM.
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AXcient

S Server Manager (WIN-7PABUBHLSC
& F Roles
® Features
s CaDrive C(C)) Smple Basic Healthy (System, Boot, Page Fie, Active, Crash Dump, Primary Partition) 40.00 ‘More Ackions
i Configuration CsDrive E ) Smple Basic NTFS Healthy (Primary Partition) 8.00¢
= Storage (CaDrive F (F:) Simple Basic NTFS Healthy (Primary Partition) 8.00C
W Windows Server Backup  |<#Drive_G (6:) Smple Basic NTFS Healthy (Primary Partition) 5.00€
=7 Disk Management CaDrive_H (H:) Simple Basic NTFS Healthy (Primary Partition) 2.00¢
(CaDrive I(I:) Smple Basic NTFS Healthy (Primary Partition) 990M
Drive_C (C)
ﬂ 00G8 .00 GB NTFS
Oniine: Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
L Disk 1
Basic
8.00G8 .00 GB NTF
Onine: Healthy @mwy Partition)
v 23 [ search Computer
LDisk 2
Uninstall or ch
:-:m Drive_F (F)
. 8.00 GBNTFS
Onine Healthy (Primary Partito) Hard Disk Drives (6)
Drive_C (C:) Drive_E (E:)
== I ] =2 [ ]
“Disk3 29.0G8 free of 39.9G8 W TeG e B
Basic
5.00G8 5.00GB i
Offine i . DriveF (F:)
W 753G feeof7.59G8
\_Disk 4 Drive_H (H:) Drive I (1:)
Basic Drive_H (H:) e | =
20068 2.00 GBNTFS 0 isecefesof 155G8 0 5537 free of 58518
Online. Healthy (Primary Partition)
L_Disk 5
Basic Drive 1 (1)
995M8 990 M5
Oniine: Healthy (Prmavv Partition)
L Disk 6
Basic Drive_G (G:)
5.00GB 5.00 GB NTFS
Onine: Healthy (Primary Partition)
Jq | »i(m I Primary partition bace used: T Totalsize: 4.99G8
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Export to VMDK

The Export to VMDK tool allows you to deploy VMware-specific, identical virtual machine replicas of physical devices.

The Export to VMDK recovery feature is only available for devices backed up by an Axcient Appliance using AxOS 6.4 or later.
To view the AxOS version the Axcient Appliance, refer to the Service Details page of the Web Application User Guide.

Generating the .vmdk Files

AXCIENT

STEP 1
@ NewYok ¥ Ovenview

On the Web Application, click the Recover button. s e
1 device is being protected as expecied Browse Devices ACCOUNT AT A GIANCE

1 SERVICE
Acfivity of Interest for New York 1 Directto Clovd service

§|

1 DEVICES

@ Noting Recent Whenever anything of on, youll see it here frst.
Alprotocied

interestis going
At the momen, though, it looks like there's nothing much going on.

1 device is healthy and happy Browse Devices

SETTINGS

VIRTUALIZATIONS

CLOUD VIRTUAUZATIONS
None Acive

RECOVER SOMETHING
STEP 2

On the Recover Something screen, click the Make it
What type of recovery do you want to do?

Virtual option.

download files and folders from your restare

tual machine on a local appliance, virtualize
art a VMDK.

entire office in the cloud, or e
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VIRTUALIZE A DEVICE
STEP 3

On the Virtualize a Device screen, select the Export to
VMDK option.

What kind of virtualization do you want to do?

& Start a Virtual Machine
Spin up a VM on a local appliance. Available resources
will depend on the appliance's traits.

Start a Virtual Office
Virtualize your entire office when a disaster occurs or run it
as a test to verify configuration settings and availability of

restore points.

@ Export to VMDK
Generate a VMware compatible target to directly perform

failover or recovery fo a virtual host.

© Why aren't all types of virtudlization available to me2

< BACK

EXPORT TO VMDK

STEP 4

On the Export to VMDK screen, select the desired
. ) Which device would you like to recover from?
device and click the Next button.

You can only recover files and folders from one device at a time.

STATUS  DEVICE NAME A APPLIANCE VM TYPE VM STATUS
A device with a Running VM Status indicates that a VM Accounting Plob2-App Test Running
is currently running for that device. You can still
®  BackupOl Pmlab2-App - - Offline
continue with the recovery process, but you will be
) ® ceo Pmlab2-App - - Offline
prompted to stop the VM to continue. See the VYMDK
. . . ®  Exchange 2007  Pmlab2-App -- Offli
Alert Messages section for more information about Heanes enenee "
alerts you might encounter when selecting a device. @ Finance Fallli o = Bl
- e . . —~re
20 eligible devices © Why can't| choose a cerfain device?

< BACK
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STEP 5

On the Recover From screen, select the desired Select a point in time to recover from.

recovery point and click the Recover button. ) :
12,/29/2014

DEC DEC DEC DEC

26 27 28 WX

2014

& Poins & Paints & Points Gl

QO 1200aM RECOVER

QO s00am RECOVER

(') 8:01 AM RECOVER

BACK

RECOVER FROM WINDOWS 2008 R2 6.4

STEP 6

A UNC mount point will generate. Copy the UNC ExcellsatlExpescomplore

Access the drives at the following path
-

| N\ 192.168.72.214\6-13+sessld-7578623 81

mount path and set the UNC mount expiration timer.

24 hours
ThouR | | | I z2ahours | | I 7o

DONE Recover Another
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AXcient

W=
L v Network » 19216872214 » 6-13+sessld-757862361 « [ 43 [ search 6-13=sessla-757262381 3
STEP 7 File Edit View Tools Help
Organize v New folder = 0 @
Paste the UNC mount path into a File Explorer A Favores o prremene o =
|| virtual-disk_Cvmdk VMDK File 1K8
WindOW' TWO 'dek files Will display. ﬁﬁll;’j:\::qenn || virtual-disk_C-flat.vmdk VMDK File 524,286,97..
& Music
=] Pictures
[B# videos

™ Computer
&L Local Disk (C)

€l Network

2 items Offline status: Online
- Offline availability: Not available
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VMDK Alert Messages

You might encounter one of the following alert messages after selecting a device. Below are descriptions of each alert.

RECOVER FROM ABCD
Alert: Virtualized Device in Production

You will receive this alert when the selected device is

currently virtualized in a Production environment. &
Click the Proceed button to stop the VM and generate the
VMDK for the selected device. Hey, that device is currently virtualized in production!

The VM will need to be stopped before we can export
Click “Proceed” to stop the VM and confirm the export. We'll
take care of all steps automatically, but be aware it may take a
while to complete the process.

f you're not sure, you can view all VMs and local virtualization
activity in the Device Inventory.

RECOVER FROM ABCD
Alert: Virtualized Device in Test

You will receive this alert when the selected device is

currently virtualized in a Test environment.

Currently, Axcient does not support Exporting to VMDK

from a Test failover. Hey, that device is running a test virtualization!

Test virtualizations can’t be exported to VMDK

You will need to manually shut down the Test VM or select View all of your active VMs, or
a different device.

back and choose an eligible
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RECOVER FROM ABCD
Alert: Running BMR

You are unable to use the Export to VMDK feature for a

device currently running a BMR.

D
You will need to wait until the BMR has completed before
exporting to VMDK. Hey, that device is currently running a BMR!

You cannot start a VMDK export from a device running BMR.
Please try again after BMR is complete

RECOVER FROM ABCD

Alert: Exposed Mount

The Export to VMDK feature has already been performed

on the selected device, exposing a UNC Mount point i
containing the VMDK files.

Click the Revoke Exposed Mount button to erase the Hey, that device has an exposed mount already!
previous UNC mount and generate a new one. o s o oo o Y4 0

Alternatively, click the Back button to select a different
device.

Check the Activities of Interest on the Web App Dashboard m

or Site Details page to view the currently exposed UNC

Mount point.

RECOVER FROM ABCD
Alert: Device Not Ready

The device is unable to perform the Export to VMDK

recovery process because the selected device is currently @

in use, or is otherwise unavailable.

Click the Close button to exit the Export to VMDK process, Hey, that device is not ready for starting a VMDK export!
or press the Back button to select a different device. T e v jj;ﬁj"‘;;ﬁ,;ﬂ;‘gff‘g,‘jj; sl testiy

Please try again after some time.

You will need to wait for the device to become available

before trying again. You can investigate the device to

check if there are any actions that can be taken to make e
the device available.
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Creating the VM using Export to VMDK

In the VMware vSphere, select the Host Machine,

click the Configuration tab, and then right click the
datastore and select the Browse Datastore option.

STEP 2

Click the Upload button and upload both .vmdk files
from the UNC mount point generated above.

STEP 3

Create a new virtual machine and configure it as

needed.
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arst-esxaxcientinc VMware ESXi 5.5.0, 2068190

AXcient

& 1sas201

test
& windous &

| Getting Started Summary [ Virual Machines | Resource Allocation  performance KOTTWEITRN L oca Users & Groups | Events | permissions.

| View: Datastorss Devices|

Tive Confguraton
oS and Routng

Datastores
Terkcaton e Brve Type Capaety Free Type | LostUpdle. Fardnars Accalration
3 datastorel £ = —

Browze Datastor

Rename

Unmount

Delete

Refresh

Properie.

Copyto Clipboard _Ctrl-C

114! Datastore Browser - [datastorel]

s el B x @

[E=R(=)

Folders | search | [datastore1] /
= ] Name: Size | Type Peth Madifc
{2 vmikdump ) vmkdump Folder [datastore 1] vmkdump
~{ 50 0 = Folder [datastore1] 50
{ rowooir [ HowtoBMR Folder [datastore1] Howto BMR
% e [ windouss Folder [datestore1]Windovs &
£ sebitso ) mrsssa011 Folder [datastore1] IMI-SBS2011
£ test ] &4-bitso Folder [datastore1] 64-bitiso
£ vk £ test Folder [datastorel] test
i vmok Folder [datastore 1] yMDK.
« I} ’

177 192.168.66.225 - vSphere Client
File | Edit View Inventory Administration Plug-ins Help

New > Virtuel Machine... Ctr=N
Deploy OV Template... Resource Pool..  Ctrl~0
Export 3 Add Permission...  Ctrl+P
Report @arsi-esx.axcient.inc Viware ESX

Browse VA Marketplace...
Print Maps

Edit

[FTLFEIEA. Summary | Virtual Machines | Resource Allocation | Performance ' Configuration | Local Users & Groups | Events [ Permissions.
close tab [X]
What is a Host?

Ahost is a computer that uses virtualization software, such
as ESX or ESXI, o run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

74

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

Y £

Basic Tasks

& Deploy from VA Marketplace

Explore Further

& Create a new virtual machine
| Learn about vSphere
Manage multiple hosts, eliminate downtime, load

balance your datacenter with vilotion, and more

| Evaluate vSphere

51



(&) Create Ney Machine =

Configuration
ST E P 4 Select the configuration for the virtual machine

On the Configuration screen, select the Custom

Configuration —y

Name and Location

! © Typical
. . . . B Host / Cluster

(0] pt 10N a nd co nt Inue w |t h co nﬂ g urin g t he VM as Resource Pool Create a new virtual machine with the most common devices and configuration options.
Storage
needed. Guest peratng ystem & Custom |
o Create a virtual machine with additional devices or specific configuration options. }
Memory
Network
SCSI Controller
Select a Disk

Ready to Complete

Help < Back I Next > I Cancel

(&) Create New Virtual Machine ==y

Guest Operating System Virtual Machine Version: 8
ST E P 5 Specify the guest operating system to use with this virtual machine

On the Guest Operating System screen, select the

Guest Operating System:

appropriate OS from the drop-down menu. tos G : anons
Virtual Machine Version (s
i H u eratin em el =
The OS should match that of the device from which Guest operatig Syt - o
the Export to VMDK process was performed. Netark proosof wndows sever 203 G200 3

SCSI Controller

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for
the operating system installation.

Click Next to continue configuring the VM as needed.

Help < Back I Next > I Cancel

© 2018 Axcient, Inc. All Rights Reserved. 52



(&) Create New Virtual Machine | (5
I SCSI Controller Virtual Machine Version: 8
ST E P 6 Which SCSI contraller type would you ke to use?

On the SCSI Controller screen, select the SCSI

Confiquration
Mame and Location
contro “ er: w " BusLogic Parallel
e ® e
« Select the LSI Logic Parallel radio button for a S ® Grzermi
Network

Windows 2003 OS. o

Ready to Complete

SCSI controller

" LSILogic Paralel

o Select the LSI Logical SAS radio button for every
other Windows OS.

Click the Next button to continue.

Help < Back | Next > I Cancel

(&) Create New Virtual Machine [

Select a Disk Virtual Machine Version: 8
STEP 7

On the Select a Disk screen, select the Use an

Confiquration

A virtual disk is composed of one or more files on the host file system. Together these files appear as a
Name and Location

single hard disk to the guest operating system.
P . . . Host / Cluster
existing virtual disk option. Storag Select he type of disk f use.
‘éwma{\ (l;lat)w;e ‘-siys\im .
Click the Next button to continue. cous € Create anew vitual disk
Memory
Network & Use an existing virtual disk
elect o Disk Reuse a previously configured virtual disk.
Select Existing Disk O

ed Options ) - ’
o Complete Give your virtual machine direct access to SAN, This option allows you to

0 Complete use existing SAN commands to manage the storage and continue to
access it using a datastore.

" Do not create disk

Help < Back | Next > I Cancel
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STEP 8

On the Select Existing Disk screen, click the Browse
button to browse the datastore and select the
exported VMDK.

Click the Next button to continue.

STEP 9

Review the VM configuration. When ready, click the
Finish button.

If there are no more hard disks, the VM can now be
powered on.

If more hard disks need to be added, check the Edit

the virtual machine settings before completion box
and continue to the section below.

© 2018 Axcient, Inc. All Rights Reserved.

@ Create New Virtual Machine .

Select Existing Disk

Configuration
Name and Location
Hos
Storage

Virtual Machine Version

[ Cluster

Which existing disk do you want to use as this virtual disk?

AXcient

Virtual Machine Version: 8

Disk File Path

|[DS_1] 0alexTestingFolder/2003basic virtual-disk_C.v

Browse. ..

Guest Operating System
CPUs

Memory

SCSI Controller
Select a Disk
Select Existing Disk
Adv s
Ready to Complete

op

Help

< Back Next > Cancel

- X

(&) Create New Virtual Machine | )

Ready to Complete

Configuration

Name and Location

Host / Cluster

Storage

Virtual Machine Version
Guest Operating System
CPUs

Memary
Network

CSI Controller
Select a Disk
Select Existing Disk
Advanced Options
Ready to Complete

Click Finish to start a task that will create the new virtual machine

Virtual Machine Version: 8

Settings for the new virtual machine:

Name: alex-DeleteTHIS

Folder: ccQa

Host/Cluster 192.168.99.238

Datastore: Ds_1

Guest 0S: Microsoft Windowss Server 2003 (32-bit)
CPUs: 1

Memory: 4036 M8

NICs: 1

NIC 1 Network: 98 Network

NIC 1 Type: E1000

SCSIController: LSILogicParallel

Create disk: Use axisting disk

Virtual Device Node: 1DE (0:0)

Diskfile path: [D5_1] 0alexTestingFolder/2003basic/virtual-disk_Cvmdk
Disk mode: Persistent

™ Edit the virtual machine settings before completion

/i, Creation of the virtual machine (VM) does not include automatic installation of the quest operating
system. Install a guest OS on the VM after creating the VM.

Help

< Back | Finish I Cancel
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AXcient

{5 Create New Virtual Machine ElE e
1+ VMDK Test - Virtual Machine Properties = =R <=
STEP 1 (Add Additional Disk) Hardware | Options | Resources |
Device Status
. . ) I Show All Devices Add... Remove -
On the same Virtual Machines Properties screen, — — B Conectat power on
. #E Memory (adding) 4096 MB
click the Add button. [ CPUs (adding) N Adapter Type
[ video card (adding) Video card Current adapter: E1000
& VM device (adding) Restricted MAC Address
2 New CD/DVD (adding) Client Device
é, New Floppy (adding) Client Device
e New SCSI Controller (add...  LSI Logic SAS & Automatic  Manual
ﬁ New NIC (adding) VM Network |
DirectPath I/0
Status: =

Network Connection
Network label:

VM Network ~|

Help Finish Cancel

4
4
(5 Creste New Virtual Machine S E=]
. 5 (5 VMDK Test - Virtual Machine Properties (== =]
STE P 2 (Add Add |t 10Na l DIS k) Hardware I Options | Resources
. Il 51 Add Hardware (==
You will now need to go through the Add Hardware e Type
. al What sort of device do you wish to add to your virtual machine?
process. On the Device Type screen, select the Hard 1
. . . g -
Disk option from the menu and click the Next button. ; Device Ivee Choose the type of device you wish to 3.
d Create 2 Disk (@ serial Port I
Q| Rready to Complete @ paralel Port This device can be added to this Virtual Machine.,
[ Floppy Drive
{2 Co/DVD Drive
@) USB Controller
@ USE Device (unavailable)
&l PCI Device (unavailable)
BIEthernet Adapter
o Disk|
I Device (unavailable)
Help < Back | Next > I Cancel
/- 7 .
Help Finish Cancel
4
4
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£5) Create New Virtual Machine =]
@VMDKTest - Virtual Machine Properties ‘EHEHE\
STEP 3 (Add Additional Disk) Hardware | Options | Resources _
. n @Add Hardware @
On the Select a Disk screen, select the Use an M setectabisk
. 2 . . . . |
existing virtual disk option, and then click the Next i
[i—
Device Type virtual disk is composed of one or more files on the host file system. Together these
bUtton' E Select a Disk :\es :;J:arkasasin';\e hdarcifdisktome gufzst ope‘r};ﬁ:g styglbemy ERUEE
Select Existing Disk
d Advanced CJDEUDHS Select the type of disk to use.
[: Ready to Complete _

" Create a new virtual disk

% Use an existing virtual disk

Reuse a previously configured virtual disk.

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.

Help < Back | Next > I Cancel
% —
Help Finish Cancel

4
4

[5) Create New Virtual Machine [=[@][=]

5 Test VMDK Export - Virtual Machine Properties [=[@][=]

Hardware | Options | Resources

STEP 4 (Add Additional Disk)

1) Add Hardware =

Select Existing Disk
Which existing disk do you want to use as this virtual disk?

On the Selecting Existing Disk screen, click Browse
and navigate to the .vmdk files uploaded above.

Device Type Disk File Path
Select a Disk

Select Existing Disk
Adv
Ready to Complete

Although two files were uploaded, you will only see

Browse...

one large .vmdk file.

g mom e Tl o

Help <Back | mext> | concel |

4 |
Help Finish Cancel

Y

Y
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5 Creste New Virtusl Machine == =]

15 Test VMDK Export - Virtual Machine Properties [=][= =]

Hardware ’Ophuns | Resources |

STEP 5 (Add Additional Disk - Optional)

. ) 1 Add Hardware ==
If necessary, configure any advanced options on the

Advanced Options
These advanced options do not usually need to be changed.

Advanced Options screen.

Specify the advanced options for this virtual disk. These options do not normally need
Select a Disk to be changed.

Select Existing Disk
Advanced Options Virtual Device Node

Ready to Complete JoE (0:0) ~|

In most instances, no further action is needed unless

’
e

|

0

E Device Type

g

d
K

required on the specific virtual machine environment.

Click the Next button to continue.

Mode
™ Independent
Independent disks are not affected by snapshots.
~
Changes are immediately and permanently written to the disk.

~

Changes to this disk are discarded when you power off or revert to the
snapshot.

Help < Back | Next > I Cancel
% —
Help Finish Cancel

y
Y
[5) Create New Virtual Machine == =]
o ) @TestVMDKExpurt»V\rtualMa(hmePropemes ‘EHEHE\
STEP 6 (Add Additional Disk) Hardure | Optons | Resources
. . . I 20 Add Hardware ==
Review the selected options. When ready, click the H ead
ly to Complete
.. il Review the selected options and click Finish to add the hardware.
Finished button. i
0
. . Device Type —
The new disk has now been added. Repeat this d| sectaps b
é Select Existing Disk Zard:\:&el:ype: L(ard Dlsl; sk
. . = Advanced Options reate disk: se existing dis}
process for as many disks as required. : Ready to Complete o Deceode: DEGD) e o
1 Disk mode: Persistent
Help <gack | [ Fmsh | cancel
S 77 .
Help Finish Cancel
y
4
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Notes

o Occasionally, when a customer deploys a VMDK for a Windows 2003, 2008 or 2012 device, the network settings might
not be preserved.

You must manually configure the IP address for the device using the generated VMDK. You can use any preferred

method of configuring an IP address for the device.

o Occasionally, when a customer deploys a VMDK for a Windows 2008 R2 device, one disk might be listed as offline when

using any number of extended disks.

To resolve this issue:

1. Ensure the device created using the generated VMDK is powered on.

N

Navigate to the Disk Management utility (sometimes called Computer Management).

Right click the offline drive.

> w

Select the Online option.

5. Exit the Disk Management (or Computer Management) utility.

File Action View Help

ez
& Computer (Local) || Volume [ Layout [ Type [ File System [ Status [ Capacity | Free Space | % Free | Actions
4 |} System Tools s () Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 127.66GB G056GE 47 % Disk Management N
1 (3 Task Scheduler 5 System Reserved Simple  Basic  NTFS Healthy (System, Active, Primary Partition) 30MB 109MB 31% 9
1 [ Event Viewer More Actions
1 ) Shared Folders
1 & Local Users and Groups
1 (@ Performance
5 Device Manager
4 {23 Storage
{29 Disk Management
I+ Ey Services and Applications
CaDisk 0
Basic System Reserved
128,00 GB 350 MB NTFS 127.66 GB NTFS
Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)
CaDisk 1 I
Basic
5,00 GB 5.00GB
Online Unallocated
CaDisk 2 |
Basic
5.00 GB 50068
Online Unallocated
“@Disk 3 _______________________________________|
Basic
500 GB
Offline (i Online
=
icp-RoMO Help
DVD (D)
No Media
< > || H Unzllocated Wl Primary partition
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In the event the local appliance is not available in a disaster situation, the cloud failover feature in the Web Application allows
you to start virtual machines (VMs) in the Axcient Cloud of one or more protected devices. The Axcient Cloud failover solution
allows you to do the following:
o Create a Virtual Office running in the Axcient data center that matches existing server configurations
« Configure network settings for the virtual office, including:
» Provide secure access to the Virtual Office by configuring VPN
o Configure Site to Site Open VPN, allowing multiple remote networks to connect to the Virtual Office
« Allow VMs to access the Internet by enabling outbound connections (disabled by default)
o Establish Port Forwarding rules

o Start the Virtual Office VMs of each server from separate restore points

This section of the guide will cover the various Virtual Office interfaces.
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Starting the Virtual Office

To start the Virtual Office:

AXCIENT

Welcome! Here's what's happening: L BROWSE 4 SITES

On the Axcient Web Application, click Sites. 1 Aciviy ofInterest Across All Stes

4sTES

Lost device added A month ago.

1 site requires attention
7 seRvices

-
2 sites under warning AXCIENTTOOLS

ONUNE HELP
" For all Axcient services
1 site is protected as expected
'CONTACT SUPPORT
Gatin touch wih Ascien Support

FORUMS
The Axcient community message
board

KNOWLEDGE BASE
Tachnical aricles o help resolve

AXCIENT

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Foedback | Logout

D oo 0 o

STEP 2

On the Sites page, click the Details button for the
desired Site.

HEALTH us o [T
I e WG 201000] DIES No devices, No data
| @ Wamed
O Unprotecied SHVES 3ol SRICES 1 total
@ Hoalihy
1@ Porked

O oot O N

s 0 aMS 0
DEVICES No devices, No dota DEVICES  No devices, No data
SERVICES 1 total SERVICES Unprotected
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AXCIENT"

DASHBOARD SERVICES SITES EVENTS USERS REPORTS My Account | Help | Feedback | Logout

@ NewYok v Ovenview

On the Site Details page, click the Recover button.

New York Healthy

1 device i being profected as expecied Browse Devices

1 SERVICE
Activity of Interest for New York 1 Dirct o Cloud senvica

© Nothing Rocent

1 DEVICES
Al protacied

SETTINGS

1 device is healthy and happy ryee Des

VIRTUALIZATIONS

CLOUD VIRTUAUZATIONS
None Acive.

STEP 4

On the Recover Something screen, click the Make it

Virtual option and then select the Start a Virtual Office
option.

wiload files and folders from your restare
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VIRTUALIZE A DEVICE

STEP 5

Select the type of local virtualization to deploy:
What sort of Virtualization is this?

o Select the Make it a Test option to test the

virtualization process and verify the availability of E 5]

recovery points in case of an emergency.

« Select the Put it in Production option in the event o

nt support, fo ensure

of a disaster. This local failover VM can be used to
temporarily replace production devices until a

permanent replacement is ready.
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START VIRTUAL OFFICE (FAILOVER)

STEP 6

On the Start Virtual Office (Failover) screen, select the . . .
Set up the virtual environment for testing.

services and configure settings:

SITE Axcient Infernal Usage

. SRVCES () AXLAB Bockup = Servi
« Inthe Services field, use the checkboxes to select o e mSeies lberex o

the appropriate service(s). S —

o If youwould like to set up a subnet for the Virtual

+ Add Another

Office, configure the Gateway and Netmask fields:

« Inthe Gatewayfield, enter the gateway IP

address. This address should be the same X
as the default gateway on the physical
network that the Virtual Office is trying to
replicate. For example, if devices are on

the 192.168.1.xxx network, the gateway

will most likely be 192.168.1.1.

o Inthe Netmask field, enter the netmask

value.

o Optionally, to add a new subnet for the Virtual
Office, click the + Add Another link. Please note
that you can add up to ten subnets. Subnets must
not overlap with other subnets on the Virtual
Office. To delete a subnet, click the red Delete

icon.

Click the Start Virtual Office button when you are
finished.
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The Virtual Office Page

The Virtual Office page is accessible when a Virtual Office has been started. This page is the administrative page for the
Virtual Office. From here, you can take any managerial and configuration actions for the Virtual Office.
There are five main sections to the Virtual Office View page:

Figure 1 - Virtual Office Page oV'rt | Office S
Ircua Ice summary

B HQ(SFBoyAwa) v Servicss v Virual Offics

This section provides a summary of the Virtual

Virtual Office
e eplonbene m Office, showing which Clients are being virtualized
Actviry roduction . . . .
' o v and the type of virtualization (test or production).
A month
Started af 05:04 pm on April 14, 2015 L. .
. . % w Additionally, you can stop all running VMs and take
roduction All Servers [ ] . . .
. ssmce steps to discard the Virtual office.
DEVICE & i STATUS SERVICE SERVICE 1D o
Az & Running Pmlab2-App eizi £ 0F 38 CORES
Accounting
ﬁ Proectsd, virbalized n e lovd w 0 Device List
RESOREFONT 04/13/2015 20:00:49 e evice LIS
e 49301 Cloud Continuity Walkthrough
WSSO vvzieds onune e This section displays all protected devices under
Sockupon @ taoiy —— - conmcr suprom the Client as well as the device states. The three
Getin touch with Axcient Support
Backup01 FoRUMS device states are explained below.
RESTORE POINT 04/13/2015 16:00:48 e
VNC PORT -- Technical ariicles o help resolve
T e
Configure Office
CEQ Offline Pmlab2-App eizi
ceo This button launches the Virtual Office
Protected, virtualized in the cloud EENDEE . . -
s , Configuration page where you can configure
— HOSTHAME/! jomaincomputer
s werop various aspects of the Virtual Office.
0s WINDOWS

o Resources

This section displays used and available resources across all live VMs, and information about how long the Virtual Office has

been running

oAxcient Tools

This section displays links to Axcient support documentation and Axcient Technical Support.

Virtual Machine States

A device will be listed in one of the following states:
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« The Offline state indicates that the VMs have yet to be rendered. To render a device, click the Render button.

o The Ready state indicates that the VMs have been rendered. This means that you have allocated CPU cores and RAM

to the VM. You can optionally click the Start button to start a device and make it accessible.

o The Running state indicates that the VMs are live and accessible through a VNC or RDP agent. You can optionally click
the Stop button to return the device to a Ready state, log in to access the VM using the built-in web VNC agent, or
click the Discard button to return the device to an Offline state.
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While inside the Virtual Office, you can configure the cloud failover environment as needed. To configure these options:

AXCIENT"

DASHBOARD SERVICES SITES EVENTS USERS REPORTS
STEP 1
@ HQ(sFBayArec) v Services v Virual Office (Tost
On the Virtual Office page, click the Configure Office Cloud Virualizations (Tes]
bUtton‘ :::I‘IIW :j =
On the Configure: Virtual Office page, you can configure
the various network options. . e
DEVICE & VM STATUS SERVICE SERVICE 1D
Accounting @ Running Prilab2-App eii
Backup01 & Roady Pmlab2-App ejzj
CEQ 1 Offline Pmlab2-App izl
Exchange 2007 1 Offiine Prilob2-App oii
Finance 1 Offiine Pmlob2-App eizi
IDoe 1 Offiine PmLob2-App eizi
JIRA 1 Offfine Pmlob2-App ozl
Josh win7 1 Offiine Pmlab2-App ejzj
ISmith 1 Offline Prmiab2-App o
Logistics 1 Offiine PmLob2-App eizi
Manufacturing 1 Offine Pmlab2-App sizi
Markefing 1 Offline Pmlab2-App ejzi
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£} CONFIGURE OFFICE

TEST OFFICE UPTIME
2 weeks
Staried ot 03:07 pm on luly 11, 2016

RAM
2044G8
o

20F 20 CORES

AXCIENTTOOLS

QUICK GUIDES
Cloud Contimity Walkthrough

ONLINE HELP

For oll Axcient serices

CONTACT SUPPORT
Getin touch with Axcient Support

FORUMS.
The Axcient community message
boord

KNOWLEDGE BASE
Tachnicol cricles fohelp resolve
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Network Settings

The Network section allows you to configure up to ten subnets under the primary Virtual Office network.

To edit the network settings:

Configure: Virtual Office
STEP 1 Network

WP 172.18.7.1

On the Configure: Virtual Office page, click the Edit o s Ot

button in the Network section.

GATEWAY NETMASK

172.18.7.1 255.255.255.0

1721891 2552552550
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Configure: Virtual Office
STEP 2 Netwark

GATEWAY NETMASK

On the Network screen, enter a value for one or more of [ [mms
the following fields: o o
e [ —
o Inthe Gatewayfield, enter a gateway IP address. o 0 QEED
o Inthe Netmask field, enter the netmask value.
SAVE Cancel

o Optionally, click the +Add Another link to add an
additional subnet. Please note that you can add up
to ten subnets. Subnets must not overlap with
other subnets on the Virtual Office. To delete a
subnet, hover your mouse over the appropriate row
and click the red Delete icon.

o Optionally, in the VNC IP field, enter the IP address
for the VNC clients, which can be any available
(unused) IP address in the Virtual Office. VNC clients
typically use the Virtual Office Gateway address, so
a separate IP address is not necessary. However,
when testing a Cloud Failover while the original
gateway is still active, an alternative IP address
should be specified.

« Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Enabling
Internet connectivity allows both outbound and
inbound messages between external devices and
the server VMs in the Virtual Office. Disabling
outbound access means that only devices within the
Virtual Office can communicate with each other.

Click the Save button to save any new configurations.
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Virtual Private Network (VPN) Settings

To configure or edit VPN settings:

AXCIENT

DASHBOAR R STES  EvEN RepORTS eedbock | Log:
STEP 1

@ HO(SFBoyAmo) ¥ Serviss v Virtol Ofica (fes)  Conigure Vinol Ofice

On the Configure: Virtual Office page, click the Edit G T e
button in the VPN section. Network
GuTEY 192.168.99.1
Xt s
CUTROUND ALTESS © Discbled
VPN
@ Dicbied
ot
"o Nt
r rar
/N arer
o Direct
s o
Port Forwarding
@ Diobied
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STEP 2
m -

In the VPN section of the screen, enter a value for one

or more of the following fields: e @D
VIAN TP e
o Enable the VPN setting to turn on VPN. e
« Enable the Split Tunneling setting to route the VPN o o
user’s Internet access through their device. e
Alternatively, disable to route all Internet traffic |
through the Virtual Office. +Add e

« Inthe VLAN [P field, enter the IP address that gets

assigned to the virtual network interface inside the

failover network. This address must be an unused
IP address.

« Inthe Client IP Range field, enter the range of
available IP addresses that are assigned to
connecting VPN users. This range must not conflict

with any devices in the Virtual Office.

o Inthe User Authentication section of the screen,
select the preferred method of VPN authentication.
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User Authentication

e
DRECT
SUE &2 ACTIVE DIRECTORY SERVER
Click the Active Directory radio button to integrate with T S0

OOMAI ADNINISTRATOR UseRNAME [
DONAIN ADMINISTRATOR Passwor0 [
through VPN using their known Active Directory vt * v

[T
SURTTIS

Active Directory, which enables users to connect

credentials. If you select this option, you will be

rompted to configure the following fields:
p p g g .

Option 1: Active Directory Integration
o Inthe Active Directory server field, enter the IP

address of the Active Directory server.

o Inthe Active Directory Domain field, enter the

domain name of the Active Directory server.

o Inthe Domain Administrator Username field, enter
the username of the Active Directory administrative

user.

o Inthe Domain Administrator Passwordfield, enter
the password of the Active Directory administrative

user.

o Inthe Connection Type field, use the radio buttons
to select your preferred connection type, including:
Unencrypted, LDAPS, or Start TLS.

Please note that if you select LDAPS or the Start
TLS method, you must also configure the Active
Directory Certificate Services role on the domain
controller. For more information, please reference
the Configuring Active Directory Certificate Services

Settings section below.
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User Authentication

METHOD ACTIVE DIRECTORY
STEP 3b

Alternatively, in the User Authentication section of the —

screen, click the Direct radio button to manually create
login credentials for users to connect through VPN. If Con

Option 2: Direct

you select this option, you will be required to configure

the following fields:
o Inthe Username field, enter a username needed
for users to connect through VPN.
o Inthe Passwordfield, enter a password needed for

users to connect through VPN.

Click the Save button when you are finished.

Configuring Active Directory Certificate Services Settings

When configuring VPN connection settings, you can optionally integrate with Active Directory for authentication purposes.
This option requires that you select a connection type, including Unencrypted, LDAPS (LDAP over SSL/TLS), or Start TLS.
LDAPS and Start TLS connection types both require that you set up the Active Directory Certificate Services role on the
domain controller.

Please note that LDAPS (LDAP over SSL/TLS) is automatically enabled when you install an Enterprise Root CA on a domain
controller.

To set up the Active Directory Certificate Services role on the domain controller:

Manage Tools View Help
STEP 1 Add Roles and Features I

On the domain controller, start the Service Manager Femoe ks e featunes
and select Add Roles and Features. The Add Roles and
Features Wizard displays.
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STEP 2

In the Wizard, click the series of Next buttons until you
reach the Select server roles screen. On the Select
server roles screen, click the Active Directory Certificate
Services checkbox and then click the Next button to

continue.

STEP 3

Continue through the Wizard until you reach the Select
role services screen. On the Select role services screen,
click the Certification Authority checkbox and then click
the Next button to continue.
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Add Roles and Features Wizard

Select server roles

Before You Begin

Installaticn Type

ADCS
Role Services

Confirmation

Select one or more roles to install on the selected server,

Roles

| e Directory Certificate Services —
[ Active Directory Domain Services

[[] Active Directory Federation Services

[ Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Application Server

[ DHCP Server

[ DNS Server

[ Fax Server

[®] File and Storage Services (2 of 12 installed)

[] Hyper-v

[] Metwork Policy and Access Services

-

[] Print and Document Services
[] Remote Access
[ Remote Desktop Services

v

< Previous Next > Install

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
variety of applications.

Add Roles and Features Wizard

Select role services

Before You Begin
Installation Type

Server Selection

Server Roles

Select the role services to install for Active Directory Certificate Services

Role services

[ Certificate Enrallment Web Service
[ Certification Authority Web Enrollment

[ Network Device Enrollment Service

[ Online Responder

< Previous Next > Install

Description

Certification Autharity (CA) is used
to issue and manage certificates.
Multiple CAs can be linked to form a
public key infrastructure.
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= AD CS Configuration

STEP 4 Setup Type

On the Setup Type screen, click the Enterprise CA radio e Speatyhelsetlip pefitlie €A

Enterprise certification autharities (CAs) can use Active Directory Domain Senvices (AD DS) to
simplify the management of certificates. Standalene CAs de not use AD DS to issue or manage

button and then click the Next button to continue.

certificates.
Private Kay
Enterprise CA
Cryptography Enterprise CAs must be domain members and are typically online to issue certificates or]
CA Name certificate policies.
Validity Period

©) Standalone CA
Standalone CAs can be members or a workgraup or domain. Standalane CAs do not require AD
Confirmation DS and can be used without a network connection (offling).

Certificate Database

More about Setup Type

B AD €S Configuration [=1O =

STEP 5 CA Type

On the CA Type screen, click the Root CA radio button Sflentls Specilyeiypeioihielen.

Role Services

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

and then click the Next button to continue.

hierarchy.
Cryptography @® Root CA

CA Name Root CAs are the first and may be the only CAs configured in 3 PKI hierarchy.
Validity Period

O Subordinate CA
Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.

Certificate Database

More about CA Type
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[ AD CS Configuration = 1o -

STEP 6 Private Key

On the Private Keyscreen, click the Create a new S Specify the type of the private key
private key ra C|IO button and then C“Ck the Next bUttOI’] To generate and issue certificates to clients, a certification authority (CA) must have a private key.

|@ Create anew private key

Use this option if you do not have a private key or wiant to create a new private key.

to continue.

) Use existing private key
CANzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

Validity Period Select a ce and use its associated private key
Select this option if you have an existing certificate on this computer or if you want to

Certificate Database
import a certificate and use its associated private key.

Confirmation X
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an altemnate source.

More about Private Key

= AD €S Configuration (=1 =

DESTINATION SERVER

STEP 7 Cryptography for CA LABPKIO virtuallyBoring.com

On the Cryptography for CA screen, configure the Ll spediyithe yplagrphicoptions

Role Services

following settings: Setup Type Select a cryptographic provider: Key length:
CA Type | RSA#Microsoft Software Key Storage Provider |~ 2048 =]
. . ivate ey Select the hach slgerithm for signing certificates issued by this CA:
o Inthe Select a cryptographic provider drop-down Cryptography e - —
; CA Name SHA384 =
menu, select RSA #Microsoft Software Key Storage vy Period suAs2
. Certificate Database IiHM Iv
Provider. Confirmation

[ Allow administrator interaction when the private key s accessed by the CA.

o Inthe Key length drop-down menu, select 2048.

o Inthe Select the hash algorithm scroll-down menu,

se le ct SHA]_ More about Cryptography
_ Previous Next > Configure __Cancer

Click the Next button to continue.
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[= AD € Configuration L=1o
STEP 8 Results

On the CA Name screen, configure settings fOI’ the The following roles, role services, or features were configured:
# Active Directory Certificate Services
certificate authority (CA). Click the Next button to T O oo meenicl
. More about CA Configuration
continue.

Continue through the Wizard until you successfully
configure the Active Directory Certificate Services role,
and then click the Close button when you are finished.

For alternative instructions, please reference the LDAP over SSL (LDAPS) Certificate Microsoft TechNet article.

© 2018 Axcient, Inc. All Rights Reserved. 76


https://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-certificate.aspx

Connecting to VPN

When the VPN has been configured, the Virtual Office will generate a link that allows you to connect to the VPN. This link can

be copied and sent to the desired recipients.

STEP 1

On the Configure: Virtual Office page, click the Login to
VPN button in the VPN section.

STEP 2

On the VPN Access page, enter login credentials. These
are the same credentials created in the User

Authentication field on the VPN screen.

STEP 3

After logging in, click the Start button to connect to the
VPN and follow the prompted connection steps.
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St NNEUING Disabled
ANGE 192.168.99.50 - 192.168.99.100
Direct
,

Welcome to the [‘}
Axcient Cloud Continuity Secure Access Service
Username I Please sign in to begin your secure session.
Password
Sign In |
[a) # ession | ) "]
\A '(Cl E N T Home Preferences “%7%:92 halp  sign Out

‘Welcome to the Axcient Hotsite Secure Access Service.

Client Application Sessions || v ]

£ Network Connect Start
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Connecting to VPN Using an Alternative Connection Method

Depending on browser type and settings, you might experience connection issues when attempting to connect to VPN, as
described in the Connecting to VPN section. In these instances, an alternative VPN client can be utilized.

As an example, the following instructions provide steps for connecting through the Windows 10 VPN client (built-in).

VPN
STEP 1

On the Configure: Virtual Office page, click the Login to
VPN button in the VPN section.

STEP 2

From the local machine, download and install the Pulse

Secure app from the Microsoft Store.

192.168.99.2

192.168.99.50 - 192.168.99.100
Direct

1

0O & Fitters v/

Best match

og, Change virtual private networks (VPN)
System settings

When the Pulse Secure app is installed, click the Windows
Start icon and enter Change Virtual Private Networks
(VPN) in the search box. Then, click to launch Change
Virtual Private Networks (VPN) settings.

2 change virtual private networks (VPN)
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Settings

STEP 3

In the VPN window, click the Add a VPN button. Enter
information into the Add a VPN Connection dialog box: Connection name

Add a VPN connection

VPN provider

o Inthe VPN Provider field, select Pulse Secure. S e

o Inthe Connection Name field, enter a descriptive

Type of sign-in info
connection name.

User name (optional)

o Inthe Server Name or Address field, paste the VPN
connection URL.

Cancel

o Click the Save button.

Settings - =] X
% Home VPN
STEP 4 vew el s

Change adapter options

H H H H H Add a VPN connection
letw Ch i d sh
When the connection is configured, click the title of the et et + ange advanced shaig opions
B status Network and Sharing Center
new VPN connection to launch. e WindousFrval
= Ethernet Advanced Options Have a question?
& Diskup Allow VPN over metered networks Get help
@ o
°%® VPN
Allow VPN while roaming Make Windows better
3= Airplane mode @ on Give us feedback

) Mobile hotspot
@ Data usage

@ Proxy

STEP 5 Slgn in

When prompted, enter the appropriate user name and

password and then click the OK button to connect. These JEer

credentials are the same credentials created in the User
Password

Authentication field on the VPN screen.

QK Cancel
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Port Forwarding
Port forwarding is not enabled by default but can be configured to work in the Virtual Office.

Enabling port forwarding could lead to network collisions if configured on a test Virtual Office. Do not enable and configure

port forwarding for a test Virtual Office as productivity and data loss might occur.
Additionally, Port Forwarding must be enabled for Site to Site Open VPN to function.

To configure or edit the port forwarding settings:

@ HQ(SFBoyAma) v Services v Virvol Offce (fesl)  Coniigure Virtual Offce
On the Configure: Virtual Office page, click the Edit .

button in the Port Forwarding section.

Network EDIT

B 192.168.99.1 ~

st 2552552550 verual offce. These can mimic the physico

we 192.168.99.1 office setings.

CUTROWND ACESS O discbled

VPN EDIT

@ Disobled Stondord VPN set p alows indwiduol devices

AU TN Disobl 10 conmact 1o the vrivol ofice 1 on Axcent
- ot conter

L None defined

e None defined

QLBNT P RANGE None deined

40O Direct

(5 )

Port Forwarding

@ Discbled
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Port Forwarding

1

STEP 2 mroons © (@SS CAUTION
-

On the Port Forwarding screen, update the following

Public IP: None Assigned

fields: - - .
o Enable the Port Forwarding option. o
o Enter the appropriate values to set the port Publc:Nons Asiged
forwarding rules: l*’“"“" ;’WP e
« Inthe Ext Port field, enter the external port s
number to be forwarded. 2l -

o Inthe Internal IP field, enter the internal
IP address. The internal IP address must fall

inside one of the Virtual Office's subnets.

o Inthe Int Port field, enter the internal port

number.

o Click the Add Another button to add additional
entries. Repeat these steps as many times as

necessary.

Click the Save button to save any new configurations.
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DHCP Settings

DHCP is not enabled by default but can be configured to work in the Virtual Office environment. Please note that the DHCP
applies only to virtualized devices and not for remote user IP addresses that are assigned through the VPN settings.

To configure or edit the DHCP settings:

STEP 1 B S —

. Peora duied

On the Configure: Virtual Office page, click the Edit e

war Mg bl

button in the DHCP section of the page.

DHCP
STEP 2

On the DHCP screen, enter a new value for one or more

DOMAIN [—
of the following fields: T T e
X RANGE Y
« Enable the DHCP option. o — m—
o Inthe Domainfield, enter the domain name. el -

o Inthe DNS Servers field, enter the host name or IP
address of the DNS server. Click the Add Another
button to add additional DNS servers.

o Inthe Rangefield, enter a range of IP addresses
that can be used by the DHCP. The range must
reside inside one of the Virtual Office's subnets.

o Optionally, in the MAC to IP field, assign an
IP address to a server by entering the MAC address
and the desired IP address.

o Click the Add Another button to add more entries.

Click the Save button to save any new configurations.
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Site to Site Open VPN Settings

Site to Site Open VPN allows you to create a single VPN endpoint for a local network through which any local user can
connect to the Virtual Office. When the Site to Site Open VPN endpoint has been configured, a virtual image is generated,

which must then be downloaded and run on any VMware virtual machine software.

Using Site to Site Open VPN is not recommended in a test environment. However, during a disaster, it can provide valuable

services in the following situations:

o When a disaster occurs in an organization with two (or more) sites linked together in a corporate network. A
Site-to-Site VPN connection can be configured that recreates the corporate network for the unavailable physical site.
o When a site is being rebuilt after a disaster and users can physically use the site itself, but not the servers. A

Site-to-Site VPN connection can be configured as a replacement while the servers are being rebuilt.

For the Site to Site Open VPN feature to work, Port Forwarding must be enabled. When it is enabled, you can continue to

configure the Site to Site Open VPN.

AXCIENT
o s s on p— . .
STEP 1 —
(SFBoyAc) Vv  Services ¥ Vinuol Office Tes)  Conbgure Vinuol Office

Enable the Port Forwarding feature according to the Configur: Virol Offics

instructions listed in the Port Forwarding section. Nework
:::)J\D AESS 0”3 ::: i
VPN
Q.Embm s

Site-To-Site VPN
STEP 2 @ Disabled

WHTEUSTED PS5 None
After Port Forwarding has been enabled, click the Edit
button in the Site to Site Open VPN section.
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Site-To-Site VPN
STEP 3

SITETO-STE VPN @
In the Site to Site Open VPN section, update the
WHTELSTED S e

following fields: -
o Enable the Site to Site Open VPN option. Endpoin 1
» Optionally, in the Whitelisted IPs field, add an IP -
address that can access the Virtual Office. Only I e
R . ATEHAY |
IP addresses from this list can access the Virtual e
. . . . oy . IP OF ENDPOINT
Office. Click Add Another to whitelist additional IP s —
addresses.
« Configure the Endpoint, including: =

o Inthe Endpoint Name field, enter the desired
name for the Endpoint.

o Optionally, in the Key Passwordfield, set a
password for the SSL RSA key. If configured,
this password will be required to log in to the
VPN.

o Inthe Configuring Using section, use the
radio buttons to select whether to configure
using a Static IP address or DHCP.

o Inthe Gatewayfield, enter the gateway
IP address.

o Inthe Netmask field, enter the netmask

value.

o Inthe IP of Endpoint field, enter the IP
address of the Endpoint (static IP address
only). This address should be on a different
subnet than that of the Virtual Office. For
example, if the Virtual Office IP address is
192.168.99.2, configure the endpoint address
t0172.168.22.2.

o Inthe DNS (Static IP Only) field, enter the IP
address of the DNS server.

o Once configured correctly, click the Add
Endpoint button, or click the Done button.
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So oSt PN
ST E P 4 @ Encbled Site-to-site VPN allows you to create a single

ointwihin yourlocal newwor
VHITELSTED IPS 4422.55.68 VPN end point witin yourlocal network

anylocal user can connect fo

When Site-to Site VPN settings are configured, click the yoor
Download Client link to download the virtualimage. This st o
image should be deployed at the desired location using E::M;f;nw ES{ZZZ”

any VMware virtual machine software.

When the virtual machine is deployed, all local devices

must have their gateway changed to the /P address of

the endpoint.
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IPSec Site to Site VPN Settings

The Internet Protocol Security (IPSec) Site to Site VPN feature allows you to establish IPSec VPN tunnels from the Virtual
Office in the Axcient Cloud to any standard compliant IKEv2 IPSec VPN gateway on your local network. Specially, you can use
this feature during a site disaster to:

o Recreate the network in an organization with two or more sites linked together in a corporate network

o Temporarily replace a connection while a machine room is rebuilt after a disaster

To set up an IPSec Site-to-Site VPN connection, you must turn on the feature in your Virtual Office and also configure settings

on your gateway.

STEP 1 DASHBOAR RV SITeS £V % REPOR oock

@ HQ(SFBoyAmc) v Sevices v Virtol Office (fesf)  Configure Virtuol Offce

Enable the Port Forwarding feature according to the - )
Configure: Virtual Office

instructions listed in the Port Forwarding section.

Network

GATEMAY 192.168.99.1

NS 255.255.255.0
we 192.168.99.1
OUTROUND ACCESS © Discbled
VPN

Q) Disabled

U TN Disobled
LT None defined
e None defined
QBT P RANGE None defined
40O Direct

was )

o
Se o

@ Discbled
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Site to site IPSec VPN
STEP 2

After Port Forwarding settings have been configured,

navigate to the Site to Site IPSec VPN section and click

the Edit button. You can configure the following options: S

o Click the S2S IPSec option to enable Site to Site

IPSec VPN settings. SITE PUBLIC 1P | 34.213.182.71
o Inthe Site Public IP field, enter the public IP SITE LOCAL SUBNETS
address of the remote machine or hardware with
IPSec software (for example, Cisco ASA). A ar B
o Inthe Site Local Subnets section, enter the remote | 172.20.17.0 | 255555 9550

subnets and associated netmasks for sharing with
the Virtual Office subnets. Please note that these | 172.20.19.0 | 255.255.255.0

subnets do not need to intersect with the Virtual
+ Add Another
Office subnets.

Click the Save button when you are finished.
SAVE Cancel

Gateway Settings

You can connect with any standard compliant IKEv2 IPSec VPN gateway. For examples and instructions, please reference the
Axcient Knowledge Base.

© 2018 Axcient, Inc. All Rights Reserved. 87


https://portal.axcient.com/6251/how-to-configure-ipsec-site-to-site-vpn/

Additional Failover Steps for Windows Server 2008 SP1

These additional steps only apply when recovering a Windows Server 2008 SP1 device with more than 4 drives that have
been replicated by an Axcient appliance running AxOS 6.5.1.

Download the KB955430 Package

When protecting a device with the Windows Server 2008 SP1 operating system, you must confirm that the 955430 package
has been installed on the target device before performing the recovery. Please refer to the Microsoft KB955430 article for

more information and to download the package.

Without the 955430 package, WS2008 will be unable to install GPLPV drivers due to Windows not trusting the certificates
used to sign drivers. This means that you will not be able to deploy a cloud failover VM for the device if it has more than 4

drives.

Run Script to Correctly Apply Drive Letters

With the VM powered on and the GPLPV drivers installed, confirm that the GPLPV drivers have been successfully installed in
the Program and Features window.

Figure 2 - Confirm GPLPV Drivers

{#l Programs and Features -7 x|

6@ ﬁ ~ Control Panel ~ Programs and Features - m I{,Ej ch

| Fle Edt vew Tools Hel

Tasks Uninstall or change a program
view installed updat
view instaled updates To uninstall 2 program, select it from the list and then dick "Uninstall”, "Change”, or Repair”.
Get new programs online at

Windows Marketplace

| i % Uni

| fc} Turn Windows features on or off Organize v {5 Views ~ 2 Uninstal Change @
Mame = |'| Publisher |-| Ins

| @Min’osoﬂ .NET Framework 3.55P1 % Microsoft Corporation 25
(@I Microsoft Visual C++ 2008 Redistributable - x86 9.0.30729,17 Microsoft Corporation 25

| [m | Microsoft visual C++ 2008 Redistributable - x86 9.0.30729.4148 Microsoft Corporation 13

| mVMware Tools VMware, Inc. 13

= $\\indows Driver Package - Xen GPL PV Driver Developers (XenNet) Net (09/1... Xen GPL PV Driver Developers
& Windows Driver Package - Xen GPL PV Driver Developers (XenScsi) SCSIAdapt... Xen GPL PV Driver Developers 06
& windows Driver Package - Xen GPL PV Driver Developers (Xenvbd) SCSIAdapt... Xen GPL PV Driver Developers 06
= Windows Driver Package - Xen GPL PV Driver Developers Xen PCI Device Driv...  Xen GPL PV Driver Developers 08
& windows Driver Package - Xen GPL PV Driver Developers Xen PVUSB Device D...  Xen GPL PV Driver Developers 06

When the GPLPV drivers have been successfully installed, run the following script, which is automatically copied over when
deploying a Cloud Failover:

$SYSTEMDRIVES/Windows/System32/fixdisks.js

Reboot the VM when the script has finished successfully. The Failover VM of the Windows Server 2008 SP1 is now ready to be
used.
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Failing Over a Device with 5+ Drives

When failing over a device with 5 drives or more in either a test or production environment, you might see an extra disk
displayed in the Disk Management/Device Manager. This extra disk will not show up in the My Computer screen, and you will
receive an Incorrect Function error when attempting to bring the disk online.

This extra disk will not affect the failover or any other recovery-related process associated with the failover VM.

Figure 3 - 5+ Disk Error

Fle Acton View Help

| 7m

(CsDrive_C (C:) Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition) 40.00
@ Configuration (CaDrive E (E:) Simple Basic NTFS Healthy (Primary Partition) 8.00¢C
g g Storage CaDrive F (F:) Smple Basic NTFS Healthy (Primary Partition) 8.00¢
b Windows Server Badap | <#Drive G (G) Smple Basic NTFS Healthy (Primary Partition) 5.00¢
= Disk Management CaDrive H(H) Smple Basic NTFS Healthy (Primary Partition) 200¢
CaDrive I(I:) Simple Basic NTFS Healthy (Primary Partition) 9%0M
< | o
_Disk 0
Basic Drive_C (C)
40.00 40.00 GB NTFS.
Online Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition)
LDisk 1
:‘n‘n‘m Drive_E (E)
. 8.00 GBNTFS ==
Onine: Healthy (Primary Partition) x| =10l x|
- - | search Computer
S Drive_F (F) ‘0‘ Incorrect funclion. des  Uninstallor ive OpenControlPanel < v 1] @
8.00G8 8.00 GBNTFS )
Onine: Healthy (Primary Partition) = Hard Disk Drives (6)
Drive_C (C2) Drive_E (E2)
= I ] = [ ]
‘@Disk 3 S ﬂ/ 29.0GB free of 39.9GB W TG e ofr G
5.00G8 5.00G8 .
e ’7 = %
rielp] W TSicB feeof 785G8 0
_Disk4 Drive_H (H:) Drive I (t:)
Basic Drive_H (H:) - T -
20068 2.00 GBNTFS S0 1seGfeeof 159G 0 953 free of 56318
Onine: Healthy (Primary Partition)
L Disk 5
Basic Drive_I (L)
995M8 990 MB NTFS
Online. Healthy (Primary Partition)
L_Disk 6
Basic Drive_G (G:)
5.00GB 5.00 GBNTFS
Onine: Healthy (Primary Partition)
4« | || M unallocated [ Primary partition baceused: L] Totalsize: 4.99GB
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Runbooks

Runbooks allow you to configure an automatic deployment plan for virtualized devices in the Virtual Office. You must first
configure a subnet in the Network section that matches the subnet of the devices to be virtualized. By default, the subnet

settings in the Network section are set by the network settings of the Appliance.
Runbooks can be leveraged for the following use cases:

» Test Disaster Recovery - Create a Runbook to test the user’s disaster recovery plan in the event of a real disaster
situation. This will help address any potential issues that may arise so that if a disaster occurs, the user will

experience no issues with deploying a production Virtual Office.

o Production Disaster Recovery - Create a Runbook to automatically deploy a production Virtual Office with all the
desired devices and configurations. The user will require the help of Axcient Support to help shut down the Virtual

Office when ready.
Runbooks are unique to each Virtual Office. After shutting down a Virtual Office, the Runbook changed state to Ready.
Configuring a Runbook will allow you to configure:

o Devices to be virtualized
e The order in which the devices should be virtualized
o Resources to allocate to each device

o Wait time between the deployment of each device

Create a New Runbook

To create a new Runbook:
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W s v Overview

. RECOVER
vu_site Troubled

STEP 1

On the Site Details page, click the Manage Runbooks link

3 SERVICES
. . . . . 3 Applance servic -
found in the Virtualization section of the page. -
8DEVICES
Alprotecied
W vs20032disk Device is oulside of the profection threshold.
SETTINGS
W w2016 Device is outside of the profection threshold.
VIRTUALIZATIONS
W 2008 Device is oulside of the profection fhreshold.
LOCALYMS
W 2003 Device is outside of the protection threshold. 3 Production
W v_test new_device Device is outside of the profection threshold. CLOUD VIRTUALIZATIONS
None Acive.
B /u_WS2012R2_GPT_basic_... Device is outside of the protection threshold.
o
. 172.18.7.109 Device is outside of the protection threshold.

s rors 2%

» Runbook Summary
STEP 2 v Create a New Runbook

In the Create a New Runbook section of the page, enter
the name of the new Runbook. @

Basic Info Add Devices Edit Values Config Network Advanced Setfings Finish Runbook
(Opional)

Optionally, enter a description for the Runbook.

Whatis the name of your new runbook?

Click the Next button to continue.

'Add some descripiion about your runbook (optional):
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v Create a New Runbook

oo

In the Add Devices screen, use the checkboxes to select Bl i Al e s Conbgenvrk Advnced Soiogs P Rnbock

(Optiondl)

STEP 3

the devices to include in the Runbook.

Note: A device can only belong to one Runbook at a time. SRR T
. . . . (
Note: The Virtual Office will automatically select the most o ko
O vu_test_new_device 11-28-2017
recent recovery point to use in deploying the Virtual v 6wt sar o7
O vu_WS2012R2_GPT_basic_All n.7-2017
Office' & w2003 m,vmm
Click the Next button to continue. © & oo
O ws2003 10-17-2018
O ws20032disk 10-18-2018
Select Al | Deselect All 1 device
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0 runbooks

v Create a New Run
STEP 4

PRIORITY Medivm N
In the Edit Values section, review the selected devices. @ , PR o
Click the Edit and Delete buttons to edit or delete any of ke i N S
the devices. You will be able to edit the following:
o Inthe Prioritytab, specify the boot priority of the
selected device(s). Devices with the same boot i
ws2003 VvApp_661_7107  Medum 2 4 o
priority will be started at the same time. O vaooe TR s & @ B

o Inthe CPU Cores tab, specify the number of CPU
cores to allocate to the selected device(s).

o Inthe VM Ramtab, edit the amount of virtual RAM to
allocate to the selected device(s).

o Inthe Wait Time tab, edit the wait time between boot
priority. For example, if you have a device with a
Medium boot priority and a 15 minute wait time, and
then a second device with a Low boot priority, the
Runbook will wait 15 minutes before deploying the
Low priority device. You can also configure different

wait times between devices with the same priority.

o Click the Save button when you are finished.

Click the Next button to continue.
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STEP 5 Basic Info Add Devices Edit Values Config Network Advanced Sefiings Finish Runbook
{Opional)

In the Network screen, you can configure the following:

Network

o Inthe Network section, configure the Gateway IP and

GATEWAY NETMASK

Netmask of the Virtual Office. Please refer to the {” : ;
Configure Virtual Office section for more information. Sl

W @

o Inthe VNC IP section, enter the IP address for the moiso QD
VNC clients, which can be any available (unused) IP
address in the Virtual Office. This field is optional
.

when you configure the network in the Runbook. If
you leave this field blank, it will be filled in
automatically after the Runbook is created from the

first subnet. Please refer to the Configure Virtual

Office section for more information.

« Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Please refer
to the Configure Virtual Office section for more

information.

Click the Next button to continue.
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O runbooks
v Create a New Runbook
STEP 6

In the Advanced Settings section, you can enable and @ @ @ @ @
Configure the fOllOWing methOdS for accessing deViCES in Basic Info Add Devices Edit Valves Config Network Advanced Sefiings Finish Runbook

the Virtual Office:

« VPN

o & & .
o User Authentication

o Port Forwarding

Port Forwarding

° D H C P PORT FORWARDING © W
« Site-to-Site VPN
o Site-to-Site IPSec VPN preP

You can also update these settings after the Runbook has & -

started from the Configure Office page. Please refer to

the Configure Virtual Office section for more information.

Click the Next button to continue

v Create a New Runbook
STEP 7

O O N O S O S O S O

In the Finish Runbook screen, review summary oo AddDovees s Conlg ook

Advanced Sefiings
(Opiional)

information to confirm that the Runbook settings are

correct.

Summary of your runbook

Name: demo

Click the Finish Creating Runbook button to create the
Runbook.

The Runbook will now be listed under the Runbook
. .
Summary section where you can edit or delete the

Runbook as needed.
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Start a Runbook

You can start a Runbook in one of the following ways:

« Onthe Site or Service page, click the Recover button and then select a Runbook.

o Onthe Runbook page, select a Runbook and then click the Run Runbook button.
A Runbook cannot be started under the following circumstances:

o AVirtual Office or Runbook is already running under the Site
Runbooks are Site-specific, and only a single Runbook may be running at a time for any given Site. If a Runbook is

already running under a Site, the user will be unable to deploy a second Runbook.

o No Subnet is configured in the Runbook for at least one device
A subnet must be configured for at least one of the devices in the Runbook in order to start the Runbook. If no subnet

is configured for any devices in the Runbook, the Runbook will not start.

If a subnet is configured for only one or some of the devices, you will need to create the additional subnets in the Virtual

Office Configuration page in order to virtualize the remaining devices when the Runbook is in a Running state.

Additionally, you can edit the Runbook to create any additional subnets. The devices with subnets created after the Runbook

has been deployed will not adhere to the device boot order configured in the Runbook.

This example will start on the Runbook page.

W wsie v Overview
STEP 1 vu_site Troubled

ACCOUNT AT A GIANCE

On the Site Details page, click the Manage Runbooks link Ackty of st for vu_sie
. . . . Sy,
found in the Virtualization section of the page. Y o
praid
- ws20032disk Device is outside of the protection threshold.
SETTINGS
W 206 Device is outside of the profection threshold.
VIRTUALIZATIONS
. ws2008 Device is outside of the protection threshold.
LOCALVMS
W 2003 Device is outside of the protection threshold. 1 Producton
B vo_test_new_device Device is outside of the protection threshold. CLOUD VIRTUALIZATIONS
- vu_WS2012R2_GPT_basic_. Device is outside of the protection threshold.
. 172.18.7.109 Device is outside of the protection threshold.

1 warning was issued -

@ vvApp_6.61.7.107 Appliance lost network connecivity. Using 98 GB of 4 T8 local storage.
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AXcient

¥ Runbook Summary

+NewRunbook & Edit Runbook 1 Delete Runbook
STEP 2

SHECT  NAME STATUS DEICES - RUNBOOK TYPE DESCRIPTION

In the Runbook Summary section of the page, use the

checkboxes to select the Runbook and then click the Run
Runbook button.

demo Ready. 2] - demo

STEP 3 START RUNBOOCK

On the Start Runbook screen, select the type of Virtual

What f d tto do?
Office to deploy (Test or Production). iy diiaati s bt

Start a Disaster Recovery Production Failover
When o disaster oceurs and you want to spin up a virtual

office to replicate your local environment

STEP 4

STARTING RUNBOOK

The Runbook will start and the Starting Runbook screen
T Here we go!
will display the progress.

You can click the Close button to leave the screen while
the Runbook starts.

This may take several minutes.

CLOSE
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Edit a Runbook

You can edit a Runbook whenever needed, including when the Runbook is inactive and when it is running.

While a Runbook is inactive, all aspects of the Runbook and Virtual Office can be edited; however, not all aspects of the
Runbook can be edited while the Runbook is running. For example, you cannot edit included devices when the Runbook is

running, but you can edit network information.

If the Runbook is running, you can incorporate changes on the Advanced Settings page. However, these changes will not
apply until you restart the Runbook. Additionally, if you update Virtual Office settings from the Runbook, the settings will not
change for the running Runbook.

To edit a Runbook:

W wsie ¥ Overview

STE P 1 vu_site Troubled

CCOUNT AT A GLANCE

On the Site Details page, click the Manage Runbooks link Aoty o e e

3 SERVICES

3 Appliance services

found in the Virtualization section of the page. e
8 DEvICES
Allproteced
B vs20032disk Device is outside of the protection threshold.
SEMNGS
W w206 Device is outside of the protection threshold.
VIRTUALIZATIONS
B w2008 Device is outside of the protection threshold.
LOCALVMS
W <2003 Device is outside of the profection threshold. 1 Producton
B vo_test_new_device Device is outside of the protection threshold. CLOUD VIRTUALIZATIONS
None Actve
- vu_WS2012R2_GPT_basic_... Device is outside of the protection threshold.
" Runbook crecied
. 172.18.7.109 Device is outside of the protection threshold.

1 warning was issued -

@ vw_vApp_6.6.1_7.107 Appliance lost network conneciivity. Using 98 G8 of 4 T8 local sorage

¥ Runbook Summary

+ New Runbook | #” Edit Runbook | 10 Delete Runbook B> Run Runbook

SHECT  NAME STATUS DEACES - RUNBOOK TYPE DESCRIPTION

In the Runbook Summary section of the page, use the - L ey
checkboxes to select the Runbook and then click the Edit
Runbook button.

STEP 2

Update the Runbook as appropriate.
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Delete a Runbook

When a Runbook is deleted, it will not be recoverable.

To delete a Runbook:

ST EP1 vu_site Troubled

On the Site Details page, click the Manage Runbooks link e Sy

3 SERVICES

3 Applionce services

found in the Virtualization section of the page. e G
8 DEVICES
All protected
- ws20032disk Device is outside of the protection threshold.
SETTINGS
B 2016 Device is outside of the protection threshold.
VIRTUALIZATIONS
W <2008 Device is outside of the protection threshold.
LOCALVMS
B w2003 Device is outside of the protection threshold. 1 Production
W vo_test_new_device Device is outside of the protection threshold. CLOUD VIRTUALIZATIONS
None Actve
. vu_WS2012R2_GPT_basic_... Device is outside of the protection threshold.
T Runbook croated
- 172.18.7.109 Device is outside of the protection threshold.
1 warning was issued -
@ wvApp_6.61.7.107 Appliance lost network connectivity. Using 98 GB of 4 T8 local storage.

¥ Runbook Summary

4 NewRunbook  # Edit Runbook |l Delete Runbook| B> Run Runbook

SHEC  NAME STATUS DEVCES - RUNBOOK TYPE DESCRIPTION

In the Runbook Summary section of the page, use the o Rty - -
checkboxes to select the Runbook and then click the
Delete Runbook button.

The Runbook is now permanently deleted.
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