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Introduction
You can leverage Axcient’s business continuity tools in the event of data loss or disaster. Axcient recommends you leverage
the local appliance whenever possible to ensure the quickest recovery time possible. In the event the local appliance is not
available, you can utilize Axcient's cloud disaster recovery and business continuity tools, including:

l Granular File Restore (Local and Cloud)

l Bare Metal Restore (BMR)

l Failover Virtual Machine (Local and Cloud)

l Export to VMDK

Recovery of Encrypted Files
The Axcient protection solution supports protection and recovery of encrypted Windows files using the BitLocker encryption
feature. You will be able to successfully recover all data using this encryption feature.

Axcient does not support file encryption using another encryption tool, feature or agent. You will not be able to recover data
encrypted with anything other than BitLocker.

Foreign Characters Support
In AxOS version 6.4.9 and later, the Axcient protection solution supports protection and recovery of foreign characters that
are UTF-8 encoded.

Unsupported Files
If during a Windows image replication job an "unsupported file" is encountered, it will be automatically excluded from the
replication and a warning will be printed to the event log. Despite the warning, the replication job will still complete with a
status of SUCCESS.

This means that unsupported files will not be recoverable using the Axcient disaster recovery and business continuity
features. You must make sure that all critical data is in a supported file format to be recoverable.

An unsupported file is one of the following:

l A file that has been encrypted using Encrypting File System (EFS)

l A file that has a name that is not supported by Windows, such as ending with a blank or a period

In some instances, you might have a Windows device running a Unix application that happens to rely on posix device files
(/dev). While replication jobs will complete successfully, failovers and Bare Metal Restores (BMR) will not.

Before performing any recovery actions, please make sure that the /dev file has been excluded from the replication job by
following the steps in the File Exclusion section of the Axcient Protection Guide.
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Deduplication
Axcient does not support deduplication for Windows 2012.

Fusion supports protection and recovery of encrypted files. You will be able to successfully recover encrypted data with the
Fusion platform. Fusion is not currently compatible with external encryption solutions.
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Granular File Restore (Local)
The local Granular File Restore recovery tool allows you to restore files, folders, and even entire directories from the local
Axcient appliance. This process can be performed by clicking the Recover button where available on the Web Application. In
this example, it will be performed from the Site Details page.

STEP 1

On the Axcient Web Application Dashboard, click the
Sites tab.

STEP 2

On the Sites page, click the Details button for the
desired Site.
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STEP 3

On the Site Details page, click the Recover button.

STEP 4

On the Recover Something screen, click the Recover
Data button.
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STEP 5

On the Recover a File screen, click the Local (Express
Share) button.

STEP 6

Select the Service protecting the target device. If you
are performing this step from the Service Details page
or Device Details page, skip to the next step.
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STEP 7

Select the device from which you would like to restore
and click the Next button.
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STEP 8

Select the desired recovery point and click the Recover
button.
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STEP 9

The UNC mount point is now generated. Copy and paste
the generated path into the File Explorer to access the
restored files.

Set the UNC mount expiration timer to give yourself
enough time to complete the recovery actions.
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Granular File Restore (Cloud)
In the event the local appliance is not available, you can restore files and folders from the Axcient Cloud.

The selected files and folders will be downloaded locally to the device performing the recovery task. You will then be able to
distribute the data as needed.

STEP 1

On the Axcient Web Application, click the Sites tab.

STEP 2

In the Sites page, click the Details button for the desired
Site.
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STEP 3

In the Site Details page, click the Recover button.

STEP 4

In the Recover Something screen, select the Recover
Data button.
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STEP 5

In the Recover a File screen, select the Cloud (Offsite
Browse) option.

STEP 6

Select the Service protecting the target device. If
performing this step from the Service Details page, or
Device Details page, skip to the next step.
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STEP 7

Select the device from which you would like to recover
and click the Next button.
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STEP 8

Select the desired recovery point and click the Recover
button.
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STEP 9

Select the files and folders to be restored.

Please note that selecting a file within a folder will only
recover the selected file, not the containing folder.
Reference the lower left-hand corner to view a tally of
how many files and folders are being recovered.

Click the Next button when the target data has been
selected.

STEP 10

Review the file recovery details and copy the URL. Paste
this URL into a preferred browser to download the
recovered data.
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Bare Metal Restore
A Bare Metal Restore (BMR) allows you to apply a system image to new or existing devices rather than spending time and
resources rebuilding an entire device.

STEP 1

In the UMC Dashboard of the appliance protecting the
desired device, click the Virtual Machine & BMR tab.

STEP 2

Click the Control button next to the appropriate
device.

STEP 3

In the Bare Metal Restore drop-downmenu, click
Start.
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STEP 4

Select the recovery point and click the Start BMR
button.

You have now locked the system image for the BMR
process.

STEP 5

On the Downloads page, download the appropriate
BMR ISO to a bootable media.

To convert a USB to a bootable media, please refer to
the Format USB as BMR ISO Guide for more
information.

NOTE: If performing a BMR on an HP Prolient G9
device, you must use the HP Prolient G9 BMR Boot
ISO. Otherwise, the BMR will not complete
successfully.

Additionally, if device drivers need to be installed, add
them to the bootable device before beginning the
BMR.
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STEP 6

Plug in and boot from the bootable media. A
GRUB menu displays. Select the Windows option.
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STEP 7

Enter the IP address and login credentials for the UMC
of the Axcient appliance and then click the Connect
button.

Any additional configurations, such as loading drivers,
renewing the DHCP lease, or setting a static
IP address, can be completed here.

Note: For users who upgraded from AxOS 6.3.7 to
AxOS 6.4.8:

l You will need to manually partition the disks by
clicking the Utils/Tools option for a recovery point
made using AxOS 6.3.7.

l In AxOS 6.5.3, you will need to manually partition
the disk volumes if the device has multiple
volumes on a single disk. The BMR Utility will be
unable to appropriately replicate the partition
schema.

Failure to manually partition the disks might disrupt
the BMR process or create problems with the restored
device.

In both instances, please refer to the Manual Partition
section for more information.
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STEP 8

Select the recovery point and configure the BMR. The
following options can be configured:

l Select User Source Device Network Settings to
apply the device's original network settings.

l Select Use Existing Partition Table to override the
existing partition table and use the table
configured in the Tools section of the BMR.

l The Use 2nd NIC option is only available for
physical devices and assumes there is a direct
connection to the appliance rather than a
network connection.

Click the Start BMR button to begin the BMR process.
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STEP 9

Towards the end of the BMR process, you will be
prompted to install boot-critical device drivers. Select
from the following options:

l Select the Install boot-critical drivers option to
automatically install boot critical devices.

l Select the Install additional boot-critical drivers
option to manually install drivers from the
bootable media as instructed above.

l Select the Return option to continue after the
drivers have been installed.

The BMR will complete and the device will reboot
automatically. Remove the bootable device upon
reboot so the device can boot from the OS.

STEP 10

The boot-critical drivers will be installed and the BMR
process will run until completion.

When the BMR is complete, the device will restart.
Disconnect the bootable to let the target device boot
from the operating system.

Power on the newly stored device and confirm that
the BMR process has completed successfully.
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BMR to a Virtual Machine
This section of the guide assumes that you have already locked the image with which you would like to perform the BMR.
This section outlines the necessary steps required to perform a BMR on a virtual machine (VM).

STEP 1

On the Downloads page, download the appropriate
BMR ISO to a host datastore.

NOTE: If you are performing a BMR on an HP Prolient
G9 device, you must use the HP Prolient G9 BMR Boot
ISO. Otherwise, the BMR will not complete
successfully.

Additionally, if device drivers need to be installed, add
them to the bootable device before beginning the
BMR.

STEP 2

Create a new virtual machine.
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STEP 3

In the SCSI Controller screen, select the appropriate
SCSI controller:

l Select LSI Logic Parallel for Windows 2003
environments.

l Select LSI Logical SAS for 2008 and 2012 Windows
environments.

Click the Next button to continue.

STEP 4

In the Ready to Complete screen, select the Edit the
virtual machine settings checkbox.

Click the Continue button to finish configuring the VM.
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STEP 5

In the Hardware section, select the New CD/DVD
option and update the following settings:

l In the Device Status section, select the Connect at
power on checkbox.

l In the Device Type section, select the Datastore
ISO file radio button. Then click the Browse button
to browse the datastore and select the
downloaded bmr.iso file.

Click the Finish button.

The VM can now be powered on, and you can continue
with the BMR process.

STEP 6

Power on the VM. A GRUB menu displays. Select the
Windows option.
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STEP 7

Enter the IP address and login credentials for the UMC
Axcient appliance, and then click the Connect button.

Additional configurations, such as loading drivers,
renewing the DHCP lease, or setting a static
IP address can be updated during this process.

Note: For users who upgraded from AxOS 6.3.7 to
AxOS 6.4.8:

You will need to manually partition the disks by clicking
the Utils/Tools option for a recovery point made using
AxOs 6.3.7.

Failure to manually partition the disks might disrupt
the BMR process or create problems with the restored
device.

STEP 8

Select the recovery point and configure the BMR using
the following options:

l Select User Source Device Network Settings to
apply the device's original network settings.

l Select Use Existing Partition Table to override the
existing partition table and use the table
configured in the Tools section of the BMR.

l The Use 2nd NIC option is only available for
physical devices, and will assume there is a direct
connection, rather than a network connection.

Click Start BMR to begin the BMR process.
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STEP 9

Towards the end of the BMR process, you will be
prompted to install boot-critical device drivers.

l Select the Install boot-critical drivers option to
automatically install boot critical devices.

l Select the Install additional boot-critical drivers
option to manually install drivers from the
bootable media as instructed above.

l Select the Return option to continue after the
drivers have been installed.

The BMR process will complete and the device will
reboot automatically. Remove the bootable device
upon reboot so the device can boot from the OS.

STEP 10

The boot-critical drivers will be installed and the BMR
process will run until completion.

When the BMR is complete, the device will restart.
Disconnect the bootable to let the target device boot
from the operating system.

Power on the newly stored device and confirm that
the BMR has completed successfully.
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Manual Partition
You will need to manually partition the disk(s) for a device being recovered using the BMR tool. This applies to the following
types of devices:

l Any device replicated using AxOS 6.4.8 and later

l Any device replicated using AxOS 6.5.3 with multiple volumes

Recovering a Device with Multiple Volumes
If you are recovering a device with multiple volumes, the BMR Utility will be unable to preserve the partitioning and will be
restored as an extended partition. You will be unable to convert these extended partitions back in to a primary partition. To
avoid this, you should partition disks manually using the Diskpart commands or by using the BMR Disk Partitioner.

To manually partition the disk(s):

STEP 1

Click the Utils/Tools option before logging in to the
Axcient appliance.
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STEP 2

Select a preferred partitioning method:

l Select the Manually partition disk option to partition
using a GUI. If you select this option, continue to
Step 3.

l Select the DOS Window option to partition the disks
using Diskpart commands. If you select this option,
a DOS window will display.

Consult the System Administrator for the exact
commands to correctly partition the disks.

STEP 3

On the Disk Partitioner screen, click the Add... button to
add partitions to the disk.

Click the ... button on the top-left corner to select the
specific disk to be partitioned.
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STEP 4

On the Create Partition screen, configure the following:

l In the Partition Size (MB) field, configure the size of
the partition in MB.

l In the Partition Type field, configure the type of
partition (including primary or extended).

l In the Assign Drive Letter field, assign the drive
letter to the partition.

Click the OK button to save these changes. Repeat Step
3 and Step 4 until all disks are correctly partitioned.
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Discarding the Image Lock
When the BMR has successfully completed, you must discard the image lock on the device. If you do not remove the system
image lock, backups will not continue to run on the device.

STEP 1

On the UMC Dashboard, click the Virtual Machines &
BMR tab.

STEP 2

Click the Control button to view the lock for the BMR.

STEP 3

In the Bare Metal Restore drop-downmenu, click Stop.
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STEP 4

On the confirmation screen, click the Done with BMR
button to discard the system image lock.

33© 2018 Axcient, Inc. All Rights Reserved.



Failover VM (Local)
Axcient's Failover Virtual Machine (VM) allows you to start a virtual machine on the local Axcient appliance in the event a
protected device is lost or fails. Although the Failover VM can run indefinitely, it is not intended as a long-term replacement
for a permanent server. The server functions should be transferred back to a primary device as soon as possible.

Test VM Screen Shot Validation
Screen shot validations are automatically performed after the successful completion of replication jobs to ensure that
replicated devices can be virtualized in the event of a disaster situation.

To ensure that screen shot validations can be successfully performed, please set the Screen Sleep Timeout option to 30
minutes or longer. When a Test VM is being deployed, minimal resources are allocated to the deployment so that they can be
used by other processes on the appliance, resulting in a longer deployment process. If the Test VM enters sleepmode during
the deployment, a screen shot created during this validation will depict a black screen and will result in a failed validation.

Be advised that the longer deployment process does not reflect the actual deployment time for a Production Failover VM.

Recovery Steps
Warning!

When protecting a device with the Windows Server 2008 SP1 operating system, you must confirm that the 955430
package has been installed on the target device before performing the recovery. Please refer to the Microsoft KB955430
article for more information and to download the package.

Without the 955430 package, WS2008 will be unable to install GPLPV drivers due to Windows not trusting the certificates
used to sign drivers.

This will mean that you will not be able to deploy a local failover VM for the device if it has more than 4 drives.
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STEP 1

On the Axcient Web Application Dashboard, click the
Sites tab.

STEP 2

On the Sites page, click the Details button for the
desired Site.

STEP 3

On the Site Details page, click the Recover button.
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STEP 4

On the Recover Something screen, select the Make it
Virtual option.

STEP 5

On the Virtualize a Device screen, select the Start
a Virtual Machine option.
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STEP 6

Select the type of local virtualization to deploy:

l Select the Make it a Test option to test the
virtualization process and verify the availability of
recovery points in case of an emergency.

l Select the Put it in Production option in the event
of a disaster. This local failover VM can be used to
temporarily replace production devices until a
permanent replacement is ready.

STEP 7

Select the device to virtualize and click Let's Do It!.
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STEP 8a: Test VM

If this is a test, configure the Test VM:

l In the Recovery Point drop-downmenu, select the
recovery point time.

l Using the RAM slider, allocate virtual RAM.

l Using the CPU slider, allocate virtual CPU cores.

l In the Use Current Address field, enable or disable
the option to use the device IP address.

l In the VNC field, enable or disable the option to
allow a VNC connection (this option is only
available whenmanually configuring the
IP address).

l In the VNC Password field, enter the
VNC password (only if the VNC connection is
enabled).

l In the IP Address field, enter the IP address (only
if the Use Current Address field is disabled).

Click the Looks Good button to continue.

Please note that a Test Failover VM cannot
communicate with any other device. A Test VM cannot
be accessed through RDP.

38© 2018 Axcient, Inc. All Rights Reserved.



STEP 8b: Production VM

If this is production, configure the production VM:

l In the Recovery Point drop-downmenu, select the
recovery point time.

l Using the RAM slider, allocate virtual RAM.

l Using the CPU slider, allocate virtual CPU cores.

l In the Use Current Address field, enable or disable
the option to use the device IP address.

l In the VNC field, enable or disable the option to
allow a VNC connection (this option is only
available whenmanually configuring the
IP address).

l In the VNC Password field, enter the
VNC password (only if the VNC connection is
enabled).

l In the IP Address field, enter the IP address (only
if the Use Current Address field is disabled).

Click the Looks Good button to deploy the local
Production VM failover.
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Viewing the Local Failover Details
You can view the local failover information for the device after the failover VM is running.

STEP 1

On the Web Application Dashboard, expand the Activities
of Interest section, click Local Virtualizations, and then
click the Manage VMs link.
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STEP 2

The Local VMs section of the Client's Device List page
displays.

Click to expand the device and view information about
the failover VM, including:

l Recovery Point - The recovery point selected
in the failover deployment.

l VNC - Whether VNC is enabled or disabled.

l VNC Password - The configured VNC
password.

l Duration - Length of time the failover VM has been
running.

l RAM - The amount of RAM allocated in the failover
deployment.

l IP - The IP address or domain name of the failed
over VM.

The following administrative buttons can also be used to
manage the device:

l Click the View Device button to visit the Device
Details page for the specified device.

l Click the Stop VM button to change the VM status
from Running to Ready.

l Click the Discard VM button to completely discard
the local failover VM.
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Accessing the Local Failover VM
The local failover VM can be accessed in two different ways: VNC and Remote Desktop Protocol.

Method 1: VNC

A VNC agent can be used to connect to both Test and
Production failover VMs. Axcient recommends using the
UltraVNC Viewer.

For a single local failover VM:

1. Open the VNC agent.

2. In the VNC Server field, enter the IP address of the
appliance.

3. Enter the VNC password if configured.

For multiple failover VMs:

1. Open the VNC agent.

2. In the VNC Server field, enter the IP address of the
appliance, along with the port number of the
failover VM.

VM ports are numbered in sequential order of when
they were deployed, starting with 5901.

Example: 192.168.99.234:59001

3. Enter the VNC password if configured.
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Method 2: Remote Desktop Protocol

Use the Remote Desktop Protocol (RDP) tool to connect
to the local failover VM. RDP can only be used to connect
to Production failover VMs.

To access the failover VM using an RDP agent:

1. Open the RDP agent.

2. Create a new RDP connection using the production
IP address and the administrator login credentials.

3. Connect to the local failover VM.

Warning!

When failing over a device with 5 drives or more in either a test or production environment, you might see an extra disk
displayed in the Disk Management/Device Manager after launching. This extra disk will not show up in My Computer, and
you will receive an Incorrect Function error when attempting to bring the disk online.

This extra disk will not affect the failover or any other recovery-related process associated with the failover VM.
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Export to VMDK
The Export to VMDK tool allows you to deploy VMware-specific, identical virtual machine replicas of physical devices.

The Export to VMDK recovery feature is only available for devices backed up by an Axcient Appliance using AxOS 6.4 or later.
To view the AxOS version the Axcient Appliance, refer to the Service Details page of the Web Application User Guide.

Generating the .vmdk Files

STEP 1

On the Web Application, click the Recover button.

STEP 2

On the Recover Something screen, click the Make it
Virtual option.
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STEP 3

On the Virtualize a Device screen, select the Export to
VMDK option.

STEP 4

On the Export to VMDK screen, select the desired
device and click the Next button.

A device with a Running VM Status indicates that a VM
is currently running for that device. You can still
continue with the recovery process, but you will be
prompted to stop the VM to continue. See the VMDK
Alert Messages section for more information about
alerts you might encounter when selecting a device.
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STEP 5

On the Recover From screen, select the desired
recovery point and click the Recover button.

STEP 6

A UNC mount point will generate. Copy the UNC
mount path and set the UNC mount expiration timer.
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STEP 7

Paste the UNC mount path into a File Explorer
window. Two .vmdk files will display.
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VMDK Alert Messages
You might encounter one of the following alert messages after selecting a device. Below are descriptions of each alert.

Alert: Virtualized Device in Production

You will receive this alert when the selected device is
currently virtualized in a Production environment.

Click the Proceed button to stop the VM and generate the
VMDK for the selected device.

Alert: Virtualized Device in Test

You will receive this alert when the selected device is
currently virtualized in a Test environment.

Currently, Axcient does not support Exporting to VMDK
from a Test failover.

You will need to manually shut down the Test VM or select
a different device.
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Alert: Running BMR

You are unable to use the Export to VMDK feature for a
device currently running a BMR.

You will need to wait until the BMR has completed before
exporting to VMDK.

Alert: Exposed Mount

The Export to VMDK feature has already been performed
on the selected device, exposing a UNC Mount point
containing the VMDK files.

Click the Revoke Exposed Mount button to erase the
previous UNC mount and generate a new one.
Alternatively, click the Back button to select a different
device.

Check the Activities of Interest on the Web App Dashboard
or Site Details page to view the currently exposed UNC
Mount point.

Alert: Device Not Ready

The device is unable to perform the Export to VMDK
recovery process because the selected device is currently
in use, or is otherwise unavailable.

Click the Close button to exit the Export to VMDK process,
or press the Back button to select a different device.

You will need to wait for the device to become available
before trying again. You can investigate the device to
check if there are any actions that can be taken to make
the device available.
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Creating the VM using Export to VMDK

STEP 1

In the VMware vSphere, select the Host Machine,
click the Configuration tab, and then right click the
datastore and select the Browse Datastore option.

STEP 2

Click the Upload button and upload both .vmdk files
from the UNC mount point generated above.

STEP 3

Create a new virtual machine and configure it as
needed.
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STEP 4

On the Configuration screen, select the Custom
option and continue with configuring the VM as
needed.

STEP 5

On the Guest Operating System screen, select the
appropriate OS from the drop-downmenu.

The OS should match that of the device from which
the Export to VMDK process was performed.

Click Next to continue configuring the VM as needed.
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STEP 6

On the SCSI Controller screen, select the SCSI
controller:

l Select the LSI Logic Parallel radio button for a
Windows 2003 OS.

l Select the LSI Logical SAS radio button for every
other Windows OS.

Click the Next button to continue.

STEP 7

On the Select a Disk screen, select the Use an
existing virtual disk option.

Click the Next button to continue.
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STEP 8

On the Select Existing Disk screen, click the Browse
button to browse the datastore and select the
exported VMDK.

Click the Next button to continue.

STEP 9

Review the VM configuration. When ready, click the
Finish button.

If there are no more hard disks, the VM can now be
powered on.

If more hard disks need to be added, check the Edit
the virtual machine settings before completion box
and continue to the section below.
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STEP 1 (Add Additional Disk)

On the same Virtual Machines Properties screen,
click the Add button.

STEP 2 (Add Additional Disk)

You will now need to go through the Add Hardware
process. On the Device Type screen, select the Hard
Disk option from the menu and click the Next button.
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STEP 3 (Add Additional Disk)

On the Select a Disk screen, select the Use an
existing virtual disk option, and then click the Next
button.

STEP 4 (Add Additional Disk)

On the Selecting Existing Disk screen, click Browse
and navigate to the .vmdk files uploaded above.

Although two files were uploaded, you will only see
one large .vmdk file.
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STEP 5 (Add Additional Disk - Optional)

If necessary, configure any advanced options on the
Advanced Options screen.

In most instances, no further action is needed unless
required on the specific virtual machine environment.
Click the Next button to continue.

STEP 6 (Add Additional Disk)

Review the selected options. When ready, click the
Finished button.

The new disk has now been added. Repeat this
process for as many disks as required.
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Notes
l Occasionally, when a customer deploys a VMDK for a Windows 2003, 2008 or 2012 device, the network settings might

not be preserved.

You must manually configure the IP address for the device using the generated VMDK. You can use any preferred
method of configuring an IP address for the device.

l Occasionally, when a customer deploys a VMDK for a Windows 2008 R2 device, one disk might be listed as offline when
using any number of extended disks.

To resolve this issue:

1. Ensure the device created using the generated VMDK is powered on.

2. Navigate to the Disk Management utility (sometimes called Computer Management).

3. Right click the offline drive.

4. Select the Online option.

5. Exit the Disk Management (or Computer Management) utility.
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Cloud Failover
In the event the local appliance is not available in a disaster situation, the cloud failover feature in the Web Application allows
you to start virtual machines (VMs) in the Axcient Cloud of one or more protected devices. The Axcient Cloud failover solution
allows you to do the following:

l Create a Virtual Office running in the Axcient data center that matches existing server configurations

l Configure network settings for the virtual office, including:

l Provide secure access to the Virtual Office by configuring VPN

l Configure Site to Site Open VPN, allowing multiple remote networks to connect to the Virtual Office

l Allow VMs to access the Internet by enabling outbound connections (disabled by default)

l Establish Port Forwarding rules

l Start the Virtual Office VMs of each server from separate restore points

This section of the guide will cover the various Virtual Office interfaces.
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Starting the Virtual Office
To start the Virtual Office:

STEP 1

On the Axcient Web Application, click Sites.

STEP 2

On the Sites page, click the Details button for the
desired Site.
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STEP 3

On the Site Details page, click the Recover button.

STEP 4

On the Recover Something screen, click the Make it
Virtual option and then select the Start a Virtual Office
option.
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STEP 5

Select the type of local virtualization to deploy:

l Select the Make it a Test option to test the
virtualization process and verify the availability of
recovery points in case of an emergency.

l Select the Put it in Production option in the event
of a disaster. This local failover VM can be used to
temporarily replace production devices until a
permanent replacement is ready.
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STEP 6

On the Start Virtual Office (Failover) screen, select the
services and configure settings:

l In the Services field, use the checkboxes to select
the appropriate service(s).

l If you would like to set up a subnet for the Virtual
Office, configure the Gateway and Netmask fields:

l In the Gateway field, enter the gateway IP
address. This address should be the same
as the default gateway on the physical
network that the Virtual Office is trying to
replicate. For example, if devices are on
the 192.168.1.xxx network, the gateway
will most likely be 192.168.1.1.

l In the Netmask field, enter the netmask
value.

l Optionally, to add a new subnet for the Virtual
Office, click the + Add Another link. Please note
that you can add up to ten subnets. Subnets must
not overlap with other subnets on the Virtual
Office. To delete a subnet, click the red Delete
icon.

Click the Start Virtual Office button when you are
finished.
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The Virtual Office Page
The Virtual Office page is accessible when a Virtual Office has been started. This page is the administrative page for the
Virtual Office. From here, you can take any managerial and configuration actions for the Virtual Office.

There are five main sections to the Virtual Office View page:

Figure 1 - Virtual Office Page
Virtual Office Summary

This section provides a summary of the Virtual
Office, showing which Clients are being virtualized
and the type of virtualization (test or production).

Additionally, you can stop all running VMs and take
steps to discard the Virtual office.

Device List

This section displays all protected devices under
the Client as well as the device states. The three
device states are explained below.

Configure Office

This button launches the Virtual Office
Configuration page where you can configure
various aspects of the Virtual Office.

Resources

This section displays used and available resources across all live VMs, and information about how long the Virtual Office has
been running

Axcient Tools

This section displays links to Axcient support documentation and Axcient Technical Support.

Virtual Machine States
A device will be listed in one of the following states:
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l The Offline state indicates that the VMs have yet to be rendered. To render a device, click the Render button.

l The Ready state indicates that the VMs have been rendered. This means that you have allocated CPU cores and RAM
to the VM. You can optionally click the Start button to start a device andmake it accessible.

l The Running state indicates that the VMs are live and accessible through a VNC or RDP agent. You can optionally click
the Stop button to return the device to a Ready state, log in to access the VM using the built-in web VNC agent, or
click the Discard button to return the device to an Offline state.
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Configure Virtual Office
While inside the Virtual Office, you can configure the cloud failover environment as needed. To configure these options:

STEP 1

On the Virtual Office page, click the Configure Office
button.

On the Configure: Virtual Office page, you can configure
the various network options.
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Network Settings
The Network section allows you to configure up to ten subnets under the primary Virtual Office network.

To edit the network settings:

STEP 1

On the Configure: Virtual Office page, click the Edit
button in the Network section.
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STEP 2

On the Network screen, enter a value for one or more of
the following fields:

l In the Gateway field, enter a gateway IP address.

l In the Netmask field, enter the netmask value.

l Optionally, click the +Add Another link to add an
additional subnet. Please note that you can add up
to ten subnets. Subnets must not overlap with
other subnets on the Virtual Office. To delete a
subnet, hover your mouse over the appropriate row
and click the red Delete icon.

l Optionally, in the VNC IP field, enter the IP address
for the VNC clients, which can be any available
(unused) IP address in the Virtual Office. VNC clients
typically use the Virtual Office Gateway address, so
a separate IP address is not necessary. However,
when testing a Cloud Failover while the original
gateway is still active, an alternative IP address
should be specified.

l Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Enabling
Internet connectivity allows both outbound and
inboundmessages between external devices and
the server VMs in the Virtual Office. Disabling
outbound access means that only devices within the
Virtual Office can communicate with each other.

Click the Save button to save any new configurations.
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Virtual Private Network (VPN) Settings
To configure or edit VPN settings:

STEP 1

On the Configure: Virtual Office page, click the Edit
button in the VPN section.
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STEP 2

In the VPN section of the screen, enter a value for one
or more of the following fields:

l Enable the VPN setting to turn on VPN.

l Enable the Split Tunneling setting to route the VPN
user’s Internet access through their device.
Alternatively, disable to route all Internet traffic
through the Virtual Office.

l In the VLAN IP field, enter the IP address that gets
assigned to the virtual network interface inside the
failover network. This address must be an unused
IP address.

l In the Client IP Range field, enter the range of
available IP addresses that are assigned to
connecting VPN users. This range must not conflict
with any devices in the Virtual Office.

l In the User Authentication section of the screen,
select the preferredmethod of VPN authentication.
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STEP 3a

Click the Active Directory radio button to integrate with
Active Directory, which enables users to connect
through VPN using their known Active Directory
credentials. If you select this option, you will be
prompted to configure the following fields:

l In the Active Directory server field, enter the IP
address of the Active Directory server.

l In the Active Directory Domain field, enter the
domain name of the Active Directory server.

l In the Domain Administrator Username field, enter
the username of the Active Directory administrative
user.

l In the Domain Administrator Password field, enter
the password of the Active Directory administrative
user.

l In the Connection Type field, use the radio buttons
to select your preferred connection type, including:
Unencrypted, LDAPS, or Start TLS.

Please note that if you select LDAPS or the Start
TLS method, you must also configure the Active
Directory Certificate Services role on the domain
controller. For more information, please reference
the Configuring Active Directory Certificate Services
Settings section below.
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STEP 3b

Alternatively, in the User Authentication section of the
screen, click the Direct radio button to manually create
login credentials for users to connect through VPN. If
you select this option, you will be required to configure
the following fields:

l In the Username field, enter a username needed
for users to connect through VPN.

l In the Password field, enter a password needed for
users to connect through VPN.

Click the Save button when you are finished.

Configuring Active Directory Certificate Services Settings
When configuring VPN connection settings, you can optionally integrate with Active Directory for authentication purposes.
This option requires that you select a connection type, including Unencrypted, LDAPS (LDAP over SSL/TLS), or Start TLS.
LDAPS and Start TLS connection types both require that you set up the Active Directory Certificate Services role on the
domain controller.

Please note that LDAPS (LDAP over SSL/TLS) is automatically enabled when you install an Enterprise Root CA on a domain
controller.

To set up the Active Directory Certificate Services role on the domain controller:

STEP 1

On the domain controller, start the Service Manager
and select Add Roles and Features. The Add Roles and
Features Wizard displays.
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STEP 2

In the Wizard, click the series of Next buttons until you
reach the Select server roles screen. On the Select
server roles screen, click the Active Directory Certificate
Services checkbox and then click the Next button to
continue.

STEP 3

Continue through the Wizard until you reach the Select
role services screen. On the Select role services screen,
click the Certification Authority checkbox and then click
the Next button to continue.
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STEP 4

On the Setup Type screen, click the Enterprise CA radio
button and then click the Next button to continue.

STEP 5

On the CA Type screen, click the Root CA radio button
and then click the Next button to continue.
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STEP 6

On the Private Key screen, click the Create a new
private key radio button and then click the Next button
to continue.

STEP 7

On the Cryptography for CA screen, configure the
following settings:

l In the Select a cryptographic provider drop-down
menu, select RSA #Microsoft Software Key Storage
Provider.

l In the Key length drop-downmenu, select 2048.

l In the Select the hash algorithm scroll-downmenu,
select SHA1.

Click the Next button to continue.
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STEP 8

On the CA Name screen, configure settings for the
certificate authority (CA). Click the Next button to
continue.

Continue through the Wizard until you successfully
configure the Active Directory Certificate Services role,
and then click the Close button when you are finished.

For alternative instructions, please reference the LDAP over SSL (LDAPS) Certificate Microsoft TechNet article.
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Connecting to VPN
When the VPN has been configured, the Virtual Office will generate a link that allows you to connect to the VPN. This link can
be copied and sent to the desired recipients.

STEP 1

On the Configure: Virtual Office page, click the Login to
VPN button in the VPN section.

STEP 2

On the VPN Access page, enter login credentials. These
are the same credentials created in the User
Authentication field on the VPN screen.

STEP 3

After logging in, click the Start button to connect to the
VPN and follow the prompted connection steps.

Note

The latest version of Java must be installed. If not already done so, you will be prompted to download a java plug-in that is
required to complete the VPN connection process. If you are prompted to download the plug-in, install the plug-in and
then begin the VPN connection process from the beginning.

If your browser blocks Java applets, you can connect through an alternative VPN client, such as the Windows 10 (built-in)
VPN client. For more information, please reference the Connecting to VPN Using an Alternative Connection Method
section below.
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Connecting to VPN Using an Alternative Connection Method
Depending on browser type and settings, you might experience connection issues when attempting to connect to VPN, as
described in the Connecting to VPN section. In these instances, an alternative VPN client can be utilized.

As an example, the following instructions provide steps for connecting through the Windows 10 VPN client (built-in).

STEP 1

On the Configure: Virtual Office page, click the Login to
VPN button in the VPN section.

STEP 2

From the local machine, download and install the Pulse
Secure app from the Microsoft Store.

When the Pulse Secure app is installed, click the Windows
Start icon and enter Change Virtual Private Networks
(VPN) in the search box. Then, click to launch Change
Virtual Private Networks (VPN) settings.
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STEP 3

In the VPN window, click the Add a VPN button. Enter
information into the Add a VPN Connection dialog box:

l In the VPN Provider field, select Pulse Secure.

l In the Connection Name field, enter a descriptive
connection name.

l In the Server Name or Address field, paste the VPN
connection URL.

l Click the Save button.

STEP 4

When the connection is configured, click the title of the
new VPN connection to launch.

STEP 5

When prompted, enter the appropriate user name and
password and then click the OK button to connect. These
credentials are the same credentials created in the User
Authentication field on the VPN screen.
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Port Forwarding
Port forwarding is not enabled by default but can be configured to work in the Virtual Office.

Enabling port forwarding could lead to network collisions if configured on a test Virtual Office. Do not enable and configure
port forwarding for a test Virtual Office as productivity and data loss might occur.

Additionally, Port Forwarding must be enabled for Site to Site Open VPN to function.

To configure or edit the port forwarding settings:

STEP 1

On the Configure: Virtual Office page, click the Edit
button in the Port Forwarding section.
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STEP 2

On the Port Forwarding screen, update the following
fields:

l Enable the Port Forwarding option.

l Enter the appropriate values to set the port
forwarding rules:

l In the Ext Port field, enter the external port
number to be forwarded.

l In the Internal IP field, enter the internal
IP address. The internal IP address must fall
inside one of the Virtual Office's subnets.

l In the Int Port field, enter the internal port
number.

l Click the Add Another button to add additional
entries. Repeat these steps as many times as
necessary.

Click the Save button to save any new configurations.
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DHCP Settings
DHCP is not enabled by default but can be configured to work in the Virtual Office environment. Please note that the DHCP
applies only to virtualized devices and not for remote user IP addresses that are assigned through the VPN settings.

To configure or edit the DHCP settings:

STEP 1

On the Configure: Virtual Office page, click the Edit
button in the DHCP section of the page.

STEP 2

On the DHCP screen, enter a new value for one or more
of the following fields:

l Enable the DHCP option.

l In the Domain field, enter the domain name.

l In the DNS Servers field, enter the host name or IP
address of the DNS server. Click the Add Another
button to add additional DNS servers.

l In the Range field, enter a range of IP addresses
that can be used by the DHCP. The range must
reside inside one of the Virtual Office's subnets.

l Optionally, in the MAC to IP field, assign an
IP address to a server by entering the MAC address
and the desired IP address.

l Click the Add Another button to addmore entries.

Click the Save button to save any new configurations.
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Site to Site Open VPNSettings
Site to Site Open VPN allows you to create a single VPN endpoint for a local network through which any local user can
connect to the Virtual Office. When the Site to Site Open VPN endpoint has been configured, a virtual image is generated,
which must then be downloaded and run on any VMware virtual machine software.

Using Site to Site Open VPN is not recommended in a test environment. However, during a disaster, it can provide valuable
services in the following situations:

l When a disaster occurs in an organization with two (or more) sites linked together in a corporate network. A
Site-to-Site VPN connection can be configured that recreates the corporate network for the unavailable physical site.

l When a site is being rebuilt after a disaster and users can physically use the site itself, but not the servers. A
Site-to-Site VPN connection can be configured as a replacement while the servers are being rebuilt.

For the Site to Site Open VPN feature to work, Port Forwarding must be enabled. When it is enabled, you can continue to
configure the Site to Site Open VPN.

STEP 1

Enable the Port Forwarding feature according to the
instructions listed in the Port Forwarding section.

STEP 2

After Port Forwarding has been enabled, click the Edit
button in the Site to Site Open VPN section.
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STEP 3

In the Site to Site Open VPN section, update the
following fields:

l Enable the Site to Site Open VPN option.

l Optionally, in the Whitelisted IPs field, add an IP
address that can access the Virtual Office. Only
IP addresses from this list can access the Virtual
Office. Click Add Another to whitelist additional IP
addresses.

l Configure the Endpoint, including:

l In the Endpoint Name field, enter the desired
name for the Endpoint.

l Optionally, in the Key Password field, set a
password for the SSL RSA key. If configured,
this password will be required to log in to the
VPN.

l In the Configuring Using section, use the
radio buttons to select whether to configure
using a Static IP address or DHCP.

l In the Gateway field, enter the gateway
IP address.

l In the Netmask field, enter the netmask
value.

l In the IP of Endpoint field, enter the IP
address of the Endpoint (static IP address
only). This address should be on a different
subnet than that of the Virtual Office. For
example, if the Virtual Office IP address is
192.168.99.2, configure the endpoint address
to 172.168.22.2.

l In the DNS (Static IP Only) field, enter the IP
address of the DNS server.

l Once configured correctly, click the Add
Endpoint button, or click the Done button.
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STEP 4

When Site-to Site VPN settings are configured, click the
Download Client link to download the virtual image. This
image should be deployed at the desired location using
any VMware virtual machine software.

When the virtual machine is deployed, all local devices
must have their gateway changed to the IP address of
the endpoint.

Note

When the VM endpoint is powered on, a console window will print out a message acknowledging the Open VPN
connection. A message will also appear with network instructions to reconfigure the host machine on which the VM
endpoint is being deployed. If you do not see these console windows, please visit www.axcient.com/support for additional
resources.

The message will be formatted as follows:

“Open VPN Connect *** ESTABLISHED ***”

Please add <Virtual Office Subnet> netmask <Host Machine Netmask> gw <Host Machine

Gateway> to your subnet router
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IPSec Site to Site VPNSettings
The Internet Protocol Security (IPSec) Site to Site VPN feature allows you to establish IPSec VPN tunnels from the Virtual
Office in the Axcient Cloud to any standard compliant IKEv2 IPSec VPN gateway on your local network. Specially, you can use
this feature during a site disaster to:

l Recreate the network in an organization with two or more sites linked together in a corporate network

l Temporarily replace a connection while a machine room is rebuilt after a disaster

Note: IPSec Site-to-Site VPN is not recommended in a test environment.

To set up an IPSec Site-to-Site VPN connection, you must turn on the feature in your Virtual Office and also configure settings
on your gateway.

STEP 1

Enable the Port Forwarding feature according to the
instructions listed in the Port Forwarding section.
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STEP 2

After Port Forwarding settings have been configured,
navigate to the Site to Site IPSec VPN section and click
the Edit button. You can configure the following options:

l Click the S2S IPSec option to enable Site to Site
IPSec VPN settings.

l In the Site Public IP field, enter the public IP
address of the remote machine or hardware with
IPSec software (for example, Cisco ASA).

l In the Site Local Subnets section, enter the remote
subnets and associated netmasks for sharing with
the Virtual Office subnets. Please note that these
subnets do not need to intersect with the Virtual
Office subnets.

Click the Save button when you are finished.

Gateway Settings
You can connect with any standard compliant IKEv2 IPSec VPN gateway. For examples and instructions, please reference the
Axcient Knowledge Base.
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Additional Failover Steps for Windows Server 2008 SP1
These additional steps only apply when recovering a Windows Server 2008 SP1 device with more than 4 drives that have
been replicated by an Axcient appliance running AxOS 6.5.1.

Download the KB955430 Package
When protecting a device with the Windows Server 2008 SP1 operating system, you must confirm that the 955430 package
has been installed on the target device before performing the recovery. Please refer to the Microsoft KB955430 article for
more information and to download the package.

Without the 955430 package, WS2008 will be unable to install GPLPV drivers due to Windows not trusting the certificates
used to sign drivers. This means that you will not be able to deploy a cloud failover VM for the device if it has more than 4
drives.

Run Script to Correctly Apply Drive Letters
With the VM powered on and the GPLPV drivers installed, confirm that the GPLPV drivers have been successfully installed in
the Program and Features window.

Figure 2 - Confirm GPLPV Drivers

When the GPLPV drivers have been successfully installed, run the following script, which is automatically copied over when
deploying a Cloud Failover:

%SYSTEMDRIVE%/Windows/System32/fixdisks.js

Reboot the VM when the script has finished successfully. The Failover VM of the Windows Server 2008 SP1 is now ready to be
used.
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Failing Over a Device with 5+ Drives
When failing over a device with 5 drives or more in either a test or production environment, you might see an extra disk
displayed in the Disk Management/Device Manager. This extra disk will not show up in the My Computer screen, and you will
receive an Incorrect Function error when attempting to bring the disk online.

This extra disk will not affect the failover or any other recovery-related process associated with the failover VM.

Figure 3 - 5+ Disk Error
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Runbooks
Runbooks allow you to configure an automatic deployment plan for virtualized devices in the Virtual Office. You must first
configure a subnet in the Network section that matches the subnet of the devices to be virtualized. By default, the subnet
settings in the Network section are set by the network settings of the Appliance.

Runbooks can be leveraged for the following use cases:

l Test Disaster Recovery – Create a Runbook to test the user’s disaster recovery plan in the event of a real disaster
situation. This will help address any potential issues that may arise so that if a disaster occurs, the user will
experience no issues with deploying a production Virtual Office.

l Production Disaster Recovery – Create a Runbook to automatically deploy a production Virtual Office with all the
desired devices and configurations. The user will require the help of Axcient Support to help shut down the Virtual
Office when ready.

Runbooks are unique to each Virtual Office. After shutting down a Virtual Office, the Runbook changed state to Ready.

Configuring a Runbook will allow you to configure:

l Devices to be virtualized

l The order in which the devices should be virtualized

l Resources to allocate to each device

l Wait time between the deployment of each device

Create a NewRunbook
To create a new Runbook:
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STEP 1

On the Site Details page, click the Manage Runbooks link
found in the Virtualization section of the page.

STEP 2

In the Create a New Runbook section of the page, enter
the name of the new Runbook.

Optionally, enter a description for the Runbook.

Click the Next button to continue.
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STEP 3

In the Add Devices screen, use the checkboxes to select
the devices to include in the Runbook.

Note: A device can only belong to one Runbook at a time.

Note: The Virtual Office will automatically select the most
recent recovery point to use in deploying the Virtual
Office.

Click the Next button to continue.
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STEP 4

In the Edit Values section, review the selected devices.
Click the Edit and Delete buttons to edit or delete any of
the devices. You will be able to edit the following:

l In the Priority tab, specify the boot priority of the
selected device(s). Devices with the same boot
priority will be started at the same time.

l In the CPU Cores tab, specify the number of CPU
cores to allocate to the selected device(s).

l In the VM Ram tab, edit the amount of virtual RAM to
allocate to the selected device(s).

l In the Wait Time tab, edit the wait time between boot
priority. For example, if you have a device with a
Medium boot priority and a 15 minute wait time, and
then a second device with a Low boot priority, the
Runbook will wait 15 minutes before deploying the
Low priority device. You can also configure different
wait times between devices with the same priority.

l Click the Save button when you are finished.

Click the Next button to continue.
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STEP 5

In the Network screen, you can configure the following:

l In the Network section, configure the Gateway IP and
Netmask of the Virtual Office. Please refer to the
Configure Virtual Office section for more information.

l In the VNC IP section, enter the IP address for the
VNC clients, which can be any available (unused) IP
address in the Virtual Office. This field is optional
when you configure the network in the Runbook. If
you leave this field blank, it will be filled in
automatically after the Runbook is created from the
first subnet. Please refer to the Configure Virtual
Office section for more information.

l Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Please refer
to the Configure Virtual Office section for more
information.

Click the Next button to continue.
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STEP 6

In the Advanced Settings section, you can enable and
configure the following methods for accessing devices in
the Virtual Office:

l VPN

l User Authentication

l Port Forwarding

l DHCP

l Site-to-Site VPN

l Site-to-Site IPSec VPN

You can also update these settings after the Runbook has
started from the Configure Office page. Please refer to
the Configure Virtual Office section for more information.

Click the Next button to continue

STEP 7

In the Finish Runbook screen, review summary
information to confirm that the Runbook settings are
correct.

Click the Finish Creating Runbook button to create the
Runbook.

The Runbook will now be listed under the Runbook
Summary section where you can edit or delete the
Runbook as needed.
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Start a Runbook
You can start a Runbook in one of the following ways:

l On the Site or Service page, click the Recover button and then select a Runbook.

l On the Runbook page, select a Runbook and then click the Run Runbook button.

A Runbook cannot be started under the following circumstances:

l A Virtual Office or Runbook is already running under the Site
Runbooks are Site-specific, and only a single Runbook may be running at a time for any given Site. If a Runbook is
already running under a Site, the user will be unable to deploy a second Runbook.

l No Subnet is configured in the Runbook for at least one device
A subnet must be configured for at least one of the devices in the Runbook in order to start the Runbook. If no subnet
is configured for any devices in the Runbook, the Runbook will not start.

If a subnet is configured for only one or some of the devices, you will need to create the additional subnets in the Virtual
Office Configuration page in order to virtualize the remaining devices when the Runbook is in a Running state.

Additionally, you can edit the Runbook to create any additional subnets. The devices with subnets created after the Runbook
has been deployed will not adhere to the device boot order configured in the Runbook.

This example will start on the Runbook page.

STEP 1

On the Site Details page, click the Manage Runbooks link
found in the Virtualization section of the page.
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STEP 2

In the Runbook Summary section of the page, use the
checkboxes to select the Runbook and then click the Run
Runbook button.

STEP 3

On the Start Runbook screen, select the type of Virtual
Office to deploy (Test or Production).

STEP 4

The Runbook will start and the Starting Runbook screen
will display the progress.

You can click the Close button to leave the screen while
the Runbook starts.
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Edit a Runbook
You can edit a Runbook whenever needed, including when the Runbook is inactive and when it is running.

While a Runbook is inactive, all aspects of the Runbook and Virtual Office can be edited; however, not all aspects of the
Runbook can be edited while the Runbook is running. For example, you cannot edit included devices when the Runbook is
running, but you can edit network information.

If the Runbook is running, you can incorporate changes on the Advanced Settings page. However, these changes will not
apply until you restart the Runbook. Additionally, if you update Virtual Office settings from the Runbook, the settings will not
change for the running Runbook.

To edit a Runbook:

STEP 1

On the Site Details page, click the Manage Runbooks link
found in the Virtualization section of the page.

STEP 2

In the Runbook Summary section of the page, use the
checkboxes to select the Runbook and then click the Edit
Runbook button.

Update the Runbook as appropriate.
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Delete a Runbook
When a Runbook is deleted, it will not be recoverable.

To delete a Runbook:

STEP 1

On the Site Details page, click the Manage Runbooks link
found in the Virtualization section of the page.

STEP 2

In the Runbook Summary section of the page, use the
checkboxes to select the Runbook and then click the
Delete Runbook button.

The Runbook is now permanently deleted.
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