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eFolder Replibit — IPMI Interface for the Pro BDR Appliance

The purpose of this guide is to provide you with a high-level overview of the most commonly used
functions in the Intelligent Platform Management Interface (IPMI) for the eFolder Replibit BDR Pro
Appliance.

The IPMI interface allows system administrators and other authorized users to access their system
remotely, control the power of their system, redirect the console, utilize a remote graphics console
display, monitor the system'’s health, and configure additional settings. The IPMI interface provides
remote access to multiple users at different locations for ease in troubleshooting, diagnostics,
networking, and other maintenance activities.

When ordering your appliance, you will specify your network information for this IPMI feature;
therefore, it will arrive preconfigured with your IP address when it is shipped to you.

This eFolder Replibit BDR IPMI Interface Quickstart Guide will cover the following
common tasks for the Pro Appliance:

. Access the IPMI Interface

. Log in to the IPMI Interface
. MANDATORY: Change the initial default password

. Remote control the power state of your system

Redirect the Console

Utilize the Remote (graphics) Console Display feature of the IPMI Interface

. Check the health of vour server

T ommg O @ >

. Troubleshoot

Monitor your server using SNMP

[

. Change vour network settings/IP Address
K. Setting the IPMI Address from the System BIOS
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Customer Support

At eFolder, we want to help you quickly resolve your technical issues and value your input
to build products that incorporate your suggestions!

If you need assistance with set-up or any other technical questions or issues, please contact our
Technical Support team at replibitsupport@efolder.net or call:

» 678-888-0700, and select 2 for technical support, then 1 for backup services support, which
includes eFolder Replibit.

For known problem resolutions, open a browser and navigate to:

Knowledgebase:

https://secure.efoldering.com/support/Knowledgebase/List/Index/69/bdr-for-replibit
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A. Access the IPMI Interface for the eFolder Replibit BDR Pro Appliance

1. Ensure that the dedicated IPMI network port is plugged into your switch, and has
connectivity.

2. Begin by opening a browser window.

3. Type the following in the address bar as shown below:

https:// <followed by the /P address that was assignedto the IPMI interface>.

O 192168124 B roew tab 4 - B

O B mpsynszisenzy
|® IR/ 192,168,150/ ekt

Notes:
e The IPMl interface will operate with any Web Browser that supports Java.

e Please do not use the https address shown above in the example; this is for illustrative
purposes only, and you will need to use your unique (preconfigured) IP address that
you provided for your IPMI Interface.

e You musthave Java installed and enabledfor the IPMI
interface to operate.

Additionally, you can refer to Section K: Setting the IPMI Address from the System BIOS in this
Guide.

If you still do not know the IPMI address assigned to your BDR unit, please contact eFolder
Technical Support at replibitsupport@efolder.net or call: 678-888-0700; select 2 for Technical
Support, and then 1 for Backup Services Support, which includes eFolder Replibit.

4. If your browser prompts you with

the dialog box security certificate There's a problem with this website’s

shown to the right, click Continue security certificate

tO th/S Webpage (nOt This might mean that someons’s iying o fool you or stesl any info
you send 1o the semver. You should close this site immediately.

recommended).

1 Go to my homepage instead

@ Continue 1o this \’!@‘Dﬁﬂ&.l’.".ﬁl recormended)
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B. Login to the IPMI Interface for the eFolder Replibit BDR Pro Appliance

The IPMI Interface will come preconfiguredwith a default password of ADMIN / ADMIN that
you will use initially to log in for the first time. However, it will be /mperative to change this
immediately, which you will learn how to do in this guide.

1. The Login Window appears after %
clicking Continue to this webpage. @.
Please Login
2. Inthe Username field, enter ADMIN i
3. Inthe Passwordfield, enter ADMIN @'
Notes:
o Please use a//UPPERCASE letters for e i
this initial login. Usemname | ADMIN |
e |MPORTANT! As mentioned, this Password | =% |
device comes preconfigured with an
ADMIN Username and Password; it
is criticalthat you change this
default password to a unique one of
your own /mmedjately after logging
in for the first time with the default
credentials which you will do in the .
next section. @-
4. Select the login button. Flease Login
Usemname | ADMIN |
Password |+ %% |
| togin |
CDy,
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The /PM/ Interface Main Menu appears.
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C. MANDATORY: Change the initial default password for the eFolder Replibit
BDR Pro Appliance IPMI Interface

Note: Changing the default AMIN password is a MANDATORY step that must be done during
your initial set-up process.

1. From the /PM/ Main Menu, click the Configuration drop-down menu and select Users.

= 192.168.1.24

« = 0O

=

B 192.168.1.24

X+

| @ Certificate error  192.168.1.24/cgi/url_redirect.cgi?url_name=mainmenu

ost

Server: ReplibitProlPMI ( 192 168.001.024 }

&)
*| = 4 O
@ NorrnﬂOReI‘msh@LnuoulJ-rx

e

User: ADMIN { Administrator )
System Server Health Configuration Remote Control Virtual Media Help

Alerts
& Configuration © Use| DateandTime

LDAP
Alerts Active Directory

T RADIUS Int list of configured users. If you would like to delete or modiy a user, select their
& Date and Time n{  Mouse Mode Ele User or Modify User. To add a new user, select an unconfigured slot and press
A Network

& LpaP Dynamic DNS

SMTP
& Active Directory SSL Certification Number of Configured Users: 10

Users User Name - Network Privilege
RADIUS Port Anonymous Resenved

IP Access Control ADMIN Administrator
& Mouse Mode SNMP ~ Reserved

Fan Mode. - Reserved
& Network Web Session - Reserved

Syslog - Reserved
Dynamic DNS B - Reserved
o swp 8 ~ Reserved

9 ~ Reserved
10 - Reserved

& SSL Certification
Users

& port

@ IP Access Control
& sNmMp

Fan Mode

& Web Session

& Syslog

[ Add User | [ Modify User |[ Delete User
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From the User List screen:
2. Click on the User ID ADMIN/Administrator line item.

3. Click on the Modify User button (this will allow you to change the Administrator password to
a unique password of your own from the next screen).

=R B 102188024 ® - o X

& 3 0| om0 rectogiht ¢ w| = 2 O

@, ;ummnmmmnn 1 Wi foetreshiZiLooovt B Whar's new(Englsh |

i AL | Admrels |

| Torwiem ‘Sareer Haalsy Vo S atesni Remexte Donieol Wirtial Madu Halg:

£ Contguranon © User List

whow i carrend bt . F o el B fo et or oy B e, wplect e
o T — Pkt i o et ] Dot | 3 Ta sdd it ot e e
At L

Dbt oo O oafigaited ipaaes: 10

d
&
& = Risérved
7
4
@

.
%
E
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The Modity Userscreen appears.
4. Inthe Change Passwordfield, check the Change Password checkbox.

In the Passwordfield, enter a unique password that you create (it is recommended to choose
a strong password with Upper, Lower, and Numeric characters).

6. Inthe Confirm Passwordfield, type in the password that you just created.
Click on the Modify button.

e T = T TR CR - -
‘(— * U E.'-—ra..-l.r--- e ﬁ = :ﬂ G =

ChmrAR
e SN | TR W T 30
el

e

v e b £ b o e W Vs -
1 1 b e 1D Moy Uiar
£ Mntn

el G Sy i e e Wil P Toreei v b B e S
B O s e

2 Lpas

A
B i (e ey Chsnge Pusssesed

Possm © Modify User
B sadmr r

R LT L
B mree Ml Tt Sredmgen |
S, [ | r Endsr the mew informaton bor the user beliow and press Moddy . Press Canced o relarn ko the user sl
B et
0 e .

User Hame: ADMIN

B il e s  —
Y ;C §
S Pasaveord: ] |
e Confm Password: | ) ]
T Metwork Privileges: Administratos
A i
=] O PR

& trucg /

Note: As mentioned, changing the default ADMIN Username and Password to a unique set of
credentials of your own is a MANDATORY step. Please ensure that this Step C described above is
completed prior to proceeding to Step D.
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D. Remote control the power state of your system

After you modify your password, the System screen appears.
To control the power of your system remotely:

1. Click the Remote Control drop-down menu.

2. Select Power Control.

& S ) | @ cenifeseenor 192168124 cqiel_redirect cgiturl_name=mainmens | = 1A
- st ot
éEEE:Ef' Senver: FaplbaProsPhi { 162 168 001 024 ) & Wormai Q) fiatresiFioanyl B What's pewErgish |
User: ADMIN | Admanisiraion }
| System Sarver Health Conrtiguration Remote Control Vistual Media Help.
| Consol Redracsion
esummarr .m
& FRIU Reading [Fierrrvcars Revision © 0326 1P address - 152 168 001,024
[Fierrrocarn Build T © 1211072015 BUIC AL acdress | Oced Taock 8.0
& Hardware Information [BI0S Verson : 1.0c System LANT MAC adaress  OCod Tac2 8500
BIOS Buld Time - 01042018 System LANZ MAC sodress - Ocod Tac2 821

Systee LANT MAC p3%eis S 730565 6a 00
System LANS MAC address - 88 771
[Reedlich Versien : 1.0.0
Rérmoty Contok Peirdim

Reresh Proview Imago

Pover Conirol wia IPMI

Hiost is cumantly on

Power On FResel
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The Power Control and Status screen appears.

From the Power Control and Status screen, you can perform several actions such as:
e Reset Server (hard reboot),
e Power Off Server — Immediate,
e Power Off Server — Orderly Shutdown (“gracefully” power off),
e Power On Server, and
e Power Cycle Server (Power Off then Power On server).

1. Click the radio button of your desired action such as Reset Server, Power Off
Server — Immediate, and so forth.

2. Then click the Perform Action button.

2 aeiski Bl 1em1.24 = 4 - a x
“— I 157 Contifcane mrar 192024 i ¥ ' r = M 05
@,— Sarver: ReplbaProiPell | PiT 168001 534 ) 6 rman e eI et I AT merw Erginh
User; MDA { Ao | g

] R otk ol T e e Sl - sy,

Y Himsti C il [ S Power Control and Status

& Conachs Hedwecnong

Tie et Sl i R B (A e e a1 (e P el
i

O Lasnch S0

Hizal b Cusmeni®ly on

(menen rarvee
Pt OF Sarver - immaciaty

") Prnet O Bt - Chieety Sutdown
Peersd 08 Spreas
Poweat Ciycle Sarm

Previim Rcton |
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E. Redirect the Console

To redirect your console/graphics display:
1. Click on the Console Redirection menu option.

2. Click the Launch Console button.

SRR O 192168124 = F - 0 =
L ) | G Cortificate smor 192088124 feiput_redirect cnizurl_names manmeri 4 = % &
— Mentifcaton
& [ — & NormaiSiRekesh(Bt oo M WiMCs new Engleh |
Uses:  ADMIN 1 Astmirastrator | )
| System arved Hialth Cotfguialion Remote Coatiol Viitmal Madia K. bl il Herlgs |
€ Remote Control | © Gonsole Redirection |

) Coasols Rediecion
Freas tha [omon 10 Liaha i T At Buiss Coaviie Bl MRS RS Tob Sl 18molnd;
& Powes Conired

S Lasnch S04

[ Launch Comsale |
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After clicking the Launch Console button, a dialog box prompt appears at the bottom of the
Console Redirection screen stating, /aunch.jnlp finished downloading.

At this prompt, click the Open button.

¥ “ . . e Py
Servor: FaplbeFrodPhil | 152 162001 024 ) L =
@ User:  ADMIN  { Admnisirater ) ° ntrestH.oavi B whars cewEngish |
| Systom Servir Hoalh Costigurasion Remot Control Virtual Modia Help
& Resmobe Control © Console Redirection

& Consobe Redinecton
Prows tha Boticn B sonch Bhe nedmection conscle and manage tha senved remclaly
& Power Control

& Launch 501

———

&Eunlbfm downisading.
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After clicking the Open button, you may receive three dialog boxes shown below from the Console
Redlirection screen:

@ Server: RepibeProtPhil | 162 168 001 024 ) ﬂmmﬂmﬁw wl

[ ADMIN | Admantiiraty |

& Remate Contiol © Console Redirection

&) Console Redinecson
Frows the Sotien i Lnch e redimction comscls and manage the Ml remotel.

i Power Contral
[

&) Launch SOL
e B tous tavonveraion i out of cine
Laueen Consoi | -
= Bodk
5 . L
& Latgr
st i i 4 b i s

] Eow vk peen i o ot s . e

R o S A 3
s Jbormaton
==
=
D s it A i ik application ?

L Java viewer
Pl e My Compter, By
Romabom w08 88 1 FeE]

B

&

launch (Skinlp finsshed downloading.

Perform the following actions for each:

1. If you receive a Java Updated Needed dialog box, you can click “Later” at your discretion.
(Note: In order to run the IPMI interface you do need Java installed, however, you can choose
to perform a Java update at a later time).

larva Udate Meeded
w Yesur Java version is out of date.
= Update [recommended)
et the litest securdy Lpdsbe (Teem v,

=3 Block

Block jwra content From runming in Ehi Browser cession

—-}l;'mer

Cotititiog il vt veill B pérmusted bo ugedlate dghen Lite

1] Do meot ask agaw umtd the next update is svmlable
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2. Atthe Do you want to Continue? dialog box, click the Continue button.

th :

IEI

3. Atthe Do you want to run this application? dialog box, click the Run button.

o you want to run this application? |
Hame: Java viewer
_&; Publisher  Gupes More Cavputer, Ine
— Locations: izl 158, 124 48E
mhmmh

appication e nun s uTesEed access
z—pniuh#-ﬁip“ﬁ-ﬂﬂ-m

5 JETe—. ]
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Now that you have redirected your Console, launched the Console button, and followed the dialog
boxes to run Java viewer, the Graphics Display screen of your console appears.

o ost kdentiScatio
‘E.'L:ruam'm Seqver: ReplDEPrOIPMI [ 152 168,001 024 ) & wormatJjetesnEiLeant - M Whats_new Engish
3 User; ADHIN AOTASITAAN |

Sy Sadver Hiallh Coangiarabon Rimats Coatrol VigTuial Wi ia Maenliraho MigieEInEOUE Help

A Viwer v 4526 [152.148.1,24] RepbbrtPrnlPhil - Reschuten 1024 X 48 - 95 35 - ®

Record Macio Optioas Userlisi Caplure Power Contred  Euxil

= Console Fegitection

= Power Control
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From this graphics display screen, you can perform several actions such as using a Virtua/ Keyboard.

7o enable this feature:

1. Click on the Virtual Media drop-down menu.

2. Select Virtual Keyboard.

Note: Certain keys (like Function keys) can only be sent to the remote system using the
Virtual Keyboard

Kol N Vonwvtd 1 6006 [1R2.168.1 24) RigpbbntPaaIP b - Rigahitaza 1004 X TES - FPS 30

Hﬂ.-.'ma Macyo Opboas UserList Capure PowerContrd  Exil

Virts FI

s eneos 8
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From the graphics display screen, you can also enable Virtual Storage as in a virtual CD ROM drive.

To enable this feature:
1. Click on the Virtual Media drop-down menu.
2. Select Virtual Storage.

3. From the Virtual Storage window, click on your desired drive.

e For example, if you want to reinstall Replibit, select ISO file from the Logical Drive Type
drop-down menu to plug in a virtual CD ROM drive, and then click the OK button.

fo: Toat T ratecan
é'b‘?ﬂl\m‘ Server: ReplbaProiPhi | 162 168001024 )

& tormai) Refesiv L oaou /I Whats_rew Ergish
User:  ADMIN { Amentstrass |

Syssem Sarver Health ‘Condiguraon Remode Control Wimtual Media M ierance MisceRaneous Help
Sl B BRI Vapwnor 18026 [ 192.168.1.24) RppbbtProl Pl - Resclybon 1024 X 788 - FP5 30 = "
& Remate Contyod

imola Macro Options  Userlisi Coapture  Powes Contred  Exit

& Consce Redinection

| Virteal Keyboard
S Power Control -

= Launch SO

Virhasl Steeage 1.2 2

Dersiced | Dewical | Deviced

i! o 1 -
o 4 Virtuaal Stceage 1.2 62

Logical Brive Type
W SElact . Devicel | Devica2 | Dewiced

i Seact Setlings fof Devicat
Liplaad LS
I:_“* Logical ks Type image File Name aod Full Pats
Wb 150

c: SATAHD
E: SATA HD

Har
Ruitesh Piugin

Connection Siatus History

eFolder Replibit BDR Pro Appliance - IPMI Interface Quickstart Guide Last Published November 2016 Page 18




r
(—I OId(-f eFolder Replibit BDR IPMI Interface Quickstart Guide for the Pro Appliance ,fc-i')l Il\)l

e From the Open window, choose your replibit.iso and click on the Open button.

|| Oper b4

Look ji: |5 Dam £ = =] =] EEE

[T D 2060421 repamiuiso [ sse_pertormance_tech_brrel.pdt
[} serverpack.ip [ ubsstu-12.04.5 doskion-amaBd tso
[ Dropbeniestaen son

[ repabin_7016 05 _Ja s s
0 | -- 0|
Fle Mame:  [rephni_2016_05 30150 ]
Fdes i Type: [AFBes 1=

b [Coo ] e ]

e Then select the Plug In button which will plug in your virtual CD ROM drive.

e When you reboot your machine, you can choose to boot off the virtual CD ROM drive to
reinstall Replibit from the .iso file.

| Virtesal Storage 1.2 62 - X

Dinicel | Dewice? | Deviced |

Sadtings foar Device]
Logical Dubve Type image Fils Namwe asd Full Pagh
150 e || | pes immage

Retresn | ﬁl Piug Ot [

Connection ol ey
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Other common functions from the virtual console graphics display include:

e Power Control: by selecting the Power Control drop-down menu, you can Set Power On,
Set Power Off, Software Shutdown, and Set Power Reset.

V2.1 24) Rupbbet@oolF il - Reschuteon 1004 X T8 « RS 30
Dipticns User List g Exit

Sl Poswad O
Software Shuldown
Soq Pt Riesal

v BN Wigwver w1 89 36 [ 153

aitual Radin Record  Macio
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e Additionally, you can utilize Macro options from the virtual console, such as Ctrl+Alt+Del (for
example, select Macro, Macro, and then Crtl+Alt+Del from the drop-down menu).

Farvm NI Wt w169 20 [ 123168, 1.24] RepbbstProiP M < Rigchuton 1024 X 78S - AR5 320 - b4
Virtual Madia  Reond Optioas  User Lisi  Capure  Power Conbred  Exil
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Right Windows Hary ¥

e Enc
AltsSpace
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AlteHyphen
AlteF4
AltsPrafSem

PrntScim
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G. Check the health of your server

To check the health of your server remotely:

1. From the System menu, click on Server Health.

2. Then click on Sensor Readings.
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The Sensor Readlings screen appears.

This screen will show you in green or in red, the state of each of the sensors. For example, these may
include the CPU Temperature, the RAM temperature, the Fan Speed (if the fans are healthy), and the
Voltage indicator.

The Sensor Readlings feature of the IPMI is helpful to troubleshoot and diagnose if your system is not
functioning properly.
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H. Troubleshoot

An additional troubleshooting feature is to check the Event Log for any unusual events or errors.

Scroll through all of the events, and read each corresponding description for any issues.

@ Sérver: FeplbEFrolPM [ 162 168,001 024 ) ﬂmmem -~
User: ADMIN (Agmnbid) |
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|. Monitor your server using SNMP

To monitor your server using the SNMP monitoring protocol, perform the following steps to enable
this function:

1. From the Sensor Reading menu, click on the Configuration drop-down menu.
2. Select SNMP.
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The SNMP screen appears.
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3. To enable SNMP monitoring, select the Enable SNMP radio button.
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J. Change your network settings/IP Address

As mentioned earlier in this guide, your IP Address should be shipped to you preconfiguredbased
on your order.

If you need to change the IP Address at a later date (which is typically not needed), perform the
following steps:

1. From the Network menu, select the Configuration drop-down menu.

2. Select Network.
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The Network Settings screen appears.

3. From the Use the following IP address radio button, you can modify your IP Address in the

IPV4Settings section.
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Note: Alternatively, you can configure IPMI Network settings from the System BIOS. For these
steps, please proceed to the next Section, “K. Setting the IPMI Address from the system B/OS.”
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K. Setting the IPMI Address from the System BIOS

1. Power on the server.

2. Press <DEL> when prompted to enter,
Setup.

3. Using the left and right cursor keys,
navigate to the top menu to highlight
the IPMI Tab.
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4. Using the up and down cursor keys,
highlight BMC Network Configuration.

5. Press Enter to select the Network
Configuration page.

Also using the up and down cursor keys, highlight Update LAN Configuration.
Press the Space bar to toggle the setting to [YES].

Use the Cursor keys to highlight Configuration Address Source.

Press the Space bar to toggle between [DHCP]and [STATIC].

10. If you wish to set a static IP address:

0 ® N o

e change Configuration Address Source to [Static],

o Set the Station IP address, Subnet Mask (and (Optionally) Gateway /P Address fields).

e Use the cursor keys to navigate the fields and enter the IP address information using the
numeric keyboard.

11. Press <F10> to save the configuration changes and exit the BIOS setup when finished.

L":I1I“ IFRI LAN Eond Iguratlon

ESVE S
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For information on more detailed topics not covered in this eFolder Replibit BDR IPM/ Interface
Quickstart Guide for the Pro Appliance, please access the manufacturer’'s User’s Guide (Revision
2.3b) using the following link:

http://supermicro.com/manuals/other/SMT IPMI Manual.pdf

Copyright © 2016 eFolder Inc.
All rights reserved. All trademarks are the property of their respective owners.
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