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x360Recover - Direct-to-Cloud

x360Recover - Direct-to-Cloud

x360Recover is a patented, Chain-Free™, end-to-end Backup and Disaster Recovery (BDR)
platform, empowering MSPs to deliver profitable, globally-managed business continuity
services. As an x360Recover partner, you will protect servers and critical workstations, recover
data in minutes, take advantage of multiple recovery techniques, and safeguard all your
backed up data with one comprehensive solution.

x360Recover Components

x360Recover includes the following core components:

* Licensing Portal The Licensing Portal is the central management point for custom- er
and location management, and licensing and hardware orders.

* Agent The agent software is installed on a protected system and performs image- based
backups.

 appliance The X360Recover appliance, which is deployed at a customer location, holds

the backup data received from the agents.

E NOTE

With x360Recover Direct-to-Cloud, you do not need to deploy a local
appliance.

* Vault The X360Recover vault receives incoming protected system data being replicated
from a customer site. Vaults are designed to be multitenant. Vaults are typically deployed

off-site.

@ NOTE

The Beta release of x360Recover Direct-to-Cloud only supports
Axcient Storage Cloud Vaults.

* Global Management Portal: The Global Management Portal (GMP) allows for
centralized management of your devices and provides a single-pane-of-glass view of

each protected system.
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x360Recover - Direct-to-Cloud

Direct-to-Cloud Backups

Axcient’s x360Recover Direct-to-Cloud (D2C) provides MSPs with the same full-featured, image-
based backups of traditional x360Recover, but without the expense of deploying or managing a
local appliance. This user guide outlines installation steps to help you get started with the
x360Recover Direct-to-Cloud agent.

Install the x360Recover Direct-to-Cloud agent

This guide outlines installation and configuration tasks, including:

* Accessing the x360Recover Licensing Portal,

» Creating customers,

* Installing the x360Recover Direct-to-Cloud agent,
* Creating schedules, and

* Recovery Options.

Firewall Considerations

Firewall Ports

Direct-to-Cloud agents require several ports to be open for outbound internet connections
between the protected system and the Cloud vault:

TCP 443 (Https/TLS)
TCP 9079 (Thrift/TLS - Endpoint Manager)
TCP 9082 (Thrift/TLS - Cloudserver)

TCP 9090 (Thrift/TLS - Backup Manager)

Note: On Axcient-hosted vaults with Scale-Out Cloud, the Cloudserver service is located
directly on a storage node in our datacenter. Storage nodes are assigned dynamically, at the
time of protected system registration.

If you must secure outbound traffic explicitly for protected systems, you can locate the
assigned storage node URL in aristos.log for each protected endpoint.

Important: Storage node locations within our datacenter are subject to change without
notification.
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Logging In to the x360Recover Licensing Portal to Support Direct-to-
Cloud Customers

Log in to the x360Recover Licensing Portal

As a first step, you need to create customers in the x360 Licensing Portal. If you have already
set up your customers, you can skip this step.

To log in to the x360Recover Licensing Portal:

1. Openany web browser and navigate to https://licensing.replibit.com.

[ Login - License Framework X +

<« C' & https:/licensing.replibit.com/index.html

2. Inthe License Management window, enter login credentials:
a. Inthe Username field, enter the Partner Account username.

b. Inthe Password field, enter the password that was assigned to you when you
completed your initial x360Recover Onboarding training session. Your Partner

username and password are case sensitive.

( Replibit

Usermname
pantner -
Cesssses =

¥al
T o=

K ensing rephdit com

Click the Login button.

If you have forgotten your password, click the Forgot Password link. Your pass- word

will be sent to the email address specified when your Partner account was created.
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Logging In to the x360Recover Licensing Portal to Support Direct-to-

Cloud Customers

( Replibit

partner -
Password "
Cesesnes =
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Creating Direct-to-Cloud Customers in the x360Recover Licensing
Portal

Create Direct-to-Cloud customers in the
x360Recover Licensing Portal

When you are ready, you can create a customer account within the Licensing Portal.

S NOTE

You should only create one customer account for each customer that
you support.

Create a customer

Please consider the following when creating customers:

* When you create a customer, you will be prompted to configure a username and
password for the account. These credentials may be used when logging into the vault
to recover data. We recommend recording the username and password. You can
optionally share these credentials with the customer if they will be performing self-

service restores from an off-site vault.

* Each customer account must be configured with a unique username. You cannot create
two customer accounts with the same username within the x360Recover Li- censing
Portal.

* If you need to recover a lost password, click the Change Password button to reset the

password.

Tocreate a customer:

1. From the x360Recover License Management left pane menu, click to expand

User Management and then select Users.
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Creating Direct-to-Cloud Customers in the x360Recover Licensing
Portal

(Replibit

License Management

User Management

» Users

» Licenses

Order BDR
My Account

2. Click the Add User button. The customer Details window displays.

3. Inthe customer Details window, update the following fields:

a. Inthe customer Username field, enter the username for the new customer. This
field only accepts letters, numbers, and underscore characters. You can- not add
spaces or other special characters.

b. Inthe customer Company Name field, enter the name of the company.

C. Inthe customer Password field, enter a complex password. You must confirm
this password in the customer Confirm Password field.

d. Inthe customer Email Address field, enter an email address for the customer.

e. Inthe Locations field, enter one or more Locations for the customer. Separate
each Location with a comma. This field only accepts letters, numbers, and

underscore characters. You cannot add spaces or other special characters.

S NOTE

Do not assign additional licenses to the customer for Direct-to-
Cloud protected systems. Direct-to-Cloud licensing is billed on
a usage basis independent of the Licensing Portal. Assigning
additional licenses here will result in double-billing for your
Direct-to-Cloud endpoints.
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Creating Direct-to-Cloud Customers in the x360Recover Licensing
Portal

Customer Details

Status

User Role Customer M
Customer UserName Customer1t

Customer Company Name Customer Company =
Customer Password esssescee

Note: C p d cannot be oncentis

C Confirm P, ®
Customer Emall Address emat@<ustomer com
Locations Main_Officef

Note: Please enter muitipie locations as comma separaled, eg

oc 1 loc2
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Downloading and Installing the Direct-to-Cloud Agent

Download and install the Direct-to-Cloud agent

After you log in to the vault, you can begin to download and install the Direct-to-Cloud agent
software on protected systems.

Role of the Agent

The agent is software installed on a protected system. The agent performs the back- up and
sends the backup data to the vault. Consider the following important notes about the agent:

* The agent software must be installed on each system that needs to be protected.

* The Direct-to-Cloud agent cannot currently be installed over an existing agent. If an
agent has been previously installed, it must be uninstalled. You must also delete the
existing agent folder (typically located at C:\Program Files (x86)\Replibit). Failure to
remove the previous agent files will prevent the Direct-to-Cloud agent from registering
with the vault.

* Backups of protected systems are image-based.

» Supported platforms include most Windows workstation and server editions.

* Youcan install and uninstall agent software without the need to reboot the target

device, reducing the impact to the customer environment.

Prerequisites

As an administrator, you will install the agent onto each protected device that you support. We
recommend leaving third party backup solutions installed while the initial full backup is being
completed and adjust scheduling so that the existing backups run during business hours and
the x360 agent runs outside of business hours until completed, to avoid any gap in backup
coverage.

Install the Direct-to-Cloud Agent

You can download the agent from the Users tab of the vault.
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Downloading and Installing the Direct-to-Cloud Agent

@ NOTE

The installation file is valid for 14 days from the time of download.
Installing from an expired agent installer file will fail and register invalid
token errors within the log file.

1. OpenaWeb browser, navigate to the Vault Web interface, and login.

AXcient
»x360
Recover

USERNAME:

PASSWORD:

Download agent
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Downloading and Installing the Direct-to-Cloud Agent

S NOTE

Each Axcient Cloud vault has a unique URL that is provided
during onboarding. If you do not have this URL, please contact

Axcient Support.

2. Inthe Vault Web interface, click the Users tab.

@ NOTE

The Users tab reflects the list of customers created in the Licensing
Portal. If your customers are not displaying in the Users tab, we
recommend syncing the vault with the Licensing Portal.

AXxcient
%360
Recover

B Protected Systems

@© schedules

& ConnectWise Settings

System Settings

# | System Settings

© License Details

© APIKey
© Upload Logo
@ change Password

© Email Notifications

) Jobs Auto Delete Settings
£} system settings

% Chanas Machi ino Nama

3. Locate the appropriate client and click the Download link

—— DO
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Downloading and Installing the Direct-to-Cloud Agent

AXxcient Users 2 admin-
%360
Recover ) vsers

B Protected Systems

Licenses

@© Schedules copy 3| v ]| o or =
Show i:v\ entries 1 Search

\ Jobs USERNAME ROLE DISK USAGE DOWNLOAD

@ Alerts acme123 customer 0.008 == * & Windows Agent

& File Browser ClassDemo customer 36.106 & Windows Agent

& iscsl Demo1004 customer 0.00B o Windows Agent

© systeminfo Showing 1 to3 of 3 entries 3

& ConnectWise Settings

£ System Settings

Vault (v10.4.0-rc2)
System IDdat_7iazs

@ NOTE

Do not rename this file. The installation file downloaded from this
page contains temporary token and identifying information
embedded in the filename.

@ NOTE

The installation file is valid for 14 days from the time of download.
Installing from an expired agent installer file will fail and register
invalid token errors within the log file.

4. Click the installation file to initiate the installation process.
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Downloading and Installing the Direct-to-Cloud Agent

ﬁ Replibit Backup Agent Setup - X

Welcome to the Replibit Backup Agent
Setup Wizard

The Setup Wizard will install Replibit Backup Agent on your

computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back Next Cancel

5. Afterreading the agreement, select | accept the agreement. Click the Next button to
continue.
ﬁ Replibit Backup Agent Setup — X
End-User License Agreement
Please read the following license agreement carefully @
EFOLDER, INC. &

VAR AND END USER
LICENSE AGREEMENT

This Software is COVERED BY U.S. Patent Nos. 9,471,442; 10,019,324;
9,015,520; 8,639,966; 8,176,358; 8,001,414; 7,487,383, 8,990,613;
9,176,823, and Canada Patent 2,655,911. This provides notice under 35
U.S.C. § 287(a).

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE CLICKINGON “I ¥

[]1 accept the terms in the License Agreement

Print Back Cancel
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Downloading and Installing the Direct-to-Cloud Agent

6. Accept the default installation folder. Click the Next button to continue.

ﬁ Replibit Backup Agent Setup — X

Destination Folder
Click Next to install to the default folder or click Change to choose another.

Install Replibit Backup Agent to:

C:\Program Files (x86)\Replibit),

Change...

Back Mext Cancel

7. When prompted, enter the Volumes to back up. Click the Next button to continue.

@ NOTE

You do not need to enter an IP address.

@ NOTE

You can optionally enter an access control password. If you enter a
password, the vault will prompt you for this password before you
begin a system recovery. We recommend setting a unique pass-
word to enhance security.
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Downloading and Installing the Direct-to-Cloud Agent

ﬁ Replibit Backup Agent Setup

Configuration Information

Please enter server information

Appliance IP:

Appliance access control passphrase for this system (Optional):

Appliance access control password for this system (Confirm):

Volumes to back up (Leave blank for all or, e.q: C,0,E)

8. When you are ready, click the Install button to begin installation.

ﬂ Replibit Backup Agent Setup — X

Ready to install Replibit Backup Agent @

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back | Grnstall | Cancel

9. Wheninstallation completes, click Finish to exit.
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Downloading and Installing the Direct-to-Cloud Agent

ﬁ Replibit Backup Agent Setup - s

Completed the Replibit Backup Agent
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

10. After several minutes, the Vault Web interface will display the newly protected

system in the Protected Systems tab. A full backup will automatically initiate based

on your schedule settings.

AXxcient  Protected Systems 2 admin-
x360
Recover # brotected sysems

3 Protected Systems ‘G Refresh [€ Import

cony S
SYSTEM NAME STATUS OPERATING SYSTEM VOLUMES USERNAME & LOCATION SCHEDULE ACTIONS
L 4 =
D Q Windows 10 Enterprise N (version 1903} - 64-bit C\E ClassDemo - MyCity default 2 m
=
0o Windows 10 Enterprise N (version 1903) - 64-bit C\E: ClassDemo - MyCity default i |
&
s
Syst
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Downloading and Installing the Direct-to-Cloud Agent

Silent and RMM deployment of the agent

The Direct-to-Cloud agent can be silently deployed through RMM or other tools as follows:

msiexec /i <agent file> /quiet Optional parameters include:

* BACKUP_VOLUMES=<Drv><drv>...
* PASSWORD=<encryption passphrase> For

example:

msiexec /i <agent file> /quiet BACKUP_VOLUMES=C,D,E PASSWORD=password123

Update Direct-to-Cloud agent settings

In certain circumstances, you might need to update x360Recover agent settings after the
installation process. For example, you can update the following details in the aristos.cfqg file:

 Alist of Backup Volumes.

* The IP address of the Vault.
To update x360Recover agent settings:

1. From the Services app on the target machine, stop and disable the agent service.

Services = o x
File Action View Help
e @ He Bm ann

Services (Local) <) Services [Local)
Replibit Agent Service Name Description  Status  StartupType  Loc * |
& Remote Procedure Call (RPC)... In Windows . Manual Ne
Disabled
ning  Automatic

Stop the service
Restart the service

plibit Agent Updater Servi.. Keeps the R.
plibit Management Service Providesen..  Running  Automatic Loc
&, Retail Demo Service The Retail D. Manual Loc
£:Routing and Remote Access  Offers routi.. Disabled Loc
&RPC Endpoint Mapper ResolvesRP. Running  Automatic Ne
ndary Logon Enables start_ Manual Loc

Running  Automatic
Descripti

on:
Performs Replibit disk backups

ure Socket Tunneling Pro_. Provides sup_  Running  Manual Loc
urity Accounts Manager  Thestartup..  Running  Automatic Loc

& Security Center The WSCSVC-  Running  Automatic (De. Loc_ |
€. Sensor Data Service Delivers dat.. Manual (Trigg-  Loc
£ Sensor Monitoring Service  Monitors va.. Manual (Trigg..  Loc
& sensor Service Aservice for - Manual (Trigg-. Lo

G server Supports file. Running  Automatic (Tri-  Loc
ared PC Account Manager  Manages pr. Disabled Loc
ell Hardware Detection  Provides not_  Running  Automatic Loc
art Card Manages ac.. Manual (Trigg-  Loc
mart Card Device Enumerat... Creates soft.. Manual (Trigg-  Loc

£ Smart Card Removal Policy  Allows the s... Manual Lo |
( >

\ Bxtended / Standard /

2. Navigate to the agent installation folder (typically C:\Program Files (x86)\).

3. Open the aristos.cfg file with administrative privileges.
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Downloading and Installing the Direct-to-Cloud Agent

| aristos.cfg - Notepad — O >

File Edit Format View Help

[Config]

AUTH_URL=

BACKUP VOLUMES=D

GUID=5+761+719d11268bbA355295

LEGACY LOGGING=true

MY CLIENT=ClassDemo

MY MSP=dataprotection

MNACL=

PORT=9898

SEND_DUMPS NEXT=true

SERVER=rb-edandtl.rb.slc.efscloud.net
SIGNATURE=ct83el357eefbi8bdf1542858d66d8087d628e4858b5715dc83142921d36
ce9ced7dBd13c5d85F2bBFFE8318d2877eec2f63b931bdd7417a81a538327af927dale
SITE LICEMNSE=

SOCKET _TIMEOUT=true

UEFI_ TRANSFER_DUMPS=true

UPDATE URL=https://download.slc.efscloud.net/replibit/agent/agent3/
USE_FASTDELTA=false

WRITERS_EXCLUDE=

4. Update settings in the aristos.cfg file. For example:

a. Editthe Backup_Volumes line to update the list of volumes that you wantto back

up.
b. When you are finished, save the file and restart the agent service.
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Creating Direct-to-Cloud Schedules
Log in via Single Sign On (SSO)

1. In the Vault Web interface, click the Vaults tab.
AXxcient @
x360Recover Welcome! Here's what's happening:

@ Dpashboard ™ / Dashboard

‘E Clients
Organization At A G%nce

== Services

3 Devices IE 21 Clients = 5 Services g 38 Devices 3 Vaults

Last device added a week No new services
Vaults #BY
22% Users % 2 s
1 Activity of Interest Across All Clients a
é Reports
% Cloud Virtualizations 2 clients are running 2 test virtualizations. More

2. Click on a vault.
AXxcient - Home (& hh @axcient.comv\/
x360Recover ®& / vaus - >

@ Dashboard = Filter Vaults

‘B Clients

Vault \Al( 3 Vaults

== Services Search \.
B Devices Health ‘ 10.201.201.99 ‘ rb-axcsel.rb.slc.efscloud.net
-

O M Troubled
g Vaults O & Warned Vault Type Private Vault Type Axcient
O @ Healthy
i Protected Servers 2 total Protected Servers 12 total
Zan Users Vault Type .
Protected Workstations 0 total Protected Workstations 14 total
[ Private N =
Q Reports 3 Axcient Clients 1 total Clients 7 total
Clear All Filters
@ rb-efssel.rb.ams.efscloud.net @
Vault Type Axcient
Protected Servers 4 total
Protected Workstations 11 total
Clients 3 total
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Creating Direct-to-Cloud Schedules
3. Click the Vault GUI button.

AXcient
x360Recover

@ Dashboard

B 4a

B

Clients

Services

Devices

Vaults

Users

Reports

f®!

rb-efssel.rb.ams.efscloud.net &

/ Overview

Vault not conngcted.

Last detected connection was Today at 8:31am.

Axcient Cloud Vault: rb-efssel.rb.ams.efscloud.net © Offline

Vault ID: 288i
Vault Storage: 2.41 TB Used
Tunnel Status: @

Vault GUI

4. This will log you into the vault directly, without prompting you to enter a username

and password.

Add Direct-to-Cloud clients from the vault

To add a client:

1. In the Vault Web interface, click the Clients tab.
AXcient
x360
Recover

) Protected Systems

@® Sschedules

Protected Systems

®  Protected Systems

o0
an

Clients

Show |5 v |entries

Q
L 4
—
<&
e

~

Y

£+ System Settings

Jobs

Alerts

File Browser

iSCSI

System Info

ConnectWise Settings

SYSTEM NAME

ECO-WS2019-x64-mbr

Eco-ws2008r2-gpt

Eco-win10-x86-mbr

ECO_ws2016_x64_mbr

Eco-ws2003-x86-mbr

Showing 1to 5 of 53 entries

STATUS

B Q
2
D
2QqQ
DA

12337405 .

OPERATING SYSTEM VOLUMES CLIENT

Windows Server 2019 Standard

C\D: T Lab
(version 1809) - 64-bit \ DA rustyla

Windows Server 2008 R2 Standard

C\EXE: T Lab
(build 7601) - 64-bit \E\F:\  Trustyla

Windows 10 Professional (version

1803) - 32-bit C\E\F\  TrustyLab

Windows Server 2016 Standard

G\VEXE T Lab
(version 1607) - 64-bit \EAF rustyLa

Windows Server 2003 (build 3790) -

a bt C\E\F\ TrustyLab

12:345...11 >
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Creating Direct-to-Cloud Schedules

2. Click the Add Client button.

AXxcient Clients 2 admin-
X360 N
Recover " clits
B Protected Systems Liconises @ Add Client
@ Schedules S - -
Copy 3 osv x| Exel POF A || Print o=y
sas Clients — .
Sho\vk v ‘enmes ¥ 23455, A O Search:
¥, Jobs
CLIENT NAME ROLE DISK USAGE DOWNLOAD
@ Alerts
ryust customer 0.00B b Windows Agent
I& File Browser
azhuravlev2 customer 0.00B b Windows Agent
& iscs
jerystal customer 0.00B i Windows Agent
6 System Info
OldReplibit customer 0.008 b Windows Agent
& ConnectWise Settings
sachinga customer 0.00B i Windows Agent

ﬁ» System Settings

Showing 1 to 5 of 58 entries

3. The Create New Client User popup will appear.

4. Fillin the Client User Name and Company field, and then click the Create User
button to continue.

Axcient Clients 2 admin-
x360
Recover " ciens
B Protected Systems ey @ Add Client
Create New Client User
® SELEHE (B B | > Client User Name: copy 2| csv ]| eet || por T print =
222 Clients A TestClientUserName -]
e Show|5 v |entries > Search:
‘\ Jobs - - - ’ Company:
CLIENT NAME [ TestCompany{ ] DISK USAGE DOWNLOAD
’ Alerts
¢ =
ryust Eancel 7 Creste User 0.00B & Windows Agent
= File Browser
azhuravlev2 e 0.00B i Windows Agent
& iscs
jerystal cuslymer 0.00B & Windows Agent
9 System Info
OldReplibit customer 0.008 b Windows Agent
& ConnectWise Settings
sachinqa customer 0.00B i Windows Agent

ﬁ- System Settings

Showing 1 to 5 of 58 entries 12:345...12 >
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Creating Direct-to-Cloud Schedules

5. You will then see a processing popup. This displays as the new account is
created.

AXxcienkt Clients (L
%360
Recover " Clients

B Protected Systems Licel | ( e @ Add Client

(@® Sschedules c Creating new client... ‘ : = . .
| Copy 2| Csv = ||| Excel PDF i || Print m=

1
2
1
i
b
Il
B

Zan Clients

At 57\‘ EHI Company: 112 Search

* 1obs TestCompany
CLIENT NAME DISK USAGE DOWNLOAD

@ Alerts
VTadmin (LI  Create User 0.00B b Windows Agent

& File Browser
dscherbakov customer 0.00B i Windows Agent

<& iscsl

6. The new client will appear in the list of clients. Click the download symbol to the
left of Windows Agent to retrieve the installer for the new client.

AXxcient Clients 2 admin-
%360
Recover #/ Clients

B Protected Systems Licenses @ Add Client

@® Schedules w - @
Copy @ v Excel POF L | Print ==
2 / —_

sa% Clients

Shoth v |entries & 4 00406/ 14.-92 Search:

9, Jobs

CLIENT NAME ROLE DISK USAGE DOWNLOAD
' Alerts

ann_logvaneva customer 0.00B i Windows Agent
& File Browser

DellQACustomer customer 0.00B i Windows Agent
& iscsl

PXE customer 0.00B b Windows Agent

6 System Info

- - -> TestClientUserName customer 0.00B & Windows Agent

& ConnectWise Settmgs
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Creating Direct-to-Cloud Schedules

Create Direct-to-Cloud schedules

When the agent is installed on a protected system, you can create schedules and apply these
schedules to protected systems. All schedules are created and maintained within the vault.

Schedules allow for full flexibility when defining your Recovery Point Objectives for each
customer and protected system. x360Recover supports a Recovery Point Objective (RPO) of 15
minutes for systems that require industry-leading RPOs.

All schedules are created and maintained within the vault. You can create schedules for the
Initial Backup and Incremental Backups.

Backup Types

When you create a schedule, you define two types of backups: -

* The initial backup (also called a full backup) copies all sectors of the image.

* Incremental backups (also called snapshots) back up changes only, saving time and disk
space. You cannot schedule an incremental backup unless you have completed the Initial
backup (full backup). Because x360Recover is chain-free, snapshots are not dependent

on previous snapshots.

Creating schedules in the Vault Web Interface

Within the Vault Web interface, you can use the Schedules page to define initial back- up
schedules and ongoing incremental snapshot schedules. You can create an unlimited number
of schedules and assign them to different machines according to special requirements or
technical limitations. You can also adjust the initial backup schedule to run during certain
hours of the day and pause at other hours of the day to limit user impact during office hours.

After a schedule is created, you must assign the schedule to a protected system from the
protected systems page.

To create a schedule:

1. Login to the Vault Web interface.
2. Inthe left-hand navigation menu, click the Schedules tab.

3. Inthe Schedules page, click the Add Schedule button.
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Creating Direct-to-Cloud Schedules

AXcienkt  Schedules
%360
Recover

B Protected Systems

# | Schedules

l (© Schedules I Showb:‘e”m'es

2ax Users
SCHEDULE NAME

'\ Jobs
) default

@ Alerts

INITIAL BACKUP
START

12:00 AM

2 admin~

© Add Schedule

Search|

TAL
BACKUP START

INITIAL BACKUP END
12:00 AM 12:00 AM

i

TAL
BACKUP END

INTERVAL

12:00 AM 1Hr(s) Edit

Showing 1to 1of 1 entries

P File Browser

& iscsl

6 System Info

& ConnectWise Settings
{} System Settings

Vault (v10.4.0-rc1)
System 1D dat_Txaz3

4. Inthe Add Schedule page, enter information about the new Schedule:

a. Inthe Name field, enter a descriptive name for the schedule. For example, you
might create a scheduled titled, Critical, for servers that require 15-minute
incremental backups; and Non-Critical for servers that only require incremental
backups every hour.

b. Ensure the Enabled checkbox is selected to activate this new schedule. If the
schedule is not enabled but later assigned to a protected system, backups for
the protected system will be disabled.

c. Optionally, click the Default checkbox to assign this schedule as the default
schedule for all protected systems.

d. Inthe/nitial Backup section, define a Start Time and End Time for thefirst, full
initial backup. This timeframe allows you to limit the impact of the initial
backup on the user experience.

e. Inthelncremental Backup section, you can optionally use the drop-down menu to
change the Incremental Backup type from Internal to Manual. The Manual setting
allows you to create snapshots at specific times instead of intervals.

f.  Ifyou selected Interval in the drop-down menu, define a Start Time, End

Time, and Interval for all future incremental backups.
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Creating Direct-to-Cloud Schedules

g. Click the Save button when you are finished. The schedule is now created and
will be listed in the Schedules page. You can manage and edit schedules in the

Schedules page.

Create Schedule 2 sdmin

- D

5. After the schedule is created, you can assign the schedule to a protected system.
a. Inthe left-hand navigation menu, click the Protected Systems tab.

b. Find the protected system and use the Schedule drop-down menu to select the

appropriate Schedule. The schedule is now assigned to the protected system.

AXxcient || Protected Systems 2 sdmin-
X
Recover L r—

uuuuuuuu
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Coming Soon: The Global Management Portal for Direct-to-Cloud
Customers

Coming Soon: The Global Management Portal
for Direct-to-Cloud customers

@ NOTE

Coming Soon: Direct-to-Cloud support within the Global Management
Portal is scheduled to be part of a future release. You can also access
the RMC to manage Direct-to-Cloud Customers.

The x360Recover Global Management Portal (GMP) is a multitenant, centralized portal that
delivers secure, remote access to your Vaults and protected systems. With its single pane of
glass architecture, the GMP streamlines administrative tasks, significantly reducing the total
time required to manage your devices and reports.

Role of the Global Management Portal

The GMP is the central management point, providing a single-pane-of-glass view of each of
your Vaults, as well as the protected systems they protect. With the GMP, you can perform the
following:

* Remotely access all connected Vaults.
* View dashboard and reporting details.
* Review health checks.

* Review trouble checks.

* View historical storage utilization.

CRepliit_
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Coming Soon: The Global Management Portal for Direct-to-Cloud
Customers

Accessing the Global Management Portal

When you replicate to the Axcient Cloud, you will be given a GMP virtual machine in the cloud
free of charge. You will receive login credentials when you onboard as a new Partner.

1. Navigate to the URL provided to you. If you are a Private Cloud partner, navigate to
the URL configured when you installed the GMP.

2.  When prompted, type your Username and your Password and then click the Login
button. If Multi-Factor Authentication (MFA) has been enabled for your environment,

you will also be prompted to enter an MFA Token.

CReplibit

Management Portal

Login

admin

3. Inthe GMP Web interface, you can now browse and manage settings.

Connecting Vaults with the Global Management Portal
for Direct-to-Cloud customers

In the GMP, the Users page allows you to create an APl key so that you can integrate each Vault
with the GMP. When you create a user in the Users page, the GMP automatically generates an

API key that you can use for integration purposes.
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Recovering Direct-to-Cloud Protected Systems with x360Recover

1. Inthe GMP,click the Users tab. The Users page displays, showing a list of all
previously generated API keys.

Logout (wimim)

Y ... [

e e sy e

E NOTE

You can optionally share Customer-specific user credentials to al-
low the Customer to log in and view their Managed Devices. Most
partners, however, choose not to share these credentials. If you are
interested in sharing user credentials with a Customer, please con-
tact Axcient Support for advice and best practices.

2. Option 1: In most cases, simply record the admin API key that is automatically
generated for the GMP admin user during the provisioning process.

You can optionally use this admin API key to integrate each Vault that you sup- port.

3. Option 2: Alternatively, for management purposes, you can generate a new API key for
each customer that you support. This approach is especially useful if you plan to give
your customer login access to the GMP. Please contact Axcient Sup- port for more
information regarding this process. Tocreate an API key:

a. Click the Add button. The Add page displays, prompting you to create a new
username and password for the user.

In the Username field, enter a unique username for the customer.

In the Password field, enter a complex password for the customer.

In the Role field, select customer to indicate this is a customer user.

© 2 0 o

Click the Submit button when you are finished. The system will automatically

generate a new API key for this customer. Record this API key.
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Recovering Direct-to-Cloud Protected Systems with x360Recover

Add
User Name: customer2
Password:
Rol customer
e

Recover Direct-to-Cloud protected systems
with x360Recover

As an MSP, you have a lot riding on service level agreements (SLAs) for the clients you support.
x360Recover helps you meet these SLAs, with multiple recovery options, helping you restore
client data and applications faster than traditional file-based back- up and restore tools.

x360Recover gives you multiple options to restore lost or corrupted files, temporarily run
critical workstations or servers, or permanently recover from a site-wide disaster.

To access recovery options:

1. Loginto thevault.
Click the Protected Systems menu item.

3. Toaccess recovery options, click the protected system name. In the Protected
System Details page, you can:

a. Click the Schedule button schedule a full or incremental backup.

AXxcient Details: efs-edu-adoring 2 admin-

x360

R ecover M Protected System | Protected System Details
) Protected Systems

Actions Configure Badiiprefention method:([iored Volumes in Use
@ Schedules  Retain all snapshots for 14 days.
Migrate BootVM o After 14 days, retain: D:
282 Users ¢ LastspapsiotioTdayfor 30 days: GUID: 2944af3¢-6493-4101-8212-
R UsB o Last snapshot of week for 10 3a56f480eash
ecover -
\\ Jobs o Total Space: 0.10 GB
o Last snapshot of month for 6 Used Space: 11.88 MB
Run Analysis Tool months. pace:iL

' Alerts « Do not retain last snapshot of year.
Schedule Now Edit
I& File Browser

Replibit Information

c Protected System
& iscsi Y Agent version: 2.26.386
Information Fast Delta: Off

a System Info Password protected: No
Operating System: Windows 10 Enterprise  gpapled for backup: Yes &
Professional (version 1903) - 64-bit 5

& ConnectWise Settings Servi ke 2 Boct/M;Scraenshot: b/

ervice pack: BootVM AutoVerify: N/A

Architecture: x64

£ System Settings RAM Capacity: 16 GB

Vault IP: rb-edandt1.rb.slc.efscloud.net

AIIR. £671AFA70411920kkAEC A

b. Click the Run Analysis Tool button to collect event-related information and

submit to Axcient Support.
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Recovering Direct-to-Cloud Protected Systems with x360Recover

AXxcient

%360
R ecover M Protected System | Protected System Details

@ Protected Systems

@® Schedules

Q

Users

Jobs

Alerts

File Browser

iSCSI

System Info

ConnectWise Settings

System Settings

et

C.

d.

Actions

Migrate

Recover - USB

Details: efs-edu-adoring

Co nﬁgu re Backup retention method: Tiered

BootVM

Run Analysis Tool

Schedule Now

« Retain all snapshots for 14 days.

« After 14 days, retain:

Last snapshot of day for 30 days.
Last snapshot of week for 10
weeks.

Last snapshot of month for 6
months.

« Do not retain last snapshot of year.

°

°

°

Edit

Replibit Information

Protected System

Information

Operating System: Windows 10 Enterprise
Professional (version 1903) - 64-bit

Service pack:
Architecture: x64
RAM Capacity: 16 GB

Vault IP: rb-edandt1.rb.slc.efscloud.net

FUIN. CF71 AFA70A1192ARRADECABD

Agent version: 2.26.386
Fast Delta: Off

Password protected: No
Enabled for backup: Yes &
BootVM Screenshot: N/A
BootVM AutoVerify: N/A

& admin~

Volumes in Use

D:
GUID: 2944af3¢c-6493-4f01-8212-
8a56f480eash
Total Space: 0.10 GB
Used Space: 11.88 MB

Find a snapshot and click the Mount button to browse and recover files from the

snapshot.

Click the Export button to create a virtual disk export for download and for

failback from the cloud.

Click the iSCSI button to virtualize a protected system in the Axcient Continuity

Cloud for cloud failover.

AXxcient
%360
Recover

@ Protected Systems
@ Schedules

Za% Users

9, Jobs
@ Alerts

P File Browser

& iscsi

© systeminfo

& ConnectWise Settings

Q System Settings

Details: efs-edu-adoring

Show| v ‘entr'\es

SNAPSHOT NAME
Mon 09-28-20 11:00 AM
Mon 09-28-20 10:00 AM
Mon 09-28-20 09:00 AM
Mon 09-28-20 08:18 AM

Mon 09-28-20 08:15 AM

Showing 1to 5 of 5 entries

(*) Represents how much data changed vs the prior snapshot (indicates how much additional storage is needed to maintain this snapshot).

31 Search;
v DELTA(") USED (**) ACTIONS
232.50K 720.75K Start VM Mount Export iSCSI Start
232.50K 232.50K Start VM Mount Export iSCSI Start
249.94K 232.50K Start VM Mount Export iSCSI Start
232.50K 232.50K Start VM Mount Export iSCSI Start
720.75K 232.50K Start VM Dismount ISCSI Start
A

2 admin~

Om
Om
Om
Om
O m

(**) For the latest snapshot, this represents the total data used. For all other snapshots, this represents the amount of data that would be freed if the snapshot was deleted
(because multiple snapshots can share data, this is often smaller than the delta size).
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Troubleshooting Direct-to-Cloud Agent Errors

Troubleshoot Direct-to-Cloud agent errors

If you are experiencing registration issues, please check the following:

* Network connectivity—The agent must be able to communicate with the vault. If
networking errors or other issues interfere with this communication process, the
agent will not successfully register with the vault.

* Previous Installations—The Direct-to-Cloud agent cannot currently be installed over an
existing agent. If an agent has been previously installed, it must be uninstalled. You must
also delete the existing agent folder (typically located at C:\Program Files (x86)\Replibit).
Failure to remove the previous agent files will prevent the Direct-to-Cloud agent from
registering with the vault.

* Firewall considerations—The agent needs to communicate outbound on the internet

to the vault on the following ports: 443, 9079, 9082, and 9090.

Firewall Considerations

Firewall Ports

Direct-to-Cloud agents require several ports to be open for outbound internet connections
between the protected system and the Cloud vault:

TCP 443 (Https/TLS)
TCP 9079 (Thrift/TLS - Endpoint Manager)
TCP 9082 (Thrift/TLS - Cloudserver)

TCP 9090 (Thrift/TLS - Backup Manager)

Note: On Axcient-hosted vaults with Scale-Out Cloud, the Cloudserver service is located
directly on a storage node in our datacenter. Storage nodes are assigned dynamically, at the
time of protected system registration.

If you must secure outbound traffic explicitly for protected systems, you can locate the
assigned storage node URL in aristos.log for each protected endpoint.

Important: Storage node locations within our datacenter are subject to change without
notification.
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