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MONITOR AND REPORT

eFolder’s detailed monitoring and reporting for BDR for ShadowProtect Cloud vaults includes
machine-level reports and access to detailed views from a variety of convenient locations in the eFolder
portal. Email notifications are also available, to proactively alert partners and customers.

Details about the eFolder BDR for ShadowProtect monitoring and reporting are found below.

HOW TO ACCESS CUSTOMER REPORTS

1. Open the eFolder Backup Portal by navigating to https://backup.securewebportal.net/ and logging
in using your account credentials.

2. New reports can be accessed from your choice of three locations within the eFolder Backup Portal:

BEEZNETEY (under the Reports tab):

B == < - e
Home My Account My Partnership  Accounts | Reports § Support Administration ~ Web Access  Logo
& &l:{ 7] Account Quick Search: Dash Panel | in | (Auto) v || Search |

Account Center (under the Accounts tab):

l' Home My Account  Accounts Reports  Support Web Access Logot

ﬁ C& Q@ Acce

Account Center (Visual View)
Account List (Detailed View)

|Tn| (Auto) v || Search |

| AEEBUREEET (under the Accounts tab)

oy PR

a B [

- il -
=

]Hume' My Account  Accounts

&y New [JActions~ | I
SR

Account List (Detailed View)

Cust
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New Ways to Launch Customer Reports:

METHOD #1

1. Open the Account Center under the Accounts tab:

Home My Account  Accounts  Reports  Support Web Access  Logout

QL;L o Acce  Account Center (visual View) |in| (Auta) v || Search |
| Account List (Detailed View) |

2. Click the Actions dropdown menu, then select Show/Hide Details.
This toggles the tabs at the bottom of the screen on and off ( showing the Account Summary.)

Home My Account My Partnership  Accounts Reports  Support I
_&Ne WQOplionSv -, View: Account Details  « | [ B |
_|:| | & Edit Account Company £ UserName 4
¥ @ £ Configure Account ' 123.Sub 123 Atlanta |
|:| w a Impersonate . 123.Sub *o 123-AflantaRyan
1 ()] e T Data Protection a dataprotection
| o =) Service Pian N Data Protection & P dataprotection-center
| o = | | Account Alfributes b Data Protection a P dataprotection.api
0 x ~ Account Status . eFolder, Inc. ClassDemo
1 o = Reports > Highland Heights HighlandHeights
F @ == | More Acions , Relayware £ SNettieingham
| @ Rick's IT Shop Rick Klemeston test
[ N & Dekete RM Construction £ happygolucky1.one
Bl @] % " RM Construction WaldenPond
[[1 @ J[J show/Hide Details RM Construction | tiffanirme
E] | @ 56869 27250 doc RM Construction rmconst.sgldata

3. Locate the desired customer, review the Account Summary tab, and click the “graph” icon:

[ Account Summary I Service Plan | Context Information | Status Details | [

l

States Summary

efolderCITY-HYPER [ShadowProtect Standalane] on CITY-HYPERVL [ |3 )
Online backup (521.86 GB™ [= |5 L [ 2% ), ShadowPratect (1 sefver)
7

+/ BDR for ShadowProtect [1 server; 0 desktops]: OK. Cloud Réplicated: [1 machine 276.73 GB]
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METHOD# 2

1. Click on Dash Panel under the Reports tab

Home My Account My Partnership Accounts | Reports Support Administration Web Access Logou
& 8L &  Account Quick Search: Dash Panel in | (Auto) v || search |
Accounts

2. Scroll through the subaccount listings in the full Dash Panel, and locate the desired customer.

ExampleCompany#1[E] | *¢ efoldercatalyst [V] [1] | |190.00 'EHEQ@ .:J

. 4 ' CAT-SBSERVERI [0.00] B
[# . CAT-SBSERVER1 190.00 i
7
The normal range of icons will appear (with variations for each customer). ///
e
3. Locate and click the “graph” icon to launch the report. P

NOTE: If you do not see this “graph” icon in the Account Center or on the Dash Panel, it
means this account is not currently associated with any eFolder Cloud replicated machines.

R =L R

Please contact www.efolder.net/help or call us at 800-352-0248 if you have questions about this.
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EMAIL NOTIFICATIONS

When your account enters a warning or error state, an “event alert” will notify you that action is
needed. The event alert can take the form of an email or it can be a notification pushed to a PSA.

You can configure an email notification to be sent, once per day, containing data from the 30-
DayTrending report, as well as all individual Detailed Machine-Specific Usage reports.

1. Select the My Account > Notifications menu item. Note — If an administrative login has
been used, and notification changes are needed to a specific account, the account in
question must first be impersonated before selecting My Account and Notifications.

Home IMZ Account IAccounts Reports  Support Web Access  Logout
HqQ {otrications Jearch: | |in| (Auto) v || search |
Mailing Lists
Contact Information /elcome. Thank you for being an eFolder partner! -

Change Password
eFolder Blog Tweets oy @eroiser P eFolder

2. Check the ShadowProtect Cloud Replication Notification checkbox.
3. Then click Save Changes.

_Home MyAccount My Parmership  Accounts  Reports  Support Web Access  Logout
&4 8  Account Quick Search: In| (Auto) v || search

Notifications

Stay informed of important events. Be notified via email when your data has not been
backed up recently, when you are using more than a certain amount of disk space, or
when there is a sudden change in your disk usage.

Natifications will be sent to apreso@efolder,net [change].

w

ShadowProtect Cloud Replication Notification g

Send email once per day containing ShadowProtect Cloud Replication information

Total Disk Usage Notification

Send email when | all accounts are ¥ | using more than GB every 7 | days.

# Disk Usage Change Motification
Send email If disk usage changes by more than 5 | % ¥ within 7 | days.

« No Backup Notification
Send email if there is no backup after 3 | days and thereafter every 7 | days.

# No Error Free Backup Notification
Send email if there is no error free backup in the last 3 | days and thereafter

every 7 | days.

¥ Enable External Ticketing Alerts

cac

NOTE: These instructions apply when you are logged in as an administrator to a current account. (Be aware that
when you are using an administrative login to make changes to notifications, the account in question must first be
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impersonated. For step-by-step details on how to impersonate an account, read the “Configure and Impersonate
Options” section of the Using the Account Center in the Web Portal video.)

MULTI-TENANT CLOUD VAULT REPORTS

eFolder provides one or more cloud vaults for each partner (based upon GB usage). The cloud vault
acts as the destination for replicated data for each of the Partner’s customers. Each cloud vault has a
running version of ImageManager. ImageManager running in the eFolder cloud can be used to set
your cloud retention and actively consolidates daily incrementals into weekly and monthly incremental
files. eFolder provides visibility into the number of machines replicated and the data stored via the
Cloud Vault report.

e All of your customers who are replicating machines into the eFolder ShadowProtect Cloud are
allocated space within your specifically-assigned Cloud vault(s).

e Each of your eFolder ShadowProtect Cloud vault usernames begins with the letters [sp-]

Home: My Account My Partnership  Accounts Reports Support j

& MNew [ JActions« | fOptions= | View: AccountDetails = [*J |sp

=
0oomo Cust. ID Brand  Company & | iser Nane

Ul 7 26433 34516 e ABC Consulting T

Ol o 72724 67516 apc ABC Consulting atrgh

Tl 3¢ 33493 57516  shc  ABC Consuiting sp-abe3

Dash Panel Cloud Vault report

The Dash Panel Cloud Vault report shows detailed information organized by Cloud vault and is
updated every 60 minutes. You can now see which customers are in which vaults, as well as when your
vaults are reaching full capacity.

Account Summairy Service Plan Contact Information || Status Detalls

||

Status Summary
B sp-cidic [ShadowProtect Cloud] on SP-CI4IC ,',J' )
#' Online backup (D.00 GB*& i" iE J.:’J ‘Iﬂf_\;ﬂv
11 machines repticin'n’q,a.‘gﬁf TB used. 19.84% full. Cloud vault: sp-wci4.ad.efscloud.net.

© 2017 eFolder, Inc. All rights reserved. Last Updated: April 2017 Page 7


https://backup.securewebportal.net/efolder/learningcenter/Using_the_Account_Center_in_the_Web_Portal/story.html

Monitoring Cloud Vaults: eFolder’s BDR for ShadowProtect

The Dash Panel Cloud Vault report is launched by clicking on the new “shield”
icon, found in the Account Summary field of the customer’s account listing:

Each Cloud vault (denoted with usernames sp-XXX1, sp-XXX2, sp-wXXX3 and so on) displays:

1. Total number of all customer machines replicated to this specific Cloud vault
2. Total storage space used (in GB or TB)
3. Percentage of allocated space currently being used (with a 20TB limit)

ShadowProtect Cloud Vault Details {
6

ShadowProtect Cloud Vault {account VS80668076]
Information last updated Wednesday, February 15, 2017 06:23:41 PM EST

j ShadowProtect Cloud Vault Details
|

Vault Name Machines Total Storage Percent Used Date Created r
1 7 |sp-abes.ad.efscloud.net | B2 14,687.46 GB 71.72% 2017-01-23

Machines A
Name Storage Last Backup Local Username Type F|

#  ATISW-SBSERVER1 1,426.98 GB 2017-02-14 09:00:45 PM MST efolderATISW server

# ANDE -TERMSERV1 71.35GB 2017-02-14 09:05:32 PM MST efolderANTE server

¥ CAMSBSERVER1 190.00 GB 2017-02-14 09:00:40 PM M5T efolderCAM SE server

# CEN-SERVER1 117.28 GB 2017-02-14 09:00:09 PM MST efolder CEN-SER. server

# CAN'-SERVER1 279.80 GB 2017-02-14 09:00:20 PM M5T efolde CANY server

As you scroll down through this report, you will notice that each machine being replicated to the Cloud
in this vault appears by Name, along with details describing how much storage space is currently being
used by that machine, when the last backup occurred, the local username of that machine’s associated
account and whether the machine is a desktop or server.

o This report is being updated every 60 minutes, so the totals change throughout the day, as
activities occur within each vault.

o If you need to see information about a deleted machine, a check box is provided on this report,
which will allow you to Show Deleted.
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CUSTOMER REPORTS

1. 30-DayTrending Customer Report: Total Replicating Machines

o This report shows an aggregate view of data stored for all machines replicated to the eFolder per
account or customer

*  Whether you are monitoring one machine or thousands, this graph displays a// machines replicating
into the eFolder Cloud (for a single account).

e We collect data every hour, then display one averaged number for each 24-hour period.

o Thisis arolling report, showing the activity for the last 30 days, including today.

Cloud replication information for account EFBDRQAS559801004 [all machines]

BE.E2 OB h
7580GB

72.51 GB

65.18 GB

55.58 GB

45.57 o8

37.25 G

27.84 6B

15.63 o8 14.00 GB

~E00GE b
9.31 684 | i [ {
a :.. . 113 o X ] L) i | Y 3 ok

= = = I~ = = B - = 2 = = = = = = = =
i 3 o H i i o 3 + a o i i - I o T o
& & & 82 &2 & & & & 2 2 & & & 2 & & &
= o t] & W ] ! - -] = b > % 2 -] 2 i 5 £
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2. Machine-Specific Reports
In addition to the aggregate account report, each individual machine being replicated into the eFolder
Cloud has its own unique report.
All machine-specific reports will display on one scrollable screen, following the 30-DayTrending Report.

This report will give you a view into the current data stored in the eFolder Cloud per machine and the
day by day growth of data stored over the last 30 days.

Last Successful Backup: 02/15/2017 4:00:17am GMT+0000

Cloud replication information for machine FE-SERVER1
Example:

Here are the i
machine-specific
reports

for two machines:

FE-SERVER1

Information last updated: 02/15/2017 2:23.28pm GMT-0700

gt
Last Successful Backup: 02/15/2017 4:10:18am GMT+0000

Cloud replication information for machine FE-5QL1

and (farther
below)

FE-SQL1:
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® Note: Total daily data usage numbers on the 30-DayTrending Report will often vary
slightly from the running totals displayed on the individual Machine-Level Reports.

This occurs because (a) the 30-DayTrending Report uses averages for a full 24-hour day,
combining high and low usage numbers across a full 24-hour time period and (b) the
running total displayed on the individual Machine-Level Report is only the /atest hourly
calculation, based on usage over the last 60 minutes, and does not reflect the entire 24-
hour time period.

3. Detailed Machine-Specific Usage Reports

In addition to 30 day trend reports, detailed status information is also provided on a per account and
per machine basis. Status information includes errors such as ShadowProtect chain breakages and any
errors surfaced in the ImageManager logs.

Each machine being replicated into the eFolder Cloud now produces an individual report with
Computer name, Status, and Status Details.

Detailed machine usage

DCO1
ERROR

Last Successful Backup:

Status Details: Eror; V\WBOXSVR\Repo-Data\spcoud\Replicatedvohmelmages|\efbdrgas59801004\dc0l (DO0INC_VOL-bD01
last backup chain integrity i broken. The last valid backug was 0001-01-01T00:00:00.0000000ZZZ.

Error: \WBOXSVR\Repo-Data'sp\cloud\ReplicatedVolumeImanes\efbdraass9801004\dcd1 {DCO1)\WhatchaSay-
bi001 does not have password protection on the volume Images.

Error: \\VBOXSVR\Repo-Datalsp'cloud\RephcatedVolumelmages|sfbdrqa559801004\dc01 (DCO1)\WhatchaSay-
B001 last backup chain intedrity is broken, The last valid backup was 0001-01-01T00:00:00. 0000000727 .

Error: \\VBOXSVR\Repao-Data\sp'cloud\Replicatadvialumelmages\efbdrgas50801004\de01 (DCO1)\Whatchasay-
bi01 does not have a baselne full backup available,

Error: \\WBOXSVR\Repo-Datalspcloud\Rephcatedvolumel mages \efbdrga559501004\dc01. (DCOL)\WhatchaSay-
BO02 doas not have password protectian on the wlume Fmages.

Error: \\WBOXSVR\Repo-Data\spicoud\ReplicatedvolumeImages\efbdrga55980 1004\de01 (DCOLY\WhatchaSay-
002 last backup chain mtegnty is broken. The last valid backup was 0001-01-01T00:00:00. 0000000242,
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EVENT LOGS

Event logs provide another way to look at activities taking place inside your Cloud vault.

When there are no warnings or errors taking place, your event logs may look something like this:

Event Log for Account sp-abc1

Quick Search | Advanced Search

in (Auto) v | Search | Cear Search

Search Results: Showing 1-10 of 5173 View “

Event Information

|= |2017-02-15 11:03am b |sp-abel [V] Backup Remote Session [sp-abc1 /8076156680761 Completed Successfully [Details]| [Nofifications | tifications|
|o |2017-02-15 10:15am sp-abel [V] haclmp Remote Session [sp-abc1 [ 807615668076] Completed Successfully [Details] [Notifications] itifications
|« |2017-02-15 09:16am sp-abcl [V] hackup Remote Session [sp-abcl /807615668076] Completed Su fully [Details] [Notifications] wifications
| |2017-02-15 08:16am sp-abel [V] hackup Remote Session [sp-abcl /807615668076] Completed Successfully [Details] [Notifications ] itifications
| |2017-02-15 07:16am sp-abcl [V|  Backup Remote Session [sp-abci /807615668076] Completed Successfully [Details| [Notifications| ifications
| [2017-02-15 06:16am sp-abcl (V] Backup Remote Session [sp-abc1 / 807615668076] Completed Successfully [Detals] [Noifications | tifications]
.. [2017-02-15 05:16am sp-abcl [V]  |Backup Remote Session [sp-abcl /807615668076] Completed Successfully [Details] [Notifications] iifications
|o |2017-02-15 04:17am sp-abcl [V]  |Backup Remote Session [sp-abcl / 807615668076] Completed Successfully [Details] [Notifications] itifications
|l |2017-02-15 03:16am sp-abct [V]  |Backup R Session [sp-abcl / 807615668076] Completed Successfully [Detalls] [Notifications] tifications]
o |2017-02-15 02:17am sp-weil V] Backup Remote Session [sp-abcl / 807615668076] Completed Successfully [Details] [Notifications] ptifications

12345678910... V¥ Next

Event Information
BDR for ShadowProtect status changed to: ERROR [sp-wci4 /| WCI15668079] [Errors
Error: X:\ReplicatedVolumelmages\wcil5146002\E_VOL-b002 last backup chain integrity is broken. The last valid backup was 0001-01-01T00:00:00.000
Error: X: eIicatequIumeImaS\WCiiSl‘lﬁDDZE VOL-b002 does not have a baseline full backuE available.
{Details| |Notifications|
| |2016-12-09 12:09pm |sp-abct [V] |Backup disk usage change notification for account [sp-wci4 / WCI15668079] [Details] [Notifications

1

|- |2017-01-16 05:24pm |sp-abel [V

When you click on the error, it may look like this:

'Quick Search | Advanced Search Event Log for Account sp-abc1

changed i (Auto) v| Search | Clear Search

Search Results: Showing 1-2 of 2 for "changed"
\When [E Account
. |2017-01-16 05:24pm sp-abel [V]
. |2016-12-09 12:09pm sp-abel [V]

Event Information
BDR for ShadowProtect status changed to] ERROR [sp-wc|4 / WCI15558079] Errors| Details] [Notifications
|Backup disk usage change notification for accoun BB0/9] |Detans| [Notifications
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A detailed listing of all machines replicating on this vault is also included in the Event Logs under
[Details]:

I e e e B el T et Famdasa] P ases s es B e D0 - ] &

BDR for ShadowProtect cloud vanlt status changed to: WARNING [sp-wcil [ WCT15668059] i

Cloud vault "sp-well.ad. efscloud.net’ has used a total of 16.007 TB and & 80.03% full, Please contact eFolder support
customers to that vault,

[ Datails |

m=== PARTNER NOTIFICATION s===

BDR for ShadowPotect cloud vault status changed to: WARNING:
Liser Mame: sp-wi]

Accoant Mumber: WCT1 5668059

Details:

BOR for ShadowProtect cloud vault status changed to: WARNING

, these machines are replicated to the dowd vault [sp-weil.ad efscloud.net
BMSW-SBSERVER [1.345 TB] last updated: 01/12/2017 6:53:209m

BMSW-TERMSERV1 [65.46 GB] last updated: 01/12/2017 6:53:29m
CAT-SBSERVER1 [179.51 GB] last updated: 01/12/2017 6:53:20pm
CON-SERVER1 [203.92 GB] last updated: 01/12/2017 6:53:29m
CITY-SERVER1 [192.76 GB] last updated: 01/12/2017 6:33:2%m
COBALT [076.55 GB] last updated: 01/12/2017 6:53:20pm

COPPER [50.79 GRB] last updated: 01/12/2017 6:53: 20pm
CSANDE-EXCHANGE [487.90 GB] last updated: 01/12/2017 6:53:29pm
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WARNINGS AND ERRORS

You can examine any errors currently associated with any specific machine by clicking the Details field
on the Dash Panel Cloud Vault report

1. Click on the Details box on the far right side of the report:

ShadowProtect Cloud Vault [account WCIGB068079]
Enformation last updated Wednetday, Febvuary 15, 2017 06-1%:08 PM EST
ShadowProtect Cloud Vault Details -
Vot Hame Machines Tatal Storagpe Porcent Used Date Created Diotaiits.
¢  sprwciadefsclood net 1 406263 GB 19.54%: 21701723 e
Show Deleted
Machines
M Shrawge Last Backup Lol Lisaor nesmes Typset Dueberted Details
I= mTaT 1.27 GB p-wcH Ve Ho 'lj%f
W+  BALTLT 173394 G 2017-02-14 09:12:00 PM MST efolderdia server Ho
¥ MESER 6177 GB 2017-01-03 08;:20:41 AM MST efoldendba server Ha
# PERMES 53.54 GB 2007-02-14 0901536 P MST efolderdn wIver Ho -

2. Specific information describing the error will be displayed:

ShadowProtect Cloud Vault [account WCI15668079]

Enformation last updated Wedrisday, Fetwuary 15, 2017 06:15:08 PM EST

ShadowProtect Cloud Vault Details
Vault Name

#  speveciadoefsclowsd.net Det

Erron: Xi\Replicatediohmelmagesiwed 15 146002 |E_VOL-b002 last backup Intesgrity ks broken. The kst valld
-h:hpmﬂ]-ﬂl-ﬂimmm %

Erroe: X: ReplicatedVohsmelmagesiw 15 146002\E_VOL-b002 does not have 3 basaline full backup avalabie,

Mams:
= wtar
@ BALTAT
# MESER

*  When a Cloud vault reaches more than 75%, capacity, you will receive a warning message.

e When a Cloud vault reaches more than 90%, capacity, you will receive an error message.

g I 9] [Errors
sp-weit [V] loud vault "sp-wcil.ad.efscloud.net' has used a total of 16. 007 T8 and is 80.03% fu
P lease contact eFolder support t@efolder. t uest a new ShadowProtect Cloud Vault and begin replicating new customers
N
sp-weil M[BDRIQL ShadowProtect cloud vault status changed to: WARNING [sp-wcil /| WCI15668059] [Errors] [Details] [Notifications]

® When a vault reaches capacity, you will need to request a new vault from eFolder and decide how
to move your customers into the new space. Please contact www.efolder.net/help or call us at

800-352-0248 to start this process.
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QUESTIONS?

Submit all eFolder questions to www.efolder.net/help
Call us at 800-352-0248
* Browse our Knowledgebase

)

¢l OI olcle
L ]

The People Behind Your Cloud
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