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INTRODUCTION

Thank you for choosing the eFolder Continuity Cloud for Veeam. Using the eFolder
Continuity Cloud for Veeam, you can access fast off-site virtualization of your replicated
Hyper-V servers.

This guide describes how to setup, import a backup copy job, and restore your entire
VM to the eFolder Continuity Cloud environment using Veeam Backup & Replication
software. The guide is divided into three sections: 1) Setup eFolder Continuity Cloud, 2)
Import the Backup Copy Job, and 3) Restore Your Entire VM. In Section 1, you wiill
configure Veeam Backup & Replication to use your assigned Hyper-V Continuity Cloud
server. You will begin by logging in to the Continuity Cloud node with your credentials
from eFolder using a direct RDP connection. In Section 2, you will use Veeam Backup &
Replication to import and decrypt your backup copy job. In Section 3, you will restore
your entire VM. After selecting your virtual machine, restore location, host server,
datastore, and network, your entire VM will be restored to the eFolder Continuity Cloud
using the Veeam Backup & Replication software. Work through each section in the
order they are presented.

Customer Support

At eFolder, we value feedback from our customers. Not only do we want to help you
quickly resolve your technical issues, but we value your input and build products that
incorporate your suggestions. To contact eFolder Technical Support, call 720-204-4500/1-
800-352-0248 or submit questions to VeeamSupport@eFolder.net.

For known problem resolutions, open a browser and navigate to:

Knowledgebase: https://support.efolder.net/hc/en-us/cateqories/115001613768-eFolder-for-
Veeam

Veeam Support: https://www.veeam.com/support.html

eFolder Support: https://support.efolder.net/hc/en-us

Copyright © 2018 eFolder Inc. All rights reserved.

All rights reserved. All trademarks are the property of their respective owners.

eFolder and the eFolder logo are trademarks of eFolder Inc. Veeam and the Veeam logo are trademarks of
the Veeam Software. eFOLDER MAKES NO WARRANTIES, EXPRESSED OR IMPLIED, IN THIS DOCUMENT.
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SECTION 1: eFOLDER CONTINUITY CLOUD SETUP

In Section 1, you will configure Veeam Backup & Replication to use your assigned
Hyper-V Continuity Cloud server. You will begin by logging in to the Continuity Cloud
node with your credentials sent to you from eFolder using a direct Remote Desktop
Protocol (RDP) connection.

1. Launch Veeam Backup & Replication from the
shortcut on the desktop of your Hyper-V Continuity
Cloud server.

N Veeam?® o
=] Backup & Replication™ 9.5
2. Click Connect

Type in a backup server name or IF address, backup service port number,
and user credentials to connect with.

localhost 9302

SLC-CCIMAContinuityCloud
Pazsweord

o | Use Windows session authentication

Save shortcut Connect Close
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3. Select the Backup Infrastructure tab and select the Managed Servers option.
Then, click Add Server on the menu bar.

HOME SERVER

EE X € 0 E,

Add | Edit Remove | Rescan
Server)Server Server
Manage Server Storage

EACKUP INFRASTRUCTURE

H Backup Proxies
= Backup Repositories
517 Scale-out Repositories
£ WAN Accelerators
£ Service Providers
4 [ SureBackup
& Application Groups
Virtual Labs
Managed Servers
Ticrosort Windouws

EE EACKUP & REPLICATION

[eé’g BACKUP INFRASTRUCTURE

VIRTUAL MACHINES

(&L T4PE INFRASTRUCTURE

[0 Fues

[ HisTORY

1 SERVER

Missing Upgrade

AND REPLICATION

Q Tupe in an object name to search for

MAME & TVPE DESCRIPTION
Fo sLe-CoiMslcefscl.  MicrosaftWindows Server Backup server

4. Select Microsoft Hyper-V from the list of servers.

&
= vm|

Select the type of server you want to register with backup infrastructure. All registered servers
«<an be found under the Managed servers node on the Infrastructure tab.

VMWARE VSPHERE
Adds vCenter Server (recommended), or standalone vSphere Hypervisor (ESX/ESXi).

VMWARE VCLOUD DIRECTOR
Adds VMware vCloud Director 5.5 or later server.

MICROSOFT HYPER-V
Adds SCVMM server, Hyper-V cluster, or standalone host (2008 R2 or later).

MICROSOFT SMB3
Adds SMB3 server cluster, or standalone SMB3 server.

MICROSOFT WINDOWS
Adds Microsoft Windows server (Windows 2008 or later).

LINUX
Adds Linux server (must have SSH and Perl).

Cancel

CONNECTED TO: LOCALHOST
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5. Enter localhost in the name field. The description field is optional.

Click Next.

Mame
Specify DNS name or IP address of Microsoft Hyper-' server,

|I0ca\host
Type

Description:
Credentials |
Apply
Results
Summary

< Previous | et = || Finish | | Cancel
_

6. Select Microsoft Hyper-V server (standalone) for the type.
Click Next.

Type
Select the type of server you want to add,

Name ) Microsoft System Center Virtual Machine Manager (SCYMM)
If you are using SCYMM to manage your Hyper-\ infrastructure, we can pull all Hyper-¥ hosts and
_ clusters information from SCWYhM, and add therm to managed servers automatically,
Credentials
) Microsoft Hyper-¥ cluster
il Use this option to register Hyper-' cluster thatis not ranaged by SCWMN, Registering Hyper-if
cluster instead of individual cluster nodes provides for Live Migration awareness,
Results
SHiAIHEIG (@ Microsoft Hyper-V server [standalune])
Use this option to register standalone Hyper-' sercer that is not a part of a cluster, and not managed
by SCWRAN,

< Previous | Mext = Finish Cancel
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7. Click Add to type in your credentials.

Credentials
Select server administrator credentials,

r Select an account with local administrator privileges on the server wou are adding. Use
?% DOMAINYUSER farmat far domain accounts, or HOSTYWISER for lacal accounts.

F —
Credentials: [N ([ ada. |

Manage accournts

Apply
Results

Summary

Click Ports to customize netoork ports to be used by individual components

| < Previous | | Mext = | | Finish | | Cancel |

8. Type the username and password received from eFolder in their respective fields;
Click OK. The format for the username must be: HOST\Username

For example: SLC-CC7a\ContinuityCloud

E Username: “
E?k Passuord: ‘

Description:
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9. Click Next.

Credentials
Select server administrator credentials,

r Select an account with local administrator privileges on the serseryou are adding. Use
?ﬁ DOMAIMYUISER format far domain accounts, or HOSTAUSER for local accaunts,

= ~\
Credentials:[|?%cuntinuitycluud (last edited: less than a day ago) v|]| Add..,
'S ~

hanage accounts
Apply

Results

Summary

Click Ports to custarmize network ports to be used by individual components

f —— Y
< Previous |I| Mext = |” Finish | | Cancel
—_—

10. Click Apply.

Apply
Please revievwr wour settings and click &pply to continue,

Due to these modifications the following cornponents will be installed or rernoved on the target host:

Type Transport already exists

Hyper-\f Integration will be installed
Credentials

This Hyper-V server will act as the backup proxy for jobs running in the on-host backup mode,

Task limit:

Results

Sumrnary

Afteryou click &pply missed components will be installed on the target host,

o
< Previous |[| Apply |]| Finish || Cancel
| —
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11. Review the Results Log to confirm that the Hyper-V server was installed and
configured successfully; then, click Next.

Results

=

Marme

Type

Credentials

Apply

The following servers hawve been processed,

hessage Diuration
[V] Starting infrastructure itern creation job Q:00:03
) Detecting operating systerm

2 Collecting hardware info

[] Registering client SLC-CCTM for package Transpart

() Registeting client SLC-CC1M for package Hyper- Integration

) Discovering installed packages

[VTAl required packages hawe been successfully installed

ODetecting OSwersion

) Creating configuration database records,

2 Collecting disks and volumes info 0:00:29
O‘ Server has been saved successfully

< Previous l Mext = || Finish | | Cancel |

12. Review the Summary to confirm that the Hyper-V server was successfully
created; then, click Finish.

Summary

“ou can copy the configuration information below for future reference,

Martre
Type
Credentials
Apply

Results

Surnmany:

Picrosoft Hyper-i Server ‘localhost’ was successfully modified,
QS wversion: Microsoft Windows Server 2012 R2 Standard bd-bit (6.3.9600 build: 9600,
User: continuitycloud
Hardware info:

Chassis type: Physical

Cores count: 4
Compaonents:

Transport using port 6162

Hyper-Y Integration using port 6163

Mount Server using port 6170

wPower NFS using port 6161

Installer using port G160

< Previous | | Mext =

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide

Page 9 of 24



This completes Section 1 in which you have successfully configured Veeam Backup &
Replication to use your assigned Hyper-V Continuity Cloud server.

Next, import and decrypt your backup copy job in Section 2.

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide Page 10 of 24



SECTION 2: IMPORTING AND DECRYPTING THE BACKUP COPY JOB

In Section 2, you willimport and decrypt your backup copy job. This is done through
Veeam Backup & Replication installed on your assigned Continuity Cloud node.

1. Click the Backup & Replication tab on the left, and select the Jobs option; then,
click Import Backup on the menu bar.

e

v LEE a2) &
(=5] 'E E D L5k B
Spchgp Replicstion  Backup VM Fle  Restord impeet | Failover
Iy Jet Copy Copy Copy Rackup, Flan

Primary fobs Ausiliary Jobs Restare

BACEUS S RERLICATION Q npena

fer
HAME 4 TR oBIFCTS STATUS LasT RS
% Lt W Houn

NEXT RUN TRRGET

DESCRETION

fx’} BACKUP INFRASTRUCTURE

I VIRTUAL MACHINES

0 et InFRBSTRUCTURE
[F s
(g visrony

>
CONMECTID TC: LOCALHOST  NFR: I7 DS RiManng  [VEESM

2. Click Browse.

Specify backup to import. You can only import backups
from computers added to the Veeam Backup console.

Computer:
[This server (Microsoft Windows Server) v |
Backup file:

[] Import guest file system index
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71 Specify backup taimport You can only impart backups from
=1 computers added to the Weearn Backup console,
Cormputer:

|SLC-CC1M.slc.efsclnud.net (Mlicrosaft Windao v|

Backup file:

| || Browwse.., |

(] Irmport quest file systern index

(0] | | Cancel

3. Enter the path to the X volume on your eFolder Veeam Cloud Targetin the
address bar using the following format: \\<vault name>.aa.sc.efscloud.net\x$

T ”@ \\ve-demovaulﬂ.aa.sc.efscloud.net\xﬂ v||—) | | Search Docurnents el |
-y
Organize + New folder =~ @ @
¢ Favorites Mame * Date modified Type Size
B Desktop L Hyper-i 1/23/2015 823 A File folder
j, Downloads

5 Recent places
18 This PC

ej Metiork

File name: v| |Backup meta files *awbm) v|

| Open | | Cancel |
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4. When prompted, enter your AD credentials. For example: AD\Testpartner

NOTE: These are the same credentials us would use to log into the eFolder
Veeam cloud console to manage your tenants.

“.lSEI’ narme

’ Password

Domain: SLC-CCTM

[ ] Rermember my credentials

5. Browse to the location of the backup job you wish to import. Select the VBM file

and click Open.

-
@ = Tl L« =% » Backup » Tenantl » Backup Copylob1 ] W O| | Search Backup Copy Job 1 P |
Organize = Mew folder =~ [ @
FS
9 Favorites Marne Date modified Type Size
B Desktop Backup Copy lob 1] 9729271208 A0 Veearn Backup &t .. 22 KE|
& Downloads
5l Recent places
1 This PC
?! Metnwark
File name: |Backup Copy Jab 1 v| |Backup meta files (*wbm) v|
|| Open || | Cancel |
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6. Click OK.

Specify backup to import. You can only import backups from
=1 computers added to the Weearn Backup console,
Computer:

| SLC-CCIM.slc.efscloud.net Micrasoft Window v |

Backup file:
|W.fe-demwault'l.aa.sc.efscluud.net\x?ﬁ\ﬂackup\Tf| | Browise..,

[] Irmport quest file systerm indesx

(]8 | | Cancel |

7. You will be prompted for credentials once more. Click Add.

Credentials |_ v |

harage accoumnts

| (0] | | Cancel |

8. Enter your AD username and password. Click OK.

E Usernarme: |AD‘1testpar‘tner
?& Passuvord: nnnuu-

Cescription:

9. Click OK again to start the import. Your backup job should now be listed in

Backups under the Encrypted section.
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10. Select the Encrypted option below Backups; then, select your backup copy job
and click Specify Password on the menu bar.

BACH & FEPLICATION (o I r————

Tig Jebs Ml T BACKUS BaTH
+_fip Buehuga 7% Dachug Copy b 1.1 | Viemanmit s efreivadrat.

[ 5 Dk fancaipted) )

% Last i Heany

== sacaw & repLCATON

11. Enter the encryption key associated with the Backup Copy Job and click OK.

One ormaore backup files are encrgpted, Type in the
encryption password for the backup files,

L hawe lost the password

Encryption Key

Password:w

This completes Section 2. Your backup copy job has been imported and should now be
listed under Backups in the Disk (imported) section. Next, proceed to Section 3 to
restore your entire VM.
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SECTION 3: RESTORING YOUR VM

In Section 3, you will restore your VM. The restore process will allow you to select the
virtual machines you wish to restore, the desired restore points, target host, storage, and

networking options.

1. To begin, click the Restore button on the top ribbon.

VIEAM BACKUR AND REPUCATION

v B MEE(A2 B
= E ) ==
Backup Rephication  Backup VM Fle  |Restore|impoet  Failover
kbbb Copy Copy Copy Usckup  Plan
Pramary fabs Aumnlisry fots Restore Failerwer Plan
BACKUP & REPLICATION q Tvpe on on sbyect mame {0 Jeaveh for
5 b JOBNAME T CREATION TIME RESTORE POINTS
o P Bactops = 2 Backup Copy Job Uimported YT 12:00 808
& Disk mprted)
[ Last 24 Hours
o= Bacun s pepUCATION
s nackup mrmASTRUCTURE
195, veTLAL pacsibES
EI TAPE INFRASTRUCTURE
[ Pues
[ HismoRy
-

REROEITORY PLATEORM
HyperV

COMNECTED TC: LOCALMOST MR 134 DAYS REMAINING

2. Select Entire VM in the Restore from backup list, and click Next.

Restore Type
|} Select restore type and click Mext,

Restore frorm backup
E=

) Instant Wh recovery

® Entire WM

(20 Wi files (WHD, WS, BIM, XMLD
O Guest files (Microsoft Windows)

O Guest files (Linux and other)
2 Application iterms
(O Restore to Microsoft Azure

- Restare frorm replica

O Failover now

(O Perform planned failover

) Undo previoushy perforrmed failover
() Failback ta production

O Commit failback

) Guest files (Microsoft Windows)
O Application iterms

| < Previous | | Finish || Mext = | Cancel
—_—
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3. On the Full VM Restore page, click Add VM, and select From Backup in the drop-
down list.

Yirtual Machines
|} Select virtual machines to be restored. You can add individual virtual machines from backup files, or containers from live

erwironment (containers will be automatically expanded to plain list),

_ Virtual machines to restore:

|Q Type in @ UM nome for instant lokup |

Restore hode

MHame Size Restore point ” PR ‘]
Reason

From infrastructure..,
Surmrmary From backup..,
TUE

| 4 Previous | ‘ Mext » ‘ | Finish | | Cancel |

4. In the Backups Browser, select your virtual machine below the Backup Copy Job
option; then, click Add.

Select virtual machine:
lob name Last restore point WM count  Restore points count
4 % Backup CopyJob 1., Y2W2017 12:000040M 1
(0] webserver 3 days ago (10:01 PM . 1)
‘D « Type in an object name to search for Q|
=l
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5. The wizard will automatically select the most recent restore point. If you wish to
use a different restore point, click the Point button on the right. Otherwise, Click
Next.

Virtual Machines
& Select virtual machines to be restored, You can add individual virtual machines from backup files, or containers fram live

environment (containers will be automatically expanded to plain list),

|Q Tups in o VM name for instant lookup |

MNarne Size Restore point Add W

Reason [D WebSerser 15.5 GB 3 days ago (10:01 PM Thursda...)

Restore Mode

Summary

| < Previous ||| Mext = m Finish | | Cancel |

6. Select Restore to a new location, or with different settings; then, click Next.

Restore Mode
|} Specify the desired restore mode,

Wirtual Machines

) Restore to the original location
Quickly initiate restare of selected Whs to the original location, and with the original name and
settings. This option minimizes the chance of user input error,

Hast ® Restore to a new location, or with different settings
Custornize restored Wi location, and change its settings, The wizard will autormatically populate all

Datastore controls with the original Wi settings as the default settings,

Metwork
MName
Reasan

Surnrnary

[] Quick rallback (restore changed blocks only)

Allowes for quick Wi recowvery in case of guest OF software problern, or user error, Do not use this
option when recovering from disaster caused by hardware or storage issue, or power loss,

< Previous m Mext = H' Finish | | Cancel
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7. Click Host... to select your host server.

Host

|} Select host to restare Whis ta,

Wirtual Machines

Restaore Mode

Datastore
Metwark
Marre
Reason

Surnmary

WM location:

MNarme

Hast

Cluster Resaurce

||:| WebZerver

El Mo target host or cluster

Select multiple Wtz and click Hostto apply changes in bulk,

|| Host... -|\” Resource... |

| < Previous || Mext =

Finish

| | Cancel |

8. Select your host server (localhost) below the Hosts option; then, click OK.

Select Server

4 EE’-'! Hosts
El localhost

|E| = Type in an objsct name to search for

Q)

oK

| | Cancel
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9. Click Next to accept the selected host server.

Host

Wirtual Machines

Restore Mode

Datastore
Metwnwark
Matre
Reason

Surnmary

|} Select host to restore Whis to.

Wi location:
Marne Host Cluster Resource
||:| Web Sereer El localhost

Select multiple Whis and click Host to apply changes in bulk,

| Hast... || Resource... |

| < Previaus |[| Mext = || Finish || Cancel |

10. If you wish to change the storage location for your VM files, click Path.
Otherwise, click Next.

Restore Mode

Host

Metwiork
Marme
Reason

Summary

Virtual Machines

Datastore
|} Select datastores to place WM configuration files and virtual disks files to.

Files location:

File

Size Path
l||:| MiebServer
|:| Configuration files WM
EWeh Se rveravhidx 15.5 GB AWM s

Select multiple Whis and click Path to apply changes in bulk,

| | Cancel |

< Previous |[| Mext » ||| Finish
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11. Select the VM and click Network.

Hetwork
|} Select howy virtual netwrarks map to each other between ariginal and new Wi locations,

Virtual Machines

Restore Maode

Host

Datastore

Metwork connections:

Source Target

‘||:| WehSerser
_E_IEReaItek PCle GBE Farnily Controller - ... Mot connected

Select multiple WhAs to apply settings change in bulk,

|| Metwark,.

]| Disconnected |
J

| < Previous || Text =

| | Finish

| | Cancel

12. Select the network you would like this VM to be attached to; then, click OK.

Select Netwaork
] EE_ Metworks
4 E| localhost
_E_I':L! Internal-LAN
i WAAN-DMZ

.E.PL Internal-TestingOnly

|.:_|':L!' Tupe n n object nome to search for Q|

Cancel
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13. Click Next to continue.

Network
|} Select howr virtual netweorks map to each other between original and new W locations,
Wirtuzl Machines Metwork connections:
Source Target
Restore Made ‘“] WebServer
Host _D_ERea\tek PCle GBE Family Controller - .. Internal-LAM
o5l

Datastore
Marme
Reason
Summary

Select multiple Yhs to apply settings change in bulk, | Metwork.., | | Disconnected |

< Previous |[| Mext » |]| Finish | | Cancel |

NOTE: If your VM has multiple network adapters you may configure each one to
point to the desired network. Example: NIC1 -> Internal-LAN; NIC2 -> WAN-DMZ

14. Click Next to continue.

Name
& Specify new virtual machine name, and whether you would like unique identifier preserved,

‘irtual Machines Wirtuzal machines:

Huost
Datastare
MNetwork
Reason

Surnmary

Marne Mew narne Wi UUID
Restore Made |:| WebSerwer D WebSerer Preserve

Select multiple Whds to apply settings change in bulk.

< Previous Mext = I Finish Cancel
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15. Click Next to continue.

Reason
|} Type inthe reason for perfarming this restore operation, This information will be logged in the restare sessions histary for later
reference,

Wirtual Machines
Restore hode
Haost

Datastore
Metuwark

Marne

Surnmary

Restore reason:

[] Do not show me this page again

| < Prewvious |[| Mext =

Finish

| | Cancel |

16. Review the summary and ensure all the selections are correct. Once you have
confirmed the selections are correct, click Finish to begin the restore.

Wirtual Machines

Restare Mode

Host

Datastare

MNetiork

MNarne

Reason

Summary
|} You can copy this configuration information for the future reference,

Summary:

Original Wi narme: WebServer
Mews Wk name: WehServer

Target host: localhost
Target folder: X\Whds
Metwork mapping:

[] Power on target WM after restoring

Restare point: 3 days ago (10:01 PM Thursday 9/28/2017)

Realtek PCle GBE Family Contraller - Wirtual Switch - Internal-LAN

Finish

|]| Cancel

eFolder BDR for Veeam Hyper-V Continuity Cloud Guide

This completes the eFolder Continuity Cloud setup, the import and decryption of the
backup copy job, and the restore VM process. If you have any problems during this
procedure or notice errors in the log file, please call eFolder Technical Support at 720-
204-4500/1-800-352-0248 or submit questions to VeeamSupport@eFolder.net.
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