


Cloud Failover (Virtual Office)

In the event one or more protected devices fails, the Cloud Failover feature in the Web Application allows you to start virtual
machines (VMs) in the Axcient Cloud of one or more protected devices. The Axcient Cloud failover solution allows you to do
the following:
- Create a Virtual Office running in the Axcient data center that matches existing server configurations.
- Configure the network settings for the Virtual Office, including:
- Provide secure access to the Virtual Office by configuring the VPN.
- Configure multiple subnets for the Virtual Office.
- Configure Site to Site VPN, allowing multiple remote networks to connect to the Virtual Office.

- Allow VMs to access the Internet by enabling outbound internet connections, or keep them isolated for
development and testing purposes.

- Configure remote desktop for the Virtual Office.
- Establish Port Forwarding rules.
- Configure the restore point, vCPU cores, and vVRAM for each device in the Virtual Office.
- Create Runbooks (Automated Orchestration) to automatically fail over or start large numbers of VMs in the Virtual

Office.

This section of the Recovery Guide will cover how to deploy and configure the Virtual Office, as well as how to prepare, start,
access, and shut down the devices.
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Get started: Access the RMC (Remote Management Console)

Log in to the x360 Portal at https://partner.axcient.com/login

Click Launch on the x360Recover tile.

AXClent @ All Systems Operational

%360

/ Dashboard
ﬁ' Dashboard ﬁ

|E Contacts
x360Cloud x360Recover x360Sync
288 Users (formerly CloudFinder) (formerly Replibit &BRC) (formerly Anchor)
ﬁ Support
B siting
Cloud Data Recovery Backup & Disaster Recovery Secure Sync & Share

E,a Training
Launch Launch

The Remote Management Console (RMC) opens and displays the Dashboard.

Start the Virtual Office o

()

To start the Virtual Office:

Combined Local
"~ Storage

[ty oot for e 211 ke ~]

[t e i 1] e
STEP 1

From the Axcient Web Application, navigate to the Client

Details page and click the Recovery Wizard button.
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STEP 2

Recovery Wizard x
On the Recovery Wizard screen, click the Start

Virtualization option. What type of recovery do you want to do?

Recover Data
q@ Access and download files and folders from your restore points.

Make it Virtual
Run a virtual machine on a local appliance, virtualize an entire

office in the cloud, or export a virtual disk.

Recover a System Image
Restore a complete Windows system image onto new hardware by

conducting a Bare Metal Restore

6 Why don't | see the type of recovery | am looking for?

STEP 3 Virtualize a device x

Select the type of local virtualization to deploy:
What sort of Virtualization is this?

- Select the Run as Test option to test the )
Make it a Test
virtualization process and Verify the ava|lab|[|ty of 6 For testing the virtualization process and verifying the availability of
recovery points. Tests can be started and ended at any time.
recovery points in case of an emergency.
- . . . Put it in Production
- Select the Put it in Production option in the event % For whena disaster occurs. Note that a production virtualization
. . . cannot be shut down without the aid of Axcient support, to ensure
ofa disaster. This local failover VM can be used to the best retention of data.

temporarily replace production devices until a

. < Back
permanent replacement is ready.
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STEP 4

Select how to start the Virtual Office:

- Select the Start using a Runbook radio button to
select a pre-configured Runbook for deploying the
Virtual Office. For more information, please
reference the Runbooks section of this guide.

- Select the Don't use a Runbook radio button to
manually configure the Virtual Office, including
network settings, device configurations, and

more.

STEP 4

If you selected not to use a Runbook, configure
settings for the Virtual Office:

To set up a subnet for the Virtual Office,

configure the Gateway and Netmask fields:

- Inthe Gateway field, enter the gateway IP
address. This address should be the same as the
default gateway on the physical network that the
Virtual Office is trying to replicate. For example,
if devices are on the 192.168.1.xxx network, the
gateway will most likely be 192.168.1.1.

- Inthe Netmask field, enter the netmask value.

- Toadd a new subnet for the Virtual Office, click +
Add Another. Please note that you can add up to
ten subnets. Subnets must not overlap with
other subnets on the Virtual Office.

- Todelete asubnet, click the red Delete icon..

Click the Start Virtual Office button when you are
finished.
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Start Virtual Office x

How would you like to start your test failover?

® Startusing a runbook

NAME STATUS DEVICES DESCRIPTION

only Fusion Ready 2

OLD RUNBOOK Ready 7 NO SETTINGS, 7 devic...
OLD RUNBOOK 2 Ready 3 WITH SETTINGS, 3 dev...
brc_runbook Ready 2

runbook just brc with...  Ready 2

asi_14232 Ready 2 test VPN
new_fusion_runbook2 Ready 10 dsfddfdf

Create a New Runbook

Don't use a runbook

Start Virtual Office (Failover) x

Set up the virtual environment for testing.
CLIENT IRE_2.11_site

SERVICES ire_brc_2.11 - Service ID emdd

GATEWAY NETMASK

10.2.163.1 255.255.255.0 W

+Add Another

p Start Virtual Office




AXxcient
Setting up virtual office for IRE_2.11_site x
STEP 5

Here we go!
The Virtual Office is being set up.
e You will taken to the Virtual Office when it is ready.
e If you optto close this window, you can access the
Virtual Office from the dashboard later Thisimay take several minotes.
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Virtual Office Page

The Virtual Office page is accessible when a Virtual Office has been started. The Virtual Office page is the administrative page

for the Virtual Office, where you can take various managerial actions.

The Virtual Office page includes the following sections:

oVirtual Office Summary

This section displays the summary of the Virtual Office, showing which Sites are being virtualized and the type of
virtualization (test or production).

Additionally, you can stop all running VMs or take steps to discard the Virtual Office.

Q Device List

This section displays all protected devices under the selected Service. The device states are explained in the section below.
Configure Office

This button launches the Virtual Office Configuration page where you can configure various aspects of the Virtual Office.

o Resources

This section displays information on how long the Virtual Office has been running.
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Figure 1 - Virtual Office Page

Axcient

x360Recover ® /) RE211site & / Services % / Virtual Office (Test)

Q
@ Dashboard ) L. £+ Configure Office
Cloud Virtualizations (Test)
1B ctients Client: IRE_2.11_sit ‘ ?
ient: IRE_2.11_site g
) > a Virtual Office
&= Services Activity: Test Summary
End Office
; Test Office Uptime
& Devices 2 minutes
o Started on August 26th, 2021 at
s= Events 2:27PM MDT
RAM
ias Users
00f20GB
Q Reports cPU
DEVICE VM STATUS SERVICE SERVICE ID
0 of 8 cores
win2008r158 Il Offline ire_brc_2.11 emdd Quick Guides
win2008r185 Il Offline ire_brc_2.11 emdd
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Virtual Machine States

AVM will be listed in one of the following states:

- Offline—VMs that have yet to be rendered. To render a device, click the Render button.

- Ready—VMs that have been rendered, but are not yet running. This means that you have allocated CPU cores and
RAM to the VM. To start a device and make it accessible, click the Start button.

- Starting—VMs that are in the process of starting after clicking the Start button.

- Running—live VMs that are accessible through a VNC or RDP agent. You can optionally click the Stop button to return
the device to a Ready State. Log in to access the VM using the built-in web VNC agent or click the Discard button to return
to the device to an Offline state.

- Stopping—VMs that are shutting down after clicking the Stop button. These devices will revert back to the Prepared

state.
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Configure the Virtual Office

You can configure the cloud failover environment for various network options. To configure these options:

Axcient (2 re 20 org - )
STEP l xa’égﬁig‘wer W REZllste $ [ Senvices $ [ VietuslOfce (Test) —

@ Dashboard S
On the Virtual Office page, click the Configure Office 1 cies o petens 1) :

oz / A::w::st o == a Yot offce
button. o v Comome Dot

5 s E:"?‘::‘::,:ugmsm,m...

B Report

vMSTA- SERVIC

ubunty Running jebz jev2 AVM.Go_.. 40GB 3
WINESMSCFTOC... &5 Ready jeb2 jeb2 AM_gs_.. 50GB 2

WIN-OOQMIICE... & Ready jebz jeb2 Mg 40GB 1

Network Settings

The Network section allows you to configure subnets under the primary Virtual Office network.
You must configure at least one subnet in the Virtual Office. This will be required when preparing a device.

If the original environment has multiple subnets, you can emulate this configuration in the Virtual Office. The Network

settings section allows you to create multiple subnets in order to replicate the original environment.

To edit the network settings:
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Axcient
STEP 2 »360Recover W RE2llsite & [ Sevices & [ Virtual Office (Test] / Configure Virtual Office

. . . . . @ Dashboard Virtual Office (Test)
On the Configure: Virtual Office page, click the Edit - Network
@
button in the Network section. = e e e Canureth e enronment o
OUTBOUND ACCESS @ Disabled the
;' Devices. virtual office. These can mimic the
Subnets physical
= Events p— — office settings,
X Users 102.163.1 255.255.0.0
B wepors o —
Axcient
_ S S

STEP 2 @ Dahhoard Virtual Office (Test)
B clients Network

On the Network screen, enter a value for one or more of ¢
& Sarvices VCIP | 1021833 e Gateway and network were set when the

. . Virtual Office was initiated, but you can

the fO“OWIng fleldS: G Devices OUTBOUND ACCESS . oFf | @ uDditelheszmiinlsilanyEmY:

iS Events Subnets
e In the Gateway field, enter a gateway IP address. 2 Vi e Rl
B reports freren a0 °
* |Inthe Netmask field, enter the netmask value. B

Optionally, click the +Add Another link to add an
additional subnet. Please note that you can add up
to ten subnets. Subnets must not overlap with other
subnets on the Virtual Office. To delete a subnet,
hover your mouse over the appropriate row and click
the red Delete icon.

Optionally, in the VNC IP field, enter the IP address
for the VNC clients, which can be any available
(unused) IP address in the Virtual Office. VNC clients
typically use the Virtual Office Gateway address, so a
separate IP address is not necessary. However, when
testing a Cloud Failover while the original gateway is
still active, an alternative IP address should be
specified.

e Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Enabling
Internet connectivity allows both outbound and
inbound messages between external devices and the
server VMs in the Virtual Office. Disabling outbound
access means that only devices within the Virtual
Office can communicate with each other.

Click the Save button to save any new configurations.
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Virtual Private Network (VPN)

You can configure a VPN to create a secure connection over the public Internet so that outside devices can connect.
You can configure the network settings for the VPN, as well as configure specific user logins.

To edit VPN settings:

B repors
STEP 1

@

Standard VPN set up allows individual
devices

On the Configure: Virtual Office page, click the Edit -]
button in the VPN section.
B ferors VPN
@
STEP 2 o e
SPLIT TUNNELING ‘ 7]
On the VPN section of the screen, enter a value for one or
more of the following fields: cree
PRIMARY DNS IP (-]
- Enable the VPN setting to turn on VPN. °
DNS DOMAIN (7]
- Enable the Split Tunneling setting to route the VPN User Authentcation
user’s Internet access through their device. Usename password
Alternatively, disable to route all Internet traffic = e
through the Virtual Office.

- Inthe Virtual Subnet field, enter the IP address that
gets assigned to the virtual network interface
inside the failover network. This address must be
an unused IP address.

- Inthe Client IP Range field, enter the range of
available IP addresses that are assigned to
connecting VPN users. This range must not conflict
with any devices in the Virtual Office.

- Inthe User Authentication section of the screen,
create login credentials for users to access the VPN.
Click the Add Another button to create multiple
user logins.

Click the Save button to save any new configurations.
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Connecting to VPN

When a VPN network has been configured in the Virtual Office, you will need to connect to the VPN network using OpenVPN

agent.

To connect to the VPN network:
First install OpenVPN client on your laptop or desktop from where you will be connecting to virtual office VPN

OpenVPN Client can be downloaded from here

O | RE2llsite & / Services & / VirualOffice (Test) / ConfigureVirtual Office
STEP 1 Virtual Office (Test)

Network

On the Configure: Virtual Office page, find the VPN ?
VNCIP 10.2.163.1
section. OUTBOUNDACCESS @ Enabled :l::ur:uur;znrn:::é:: "mv\lr:‘n:rrnn-n:;n‘:;l:\
Subnets office settings.
- One the VPN has beenconfigured successfully, cateway Netmask
click Download to download VPN client config e e
files. These must be downloaded to the config VPN v
STATUS @ Enabled -
fOIder Of the OpenVPN agent' SPLIT TUNNELING Q Disabled lsla::dn?:c:‘::l:z\:?ti:?:;c"cc:n:'\A)I(:ml

data center.
VPNCLIENT i Download

VIRTUALSUBNET  10.8.0.0/24
CLIENT IP RANGE 10.8.0.12-10.8.0.15
PRIMARY DNS IP 8888
SECONDARY DNS IP 6.6.6.6

DNS DOMAIN IARES

USERS 1

3 server.ovpn - Notepad — a X
File Edit Format View Hel
STEP 2a _ p
client

remote ' -

If you are using the OpenVPN option, the configuration port 1194

file should be automatically configured with the dev tun
proto udp

appropriate information; however you may want to Pez*_’l;*mt")' infinite
nopin

confirm this. persist-keyp
ersist-tun

Using a preferred text editor, open the configuration file ca =g
auth-user-pass

for the VPN agent. The configuration file must be saved ns-cert-type server
. . ) comp-1zo

in the following format: File Name.ovpn. verb 3

cipher AES-256-CBC
Confirm that the following text exists in the

configuration file:
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client

remote Public IP of Virtual Office
port 1194

dev tun

proto udp

resolv-retry infinite

nobind

persist-key

persist-tun

ca Certificate File filename
auth-user-pass

ns-cert-type server

comp-1zo

verb 3
cipher AES-256-CBC
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) » Computér » LocalDisk (C:) » Program Files » OpenVPN » config

STEP 3 Organize v Include in fibrary v :mevmh- New‘lold« . ﬂ , .
% Favorites jame ate modified ype ize
. . . B Desktop 4/1/20161:22PM  Security Certificate 2k8
Save the changes to the configuration file. Make sure i AixRovmyansey AVR623TPM OpeniPN Confi ke
4. Downloads . README.tt 3/29/2016 5:26 PM Text Document 1KB
theca.crt file and the configuration file are both A st Pace
. . 4 Libraries
saved in the config folder of the VPN agent. 3 Documents
& Music
! Pictures
B videos
/% Computer
&L Local Disk (C:)
# Shared Folders (\\vmware-host)
€ Network
STEP 4
VPN
You can now run the agent and connect to the VPN. Use @
. . PN - After VPN is enabled, you can create a
the username and password configured in the VPN connecton bylogging o the VPN
SPLIT TUNNELING - (7]
section to access the VPN. The administrating user who
VIRTUAL SUBNET 10.2.161.0/24
originally creates the logins should make note of the
CLIENT IP RANGE 10.2.161.1 B 10.2.161.10
passwords when creating them. Once saved, the
PRIMARY DNS IP 8.8.8.8 (2]
passwords are hashed for your protection. In the event
SECONDARY DNS IP 44.44 2]
a password is forgotten, simply delete the user and
DNS DOMAIN test.com 7]
create new login credentials.
User Authentication
Username Password
admin [N nvvannssnneans e
+Add Anocther
o
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Port Forwarding
Port Forwarding is not enabled by default but can be configured to work in the Virtual Office.

Enabling Port Forwarding could lead to a network collision if configured on a Test Virtual Office. Do not enable and configure

Port Forwarding for a Test Virtual Office as productivity and data loss may occur.
Additionally, Port Forwarding must be enabled for Site to Site IPSec VPN to

function.To configure or edit the Port Forwarding settings:

Port Forwarding °
STATUS @ Disabled
Set the appropriate mapping values to
STEP 1 oate
pot forwiarding,

Note that enabling port forwarding could
lead to network collisions ifthis s a test

On the Configure: Virtual Office page, click the Edit it s e gt o
communicat tion, such as an Exchange

button in the Port Forwarding section. ing o et mll Threoe,do
-mabhperﬂnmardinghrsnthsqn!rs
I:(mflwwer,

-]
Port Forwarding N
STEP 2 PORT FORWARDING ‘ ] o
CAUTION
Public IP:52.33.51.176 Enabling port forwarding could lead to
network collisions if this is a test failover
On the Port Forwarding screen, update the EE0 Iuel)l? TS T e atempts outbound
. . o) communication,
fO“OW| n g fleldSI such as Exchange server trying to route
+ Add Another e-mail
= Enable the Port Forwarding option. e et
e Enter the appropriate values to set the Public 1P: 35.85.0.241 e
port forwarding rules: Bt port internal 1P Int port
. [-]
* |nthe Ext Port field, enter the
+ Add Another
external port number to be Y -

forwarded.
e |nthe Internal IP field, enter the
internal
IP address. The internal IP address must fall
inside one of the Virtual Office's subnets.
* Inthe Int Port field, enter the
internal port number.

e Click the Add Another button to add
additional entries. Repeat these steps as
many times as necessary.

Click the Save button to save any new

configurations.
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- Int Port—designate the internal port number of the

target device being forwarded to.

Click the Add Another button to add any additional

entries.

Click the Save button to save any new configurations.

DHCP Settings

DHCP is not enabled by default but can be configured to work in the Virtual Office environment. Please note that the DHCP
applies only to virtualized devices and not for remote user IP addresses that are assigned through the VPN settings.

To configure or edit the DHCP settings:

DHCP I |
@
STATUS ) Disabled
DHCP is not enabled by default, but you
DOMAIN None defined can
DNS SERVERS None defined enaFleDHchwolkmvouubud
environment..

RANC
GF Nanedefined Note that DHCP is used to assign server

MACTOIP  None defined
‘addresses, not VNC sites wha get their

‘addresses through the YPN set up.

On the Configure: Virtual Office page, click the Edit
. . (-]
button in the DHCP section of the page. N

DHCP .
STEP 2 DHCP ‘ Note that DHCP is used to assign server
P
DOMAIN test.domain addresses, not VNC clients who get their
On the DHCP screen, enter a new value for one or more skdrses vough the P set
of the following fields: DNSSERVERS | 8888 °
+Add Another
- Enable the DHCP option. )
RANGE 10.2.179.1 : 10.2.179.11
- Inthe Domain field, enter the domain name. P . .
- Inthe DNS Servers field, enter the host name or IP +Add Another
address of the DNS server. Click the Add Another

button to add additional DNS servers.

- Inthe Range field, enter a range of IP addresses
that can be used by the DHCP. The range must
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reside inside one of the Virtual Office's subnets.

- Optionally, in the MAC to IP field, assign an
IP address to a server by entering the MAC address
and the desired IP address.

- Click the Add Another button to add more entries.

Click the Save button to save any new configurations.
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Site to Site VPN

Site to Site VPN lets you create a single VPN endpoint for a local network through which any local user can connect to the
Virtual Office. Once the Site to Site VPN endpoint has been configured, a virtual image is generated, which must be then

downloaded and run on any VMware virtual machine software.

Figure 2 - Visualization of the Site-to-Site Endpoint Functionality

Site-to-site VPN

San Jose DC

¢ 10 Virtual Hosts

« 40 VMs

* 100 Mbps WAN
bandwidth

Lenoir DC

20 Virtual Hosts
100 VMs

1 Gbps WAN
bandwidth

v % HI
Vs, 2 b @ Digital-Topo-Maps.com

The image above represents a typical use case where the Site to Site VPN feature would be helpful.

Using Site to Site VPN is not recommended in a test environment. However, it can provide valuable services in the following

situations:

- When a disaster occurs in an organization with two (or more) sites linked together in a corporate network. A
Site-to-Site VPN connection can be configured that effectively recreates the corporate network for the unavailable
physical site.

- When a site is being rebuilt after a disaster, such that users can physically use the site but the machine room is still in
repair. The Site to Site VPN connection can be configured as a replacement while the machine and servers are being

rebuilt.
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IPSec Site to Site VPN Settings

The Internet Protocol Security (IPSec) Site to Site VPN feature allows you to establish IPSec VPN tunnels from the Virtual
Office in the Axcient Cloud to any standard compliant IKEv2 IPSec VPN gateway on your local network. Specially, you can use
this feature during a site disaster to:

- Recreate the network in an organization with two or more sites linked together in a corporate network

- Temporarily replace a connection while a machine room is rebuilt after a disaster

Note: IPSec Site-to-Site VPN is not recommended in a test environment.

To set up an IPSec Site-to-Site VPN connection, you must turn on the feature in your Virtual Office and also configure settings

on your gateway.

To set up a Site to Site IPSec VPN:

Port Forwarding 9
STATUS (@ Disabled

Set the appropriate mapping values to
ST E P 1 enable

port forwarding.
On the Configure: Virtual Office page, click the Edit Notéltia eriabling it riarding caid

lead to network collisions if this is a test
button in the Site-to-Site IPSec VPN section. Sonr et

communication, such as an Exchange

server
trying to route e-mail. Therefore, do not
enable port forwarding for such servers

in
@

atest failover.
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STEP 2

After Port Forwarding settings have been configured,
navigate to the Site to Site IPSec VPN section and click

the Edit button. You can configure the following options:

- Click the S2S IPSec option to enable Site to Site
IPSec VPN settings.

= Inthe Local IPSec ID field, specify the IPSec
identifier for the virtual office gateway. It can be
an IP address (Virtual office public IP) or a
distinguished name (FSDN or user FSDN or any
unique string)

Configure Remote Sites:

- InSite Name Field, specify site name

- Inthe Site Public IP field, enter the public IP
address of the remote machine or hardware with
IPSec software (for example, Cisco ASA)

- Inthe Site Remote Subnets section, enter the
remote subnets in IPv4 format for sharing with
the Virtual Office subnets. Please note that these
subnets do not need to intersect with the Virtual
Office subnets.

- Inthe Remote IPSec ID field, specify the IPSec
identifier for the remote site gateway. It can be an

IP address (Site public IP) or a distinguished name
(FSDN or user FSDN or any unique string)

Click the Save button when you are finished.

Gateway Settings

VIRTUAL OFFICE

Site to site IPSec VPN

STATUS @ Disabled

PUBLICIPS

None defined

SECRETKEY  5mwsg5RIzsVk9Ms3SdRsLQTOFH8s3x22

LOCAL IPSEC ID

Site to site IPSec VPN

S2SIPSEC ‘

LOCAL IPSECID @

SITE NAME

SITE PUBLIC IP

SITE REMOTE
SUBNETS

REMOTE IPSEC ID
(-]

You can connect with any standard compliant IKEv2 IPSec VPN gateway.

© 2021 Axcient, Inc. All Rights Reserved.

® |Paddress 52.33.51.176

Distinguished Name

sl
15.35.44.5

15.23.22.3/24 x
Enter up to 10 subnets separated by
commas

IP address

@ Distinguished

@

Site to site IPSec VPN allows you to
establish IPSec VPN tunnels from the
virtual office in the Axcient Cloud to any
standard compliant IKEv2 IPsec VPN
gateway on your local network.

Using site to site VPN is not recommended
in a test environment. However, during a
site disaster, it can provide valuable
services (This parameter is same as Open

VPN)
@)

@

Site to site IPSec VPN allows you to
establish IPSec VPN tunnels from the
C virtual office in the Axcient Cloud to any
standard compliant IKEv2 IPsec VPN
gateway on your local network. This can
be done by configuring your gateway as
described here.

o

CAUTION

Note that using site-to-site VPN is not
recommended in a test environment.

Use 525 VPN during a site disaster to:

Recreate the corporate

network for an
unavailable physical site
when a site disaster occursin
an organization with two (or
more) sites linked together in
a corporate network.

Temporarily replace a

testname i i
Name @ connection while
machine room and servers
are rebuilt after a disaster in
which users can physically
+ Add Another Remote Site

Cancel @

use the site but the machine
room is still under repair.
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Render and Start Devices

When the Virtual Office is configured, you must render devices within the Virtual Office. Rendering
devices in the Virtual Offices includes the following steps:

- Select the desired restore point.

- Allocate resources.

To render a device:

= Devices
STEP l B Test [ B At devices
On the Virtual Office page, expand a device and click the DEvicE wsTATs  seRvice R

a-wTmbr n offline dosipov_service bebo dosipov_fus...

Protected, virtualized in the cloud
Hostname/IP:  10.2.163.197
Type: DESKTOP

R 0S:  WINDOWS

Render button.

Render Server Image x

Target Server Image: a-w7mbr
Allocate sufficient resources to enable all servers to run in the cloud.

In the Render screen, select the desired restore pointand

RESTORE POINT  February 24, 2021 at 6:22am by

Allocate resources (CPU CORES and VM RAM)
CPU CORES — 1Corefs)

Used: 0 core

Remaining: 15 cores

Click the Start Render button when you are finished. VRN (— oo

Total Entitled: 3268

Remaining: 31 GB (97%)

STEP 3
. . R R & Devices
On the Virtual Office page, expand a device and click the B @ns
start button. DEVICE Y mm e o b e
mugenws2016dh... Ready mugen_d... nnop avm_nnop  4.0GB 2

mugenws2016dhcp
Protected, virtualized in the cloud

Restore Point:  07/07/2021 01:31:45 n
VNCPort: -

i
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You may:
= Devices

e [Editarunningdevice to allocate additional resources or e

i i SER
° arunning device or SER ™ -
) . . . . DEVICE VMSTATUS  SERVICE D AVM RAM CORES
e Discard arunning device and re-render with a different :
a-wimbr # Rendering (0%) dosipov_... bebo  dosipov_... 10GB 1
qa-cd768d4ad6ch Running dosipov_...  bebo dosipov_... 4.0GB 2

Recovery point

qa-cd768d4a86ch

Protected, virtualized in the cloud
Restore Point:  01/18/2021 04:19:04
VNC Port: 65400

VNC Password:  INuwRydV
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How to Connect to a Device

When the Virtual Office is configured and the devices have started, you might access a specific device by launching WebVNC

application from x360Recover Manager (formerly known as RMC) or using RDP.

WebVNC

= Devices
B Test | B Audevices
STEP 1 SER
VICE VM cPU
. . . . DEVICE VM STATUS SERVICE D AVM RAM CORES
On the Virtual Office page, expand a device and click the ) ) )
a-wimbr 4 Rendering (0%) dosipov_... bebo dosipov_... 1.0GB 1

Login button. It invokes a WebVNC session for your device qa-cdTesduomsch 4 Running dosipov_... bebo  dosipov_.. 40GB 2

ga-cd768d4a86ch
Protected, virtualized in the cloud

Restore Point:  01/18/2021 04:19:04 Edit

VNC Port: 65400

VNC Password:  INuwRydV II

STEP 2

In the WebVNC page, login to your device with VNC
Credentials provided in the Virtual Office page

August 25

RDP

You can use a preferred third-party Remote Desktop Protocol (RDP) agent to interact directly with the device desktop.

Caution!

To RDP into a device, you must first enabled the Allow users to connect remotely to your computer option on the original
device. The recovery point selected must have this option enabled; otherwise you will be unable to RDP into the device.

You can RDP into a device in one of three ways: through VPN, Site to Site IPsec VPN, or Port Forwarding. You can configure

these settings in the Configure the Virtual Office page.

Virtual Private Network (VPN)
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Before using the RDP agent to access a device over a VPN:

- Confirm the target device is in the Running system state.

- Configure a VPN network in the VPN settings section.

- Connect to the VPN when it has been successfully configured.

After you configure and connect to the VPN network:

% Remote Desktop Connection — X
STEP 1

4/ Remote Desktop
Open the preferred RDP agent. In this example, we will ; @ Connection

use the Microsoft Remote Desktop RDP agent.

Computer: | ~

Username: None specified

The computer name field is blank . Enter a full remote computer
name.

-@- Show Options I Connect I | Help |
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ubuntu16-10 3 Running subnet17 2

ubuntu16-10

Protected, virtualized in the cloud

STEP 2

STOP

To complete the connection process, find the IP address
ER RESTORE POINT  January 23rd, 2019 at 9:15 AM EST DISCARD

II;

and credentials for the device. v e 017198
DEVICE IP ADDRESS 172.20.17.197 |
PUBLIC IP ADDRESS
To obtain the IP address, open the Virtual Office page
and expand the target device. Use the IP address listed
in this section.
B Remote Desktop Connection — et

STEP 3

Remote Desktop
) Connection

Save the new connection. You can now RDP into the
target device.
General Display Local Resources  Experience  Advanced

Logon settings
n! | Enterthe name of the remote computer.
|

Computer: | 192.168.99.35 - |

User name: |roat |

You will be asked for credertials when you connect.

[ sllow me to save credentials

Connection settings

Save the cument connection settings to an RDP file oropen a
l ) saved connection.

| Save | | Save As... | | Open... |

'&) Hide Options I Connect || Help |
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Port Forwarding

Before using the RDP agent to access a device using Port Forwarding:

- Confirm the target device is in a Running system state.

- Successfully configure one or more Port Forwarding rules.

After have successfully configured one or more Port Forwarding rules:

SIER _| Remote Desktop

Open the preferred RDP agent. In this example, we will @ Connection
use the Microsoft Remote Desktop RDP agent.

Computer: | w

Username: None specified

The computer name field is blank . Enter a full remote computer
name.

'@ Show Cptions I Connect I | Help |
STEP 2
GATEWAY IP 172.20.17.1
To complete the connection process, find the following VTS 255.255.252.0
information: MANAGEMENT IP 172.20.18.1
| pueucre 52.11.9.166

- The automatically assigned public IP address for the
Virtual Office. This can be found in the Network
section of the Configure Virtual Office page.

- The external port number (Ext Port Number)

configured for the Port Forwarding rule.

- The device login credentials.
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B Remote Desktop Connection — x

STEP 3

.| Remote Desktop
~»¢) Connection

Enter the information collected in the steps above to
create the new connection.

When entering the IP address of the device, you will General [Display Local Resources Experience Advanced
need to be entered as follows: Logon settings

<Virtual Office Public IP (g Frterie neme ofthe rEmote cameuter

Computer:  [52.36.4152:50 v|

Address>:<External Port Number>

You can now RDP into the target device. User name: |root |

You will be asked for credentials when you connect.

[] Allow me to save credentials

Connection settings

Save the cumrent connection settings to an RDF file or open a
l ) saved connection.

| Save | | Save As... | | Cpen... |

(= Hide Ciptions Connect Help
\—
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Connecting to a Linux Device

Unless a 3rd party application has been installed on the Linux device that allows the user to access a GUI of the device's
desktop, you will be unable to RDP into a Linux device deployed in the Virtual Office. To access the virtualized Linux device in

the Virtual Office, you will need to SSH into the device.

As a first step, you will need to configure one of the following:

- Create and connect to a VPN.
- Create and connect to a Site-to-Site VPN.
- Configure a Port-Forwarding rule.
When the above connection options has been successfully configured, you can use the command line to SSH or use a

preferred SSH client to access the device in the Virtual Office.

If using the command line, SSH in to the virtualized device using the following command:

ssh <Username>@<IP Address>

You will then be prompted to enter the password for the specified Username. The credentials (Username, IP Address, and
Password) entered in the SSH command will be that of the original device. If accessing the device using Port-Forwarding, a

public IP address will be generated, which you can use to issue the SSH command.

After an SSH connection has been successfully established to the device, you can begin issuing commands via the command

line.
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Runbooks

Runbooks, sometimes called Orchestration, allow you to configure an automatic deployment plan for virtualized devices in
the Virtual Office. You must first configure a subnet in the Network section that matches the subnet of the devices to be

virtualized. The devices cannot be virtualized unless an appropriate subnet is first created before starting the Runbook.

Runbooks can be leveraged for the following use cases:
- Test Disaster Recovery - Create a Runbook to test the user’s disaster recovery plan in the event of a real disaster
situation. This will help address any potential issues that may arise so that if a disaster occurs, the user will

experience no issues with deploying a production Virtual Office.

- Production Disaster Recovery - Create a Runbook to automatically deploy a production Virtual Office with all the
desired devices and configurations. The user will require the help of Axcient Support to help shut down the Virtual

Office when ready.
Configuring a Runbook will allow you to configure:

- Devices to be virtualized,

- The order in which the devices should be virtualized,
- Resources to allocate to each device,

- Wait time between the deployment of each device,

- Network settings, and

- Other advanced options, like VPN settings, Port Forwarding, and Site-to-Site VPN.

Create a New Runbook

To create a new Runbook:
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Axcient L IRE_211 org~ )
STEP 1 x360Recover e 5 gte
@ Dashboard

M RE2isn § / Oveniew

1B Clients

On the client Details page, click the Runbooks link found in

- Services s s clentis Troubled.

the Account At a Glance section of the page. P

AccountAta Glance

IS events
o ST S
Lunpececid Hone st - C b}
[ y— 9 Sewrs )
) Combined Local
|mlvlt,nlnmrmhr|n£,:.u,sh - | Storage
® %
theugh, it looks
Used storage: 3268
| 7 devices require attention - | Total Storage: 4 T8
- P ~ Cambinad Flaud

~ Create a New Runbook
STEP 2

In the Create a New Runbook section of the page, enter

the na me of the neW Ru n book. asic Info Add Devices Edit Values Config Network Adva(g:e(:!oi:(l;ings Finish Runbook
Optionally, enter a description for the Runbook. e L @
Click the Next button to Continue ADD SOME DESCRIPTION ABOUT YOUR RUNBOOK (OPTIONAL):

150 characters

’-Crealea New Runbaok
STEP 3 & (D)

Basic o 4D Etalues Confg Netwark Aduanced settings. Fiisn Runbaok
(Optionsl)

In the Add Devices screen, use the checkboxes to select
the devices to include in the Runbook. . . [ ET—
Note: The Virtual Office will automatically select the R

mostrecent recovery point to use in deploying the —

Virtual Office. e

<O e jaba_sacand

Click the Next button to continue. B -

seect il | Deseloct Al

s
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new 4.7 replibit
Details. Edit Runbook
N
@@
Basic Info Add/Remove Devices it e Config Network Advanced Settings Finish Runbook
STEP 4 - o
In the Edit Values section, review the selected devices. Ceo 9
Click the Edit and Delete buttons to edit or delete any of pe— w1
. R . o w2karmbriaT Cloud Archive medium 2 a0
the devices. You can edit the following: S - 4o
- Device boot PRIORITY,
- Number of virtual CPU CORES allocated to the device(s), P Creea e Runbock |

- Amount of virtual RAM allocated to the device(s),

- WAIT TIME in between the booting of virtual devices Edit Values
inthe Virtual Office

PRIORITY

Click the Next button to continue.

rpu CORES |

I VM RAM

WAIT TIME W minutes |

STEP 5

In the Network screen, you can configure the following:

~Create a New Runbook

- Inthe Network section, configure the Gateway IP and
Netmask of the Virtual Office. Please refer to the ® ® © @

Basicinfo Add Devices Editvalues Confighetwork  Advanced Settings Finish Runbook
Toptional

Configure the Virtual Office section for more

. . Network
information.

1021631 255.255.255.0 A

- Inthe VNC IP section, enter the IP address for the i
VNC clients, which can be any available (unused) IP wer e °
address in the Virtual Office. This field is optional omonorcsso (N

when you configure the network in the Runbook. If
> et

you leave this field blank, it will be filled in
automatically after the Runbook is created from the

first subnet. Please refer to the Configure the Virtual

Office section for more information.

- Optionally, enable the Outbound Access option to
allow outbound access to the Internet. Please refer

to the Configure the Virtual Office section for more

information.

Click the Next button to continue
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STEP 5

In the Advanced Settings section, you can enable and «Create a New Runbook
configure the following methods for accessing devices in

@@ @@
the Virtual Office: iems sowks s oot S
- VPN VPN
. -
- Port Forwarding
R DHCP Port Forwarding

PORT FORWARDING @ .W
You can also update these settings after the Runbook has

DHCP

started from the Configure Office page.

Click the Next button to continue. e
o) EED
In the Finish Runbook screen, review summary = Create a New Runbook
Lr;f:)rl;ncw:tlon to confirm that the Runbook settings are p G:) @ %Gzﬂ MG?” @
Click the Finish Creating Runbook button to create the commanyofyour runboc
Runbook. S
The Runbook will now be listed under the Runbook s s
Summary section where you can edit or delete the
Runbook as needed.
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Start a Runbook

You can start a Runbook in one of the following ways:

- Onthe Virtual Office page, click the Recover button and then select a Runbook.

- Onthe Runbook page, select a Runbook and then click the Run Runbook button.
A Runbook cannot be started under the following circumstances:

- AVirtual Office or Runbook is already running under the Site
Runbooks are Client-specific, and only a single Runbook may be running at a time for any given Client. If a Runbook is
already running under a client, the user will be unable to deploy a second Runbook.

- No Subnet is configured in the Runbook for at least one device
A subnet must be configured for at least one of the devices in the Runbook in order to start the Runbook. If no subnet
is configured for any devices in the Runbook, the Runbook will not start.

If a subnet is configured for only one or some of the devices, you will need to create the additional subnets in the Virtual
Office Configuration page in order to virtualize the remaining devices when the Runbook is in a Running state.

Additionally, you can edit the Runbook to create any additional subnets. The devices with subnets created after the Runbook
has been deployed will not adhere to the device boot order configured in the Runbook.

This example will start on the Runbook page.

Axcient 2 IRE_211 org -
STEP 1 x380Recover e o) g

@ osnoars Ao s owniew

On the client Details page, click the Runbooks link foundin ~ ® =

- services A his client s Troubled.

the Account At a Glance section of the page. 2 oo

AccountAta Glance

(o 5w )

) Combined Local
|m|vlryonmmmmz,z.n,sm - | Storage

@ Nothing Recent Whereve

1%

though, it laoks |

Used Storage: 32 G&
| 7 devices require attention - | ‘Total Storage: 4 T8

- Picnie » . Famhined Cland

~Runbook Summary
STEP 2 (0 vewnarvoor) (5 clonerurboor) (7 amnbonk ) (8 oeenbone )

AVirtual Office is currently running

In the Runbook Summary section of the page, use the

SHECT  wavE saus oevces RUNBOOK TYPE DEscRIPTION.

checkboxes to select the Runbook and then click the Run ato_runbock Resdy 2 - auto_runbook_desciption .
Runbook button. auto_runbook

Dewice seRace o PRIGRTTY CORES  RAM  WAMTMEMINY  FALOVERIPADDRESS
ws2012r2 Appliance - h34n - Medium 2 4 0

ws2012r2_mbr Appliance - h34n - Medium 2 4 0
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STEP 3 Start Runbook x

On the Start Runbook screen, select the type of Virtual
?
Office to deploy. What type of recovery do you want to do?

Start a Disaster Recovery Test Failover
For testing the virtualization process and verifying the availability of

restore points. Tests can be started and ended at any time.

Start a Disaster Recovery Production Failover

When a disaster occurs and you want to spin up a virtual office to
replicate your local environment.

STEP 4 Starting RUNBOOK x

The Runbook will start and the Starting Runbook screen
S Here we go!
will display the progress.

You can click the Close button to leave the screen while
the Runbook starts.

This may take several minutes.

x Close
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Edit a Runbook

You can edit a Runbook whenever needed, including when the Runbook is inactive and when it is running.

While a Runbook is inactive, all aspects of the Runbook and Virtual Office can be edited; however, not all aspects of the
Runbook can be edited while the Runbook is running. For example, you cannot edit included devices when the Runbook is
running, but you can edit network information.

After edits have been made, changes are immediately saved and applied. When the Runbook is running, the user can click the
Configure Office button to make any changes. These changes will be automatically applied to the running Virtual Office, and
will be applied and saved to the Runbook as well.

To edit a Runbook:

Axcient [ LRE211 erg
STEP 1 x360Recover e 5y e

@ ommoars & i & 1 oweder

On the client Details page, click the Runbooks link foundin ~ ® <=

& sarvices M s ctentis Troubied.

the Account At a Glance section of the page. -
e— AccountAta Glance
2 Users = sse 3 18 0evices & vitwiations
B o s e (o)

[=] Combined Local

| Activity of Interest for IRE_2.11_site - | Storage

1%
(@ Nothing Recent Wheneer
though, it looks |

Used Storage: 32 G&
| 7 devices require attention - | Total Storage: 4 TB

- [ . Fambhinad Cland

~ Runbook Summary
STEP 2 (o N:’wﬁunmﬂk) (0 E\nneiunmk) (/ EdrtRunbwk) (u Delete Runbook

AVirtual Office is cureently running

In the Runbook Summary section of the page, use the p—— n s e —
checkboxes to select the Runbook and then click the Edit B e : M|
Runbook button. e ok

Update the Runbook as appropriate. o o ~ T mm—mm—

ws2012¢2 Appliance - h34n - Medium 2 a 0

ws2012r2_mbr Appliance - h3an - Medum 2 4 0
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Clone a Runbook

You can optionally clone a Runbook, which allows you to create a new Runbook from an existing Runbook and make changes
where needed. Cloning a Runbook is a quick and easy way to create a new Runbook with slightly different settings.

To clone a Runbook:

STEP 1

Axcient 2 IRE_211 org ~
On the Site Details page, click the Manage Runbooks link *3B0Recover c: ;1) sie
O e W meanse ¢/ ownen
found in the Virtualization section of the page. 1 o
T A his cient s Troubled.
2 Devices
s Account Ata Glance
- = T ST
. :; Jios— [— J— (o seimm)
|m|vlryonmmlmms,:.u,sm - | 2 gf;‘:gi:“ toaal
@ o . though, V\wk‘s i ; “ﬁ
Used Storage: 32 68
| 7 devices require attention - | ‘Total Storage: 4 TB
L Powiiom o i . — Camhinad Cland
~Runbook Summary
(o (6 | &~ O (e PR > v ronseok
STEP 2 bRy
auto_runbook Ready 2 - aute_runbook_description

In the Runbook Summary section of the page, use the

auto_runbiook

checkboxes to select the Runbook you want to clone and

Details

then click the Clone Runbook button. - e = RS

—. pplance-istn - N 2 4 o
STEP 3

In the Edit Runbook tab, you can optionally edit the

Ws2012r2_mbr Appliance- h34n - Medum 2 4 0

~ Runbook Summary

settings inherited from the original Runbook. () (Fomms) (7o) (@)

Wietual Offces: Fusion and auta_ runbook are currently runring.

For example, you can add or remove devices, change

values, update network settings, and more. B - - e
] clone of auto_runbo. Ready 2 - auto_runbook_description
Click the Next button to move through each step of the
clone of auto_runbook_1
editing process. e [l
(1)
When you are finished making changes, click the Finish e e e

(Optional)

Creating Runbook button.

WHAT 15 THE NAME OF YOUR NEW RUNBOOK?
clene of auto_runboek_L
'ADD SOME DESCRIPTIGN ABOUT YOUR RUNBOOK (OPTIONAL):

auto_runbook_description

>New )| Finsh Editing Runbock

© 2021 Axcient, Inc. All Rights Reserved. 38



Delete a Runbook

When a Runbook is deleted, it will not be recoverable.

To delete a Runbook:

Axcient [ ziRE211 0~
x360Recover IRE_2.11_site

STEP 1
@ Dashboard

1B Clients

A i & owniew

On the client Details page, click the Runbooks link found in
the Account At a Glance section of the page. @ oo R

IS e
[ & provectoeces ]
& vsers & sservices ) 180evices &0 vatiations
" Sumpoeted Naneacee shomted ¢ )
(o sewnss)

B Repors e

A\ hisclientis Troubled.

) Combined Local
|m\vitynllmnns1hrlﬁEJ.:lLsh - | Storage

) %

. though,
Used Storage: 3268

Total Storage: 4 6

| 7 devices require attention - |

. Cambinad Cland

~ Runbook Summary

(@ vewtursoon ) {(® clneruntonn ) (7 cosrunbes )

Avirtual Office is currently runring

STEP 2

In the Runbook Summary section of the page, use the e — - —————

@ auto_runbook Ready 2 auto_runbook_description

checkboxes to select the Runbook and then click the —

auto_runbook

Delete Runbook button.
Details

The Runbook is now permanently deleted. - - = o mm— e
ws2012r2 Appliance - h34n - Medium 2 4 0
ws2012r2_mbr Appliance - h34n Medium 2 4 o

© 2021 Axcient, Inc. All Rights Reserved. 39



Failback

Failback is the process of restoring a production Virtual Office data back to the production devices and/or data centers. This
is accomplished by exporting data in the from of virtual servers from the Axcient Cloud as system images and loading them
back on to the production hardware.

Axcient provides 30 days of free cloud usage for a production Virtual Office disaster recovery scenario*. Beyond 30 days,
Axcient will start incurring a minimal overage per server per hour for devices in the production Virtual Office in the Axcient
Cloud. While Axcient will run the Virtual Office for as long as required, Axcient strongly recommends to start preparing for
failback to hardware on the user's on-premise data center within those 30 days.

Once the on-premise hardware is ready, contact Axcient Support to create and execute the failback schedule.

*Please check with your sales representative for more details on pricing and benefits included in the service.

© 2021 Axcient, Inc. All Rights Reserved. 40


http://www.axcient.com/support

